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 Page xiii →Preface

 
 Radical technologies such as artificial intelligence (AI), biotechnology, blockchain, big data, fifth-generation (5G) telecommunications, genome editing, the internet of things, and remote sensing are rapidly emerging to bring significant social and economic transformations in low- and middle-income countries (LMICs). These technologies are facilitating low-income consumers’ access to diverse products and services, such as light-emitting diode (LED) solar home systems, clean-burning liquefied petroleum gas (LPG), bank loans to buy agricultural inputs, and low-cost crop insurance. The rapid pace of development of these technologies means that what is coming is surely even bigger.

 While these technologies and the transformations they have introduced—referred to in this book as the Fourth Revolution (4R)—have been extensively written about, the focus has been primarily on high-income countries. This topic in the context of low- and middle-income countries, where most of world’s bottom 4 billion (B4B) people live, has been addressed only superficially. This research gap is unfortunate, because low-income people and small businesses in LMICs may benefit more significantly from 4R technologies. This book tries contributes to filling this gap by explaining what the Fourth Revolution means for the B4B, providing a detailed analysis and description of major 4R technologies, delving into economic and social developments associated with the 4R, and highlighting the opportunities, challenges, and implications.

 Regarding the ideas, concepts, and content presented in this book, I am grateful to several people for their comments, suggestions, support, and encouragement. I would like to express deep appreciation to Elizabeth Sherburn Demers, editorial director at University of Michigan Press, who inspired me to undertake this project. Elizabeth shepherded the project with Page xiv →the greatest of care and professionalism through its various phases. I thank Haley Winkle, editorial associate to the political and social sciences editors in the University of Michigan Press’s Acquisitions Department, for providing administrative support and coordination for this project. Special thanks are also due to anonymous University of Michigan Press reviewers for their useful comments and excellent suggestions. Finally, I could not have done it without the love and support of my wife and best friend, Maya.
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 Page 1 →Part 1
 Overview of the Fourth Revolution and the Bottom 4 Billion

 
 
 
 
 
 Page 2 →Page 3 →Chapter 1
 The Fourth Revolution and the Bottom 4 Billion
 Key Underlying Concepts and Developments

 
 Radical innovations and technologies have brought about a fundamental shift in the global economy. This phenomenon, which is referred to in this book as the Fourth Revolution (4R), follows the earlier three revolutions, which were led by steam engine, electric power, and information technology (IT). Other roughly interchangeable terms such as Fourth Industrial Revolution (4IR) and Industry 4.0 also describe this phenomenon. Some even view this shift as a continuation of the Third Revolution, or the Third Industrial Revolution.

 The 4R can be attributed to disruptive technologies such as three-dimensional (3D) printing, fifth-generation (5G) telecommunications, augmented reality (AR), artificial intelligence (AI), autonomous vehicles, biotechnology, blockchain, big data, genome editing, the internet of things, nanotechnology, quantum computing, remote sensing (satellite imagery and drones), robotics (including collaborative robots or “co-bots”), virtual reality (VR), and wearables. The confluence of technologies related to the 4R have made it possible to take actions and make decisions that can have a profound impact on our economy, health and well-being, environment, and social relations.

 Data is a key driver of the 4R. Indeed, in 2017, data became the world’s most valuable commodity, overtaking oil.1 According to a March 2021 report by multinational professional services firm PwC, Apple was the world’s biggestPage 4 → business by market capitalization. Moreover, among the ten most valuable public companies, five were in the technology sector (Apple, Microsoft, Alphabet, Facebook, and Tencent) and three in the consumer discretionary sector (Amazon, Tesla, and Alibaba), which also relies heavily on data.2 Of note is also that many of this sector’s services are free, but users are required to provide their data to access these services. Business models of companies in this sector rely on collecting and monetizing users’ data.3

 Many books and articles have been written on the 4R. However, the focus has been on the middle class and rich people mainly in the developed world. This topic in the context of low- and middle-income countries (LMICs), where most of the bottom 4 billion people live, has been addressed only superficially. This is understandable, as most benefits of the 4R in the near terms will accrue in rich countries. However, a lesser known, rarely described phenomenon concerns the 4R technologies’ increasingly widespread use in addressing health, social, humanitarian, economic, and environmental problems facing low-income people and other marginalized groups. The use by and impact on these groups, specifically on the B4B, are the focus of this book. The book seeks to describe and analyze the roles of 4R technologies in the socioeconomic transformations of the B4B.

 As a result of their widespread availability, falling costs, and increasingly transformative potential, 4R technologies are having significant social and economic impact in low- and middle-income countries. Just like mobile telephony or mobile banking, 4R technologies may present an opportunity for these countries to leapfrog legacy IT systems. Much as data is a driver of the 4R, it will be key to the socioeconomic development of the B4B. In this way, 4R technologies have the potential to eliminate the causes of inequality, poverty, and injustice for the B4B. This book uncovers various mechanisms by which these technologies can increase the ability of the B4B to fully engage in productive economic activities and market exchange.

 Before moving further, some clarifications are in order. This book does not take the B4B is a literal sense, instead focusing mainly on the B4B populations living in LMICs. The stories related to the use of 4R technologies in promoting socioeconomic development are central in representing those nations. The emphasis of the book is on applications in the three areas—healthcare and pandemic preparedness; agriculture; and finance, banking, Page 5 →and insurance. Nonetheless, examples draw from several other industries and economic sectors to illustrate how 4R technologies can help the B4B. The book does not provide an in-depth analysis of the effect of culture on the adoption of 4R technologies.

 This chapter introduces key underlying concepts and developments related to the 4R, the nature and characteristics of the B4B, and key 4R technologies. It also highlights some notable uses of 4R technologies for the B4B and explores different value propositions of these technologies for low- and high-income people.

 
 Understanding the Nature and Characteristics of the B4B

 Unfortunately, no clear universal understanding has been reached for defining the bottom 4 billion, so different criteria may lead to substantively different answers. In this book, I use B4B as a broad concept rather than a precise term. Various indicators related to income, wealth, and ability to participate in the market economy are best suited for identifying the B4B.

 Per capita income is a simple, straightforward way to identify the B4B. In this regard, in 2018, 50% of the world’s population, or about 3.8 billion people, lived in households with discretionary expenditures that are enough to be considered “middle class” or “rich.” Such households can afford some luxury products such as vacations or restaurant meals.

 About the same number lived in households that were poor or vulnerable to poverty.4 The B4B, and the subjects of this book, falls into the latter group and can be roughly mapped to the population that lacks internet access. In 2019, 65% of the world’s 4 billion people without internet access lived in countries with a per capita annual gross domestic product of less than US$3,895, which is the cutoff between lower-middle-income and upper-middle-income countries.5

 Some additional observations can be made about the B4B. Of the many possible approaches, median values of net worth and per capita income seem to constitute the most logical criteria for analyzing poverty and the B4B Page 6 →population. The 2018 Global Wealth Report, published by Credit Suisse Research Institute, estimated that 50% of the world’s population had a net worth of less than US$4,210.6 Likewise, according to Gallup, in 2013, the median per capita income worldwide was US$2,920 and the median annual Page 7 →household income was US$9,733.7 These cutoff points can be used for classifying the B4B.

 
 
 
 	 
 Table 1.1. Classification of the world population based on income and the ability to engage in economic exchange
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 Poor (<US$1.90)
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 Vulnerable to falling into poverty (US$1.90-US$11)
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 Exchange market (>US$5)
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 Middle class (US$11-US$100)

 
 	
 3.59 billion
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 Rich (>US$100)

 
 	
 200 million

 
 	
 300 million

 
 

 
 	
 1V. Kashturi Rangan, John A. Quelch, Gustavo Herrero, and Brooke Barton, Business solutions for the global poor: Creating social and economic value (John Wiley & Sons, 2007).

 2 Homi Kharas and Kristofer Hamel, “A global tipping point: Half the world is now middle class or wealthier,” Brookings, September 27, 2018.

 
 

 
 

 Some facts and statistics can help us understand the socioeconomic status of the B4B. Among the B4B, according to the World Bank, 3.4 billion people struggle to meet basic needs. For instance, 80% of the population in South Asia lived below US$5.50 per day in 2015.8 Four billion people lack social security protection,9 roughly the same number of individuals who belong to the B4B. Four billion people live in places that have no street names or numbers.10

 Most of the B4B population lives in rural areas. Rural population is 45% of the total world population, but the proportions are much higher in LMICs, for example, 84% in Niger, 87% in Papua New Guinea, 80% in Nepal, and 83% in Rwanda. The proportions are 67% in low-income countries and 19% in high-income countries.11

 Another approach is to look at ability to engage in market exchanges. In 2006, about 4 billion people were estimated to live on less than US$5 a day. The population that is at the “rock bottom” of the global economic pyramid is referred to as the “poverty market” (living on less than US$1 per day in 2006), which lacks access to sufficient food, clean drinking water, and shelter. The size of this market was about 1.2 billion people in 2006. A widely held assumption is that this population is not in a position to participate in a market economy as consumers or producers and relies highly on nongovernmental organizations (NGOs) and government relief programs.12

 The population just above the “poverty market”—earning between US$1 and US$5 in 2001—has been referred to as “submerged markets,” which Page 8 →consisted of about 2.8 billion people that year. They are consumers of wide range of products such as packaged goods, apparel, and appliances, and they participate in the market economy. This population, however, faces challenges related to institutions and markets, which reduce the efficiency with which they can engage in exchange. They lack bank accounts and access to formal credit.13 The B4B population also faces a number of resource constraints, such as lack of access to clean drinking water and healthcare. A large proportion of the population cannot afford life, health, or agriculture insurance.

 This population is also disproportionately affected by adverse social and economic conditions such as corruption and environmental degradation. For instance, the justice needs of about five billion people have not been met, and many live in extreme conditions of injustice. That is, justice is inaccessible for them to deal with everyday problems. They may be excluded from the opportunity that the law provides.14

 Looking at the regional dimension of poverty, both South Asia and Sub-Saharan Africa (SSA) have high concentrations of poor people. In 2015, half the world’s 736 million extremely poor people lived in just five countries in these two regions: India, Nigeria, Democratic Republic of Congo, Ethiopia, and Bangladesh (in descending order).15 Likewise, in Latin America, 25% of the population lived below the poverty line (US$4 per day) in 2014. Even with a stricter poverty line of US$2.50 per day, 14% of Latin America’s population lived below the poverty line in 2014.16

 Similarly, China’s per capita GDP in 2020 was US$10,500, which puts it in the category of upper-middle-income countries. Using the World Bank’s poverty line for upper-middle-income countries of US$5.50 a day, about 13% of China’s population, or 200 million people, fell below that line in 2021.17

 
 
 Page 9 →Key 4R Technologies for the Bottom 4 Billion

 Although some 4R technologies can be put to a wide variety of uses across the economy and can create many spillover effects, others have narrower applications in fewer fields. It has been argued that AI especially is rapidly becoming a general-purpose technology (GPT), defined as a technology with the potential to transform a wide range of household and business activities.18 GPTs such as AI also facilitate complementary innovations and bring transformations and changes in business processes.19

 Likewise, a survey of 200 applications of blockchain in different functions across various sectors showed that the technology has many characteristics of GPTs. Blockchain can thus be identified as a GPT even though it is still viewed as an emerging technology.20

 The 4R technologies are diffusing rapidly in LMICs and driving transformative socioeconomic change. For instance, SSA economies are expected to have 300 million IoT connections by 2025.21 The development of the IoT industry and market in low- and middle-income countries such as those in SSA is facilitated by several factors, including increasing affordability due to falling prices of IoT sensors and hard drives (Figure 1.1).

 Among the notable uses of the IoT in LMICs are remote monitoring of water supplies to detect leaks, to identify optimal flow and match supply and demand, to monitor environment and resources such as endangered animals in remote areas, to provide farmers access to irrigation and solar-powered pumping solutions, and to facilitate remote fortification of cereal grains in a cost-effective manner to address nutritional deficiencies in children.22

 Other 4R technologies are used by international public health, humanitarian, and relief organizations to increase the overall effectiveness of their Page 10 →programs. For instance, after the 2015 earthquake in Nepal, the UN’s World Food Program (WFP) relied on big data to find the locations where people needed food or cash assistance. It analyzed call records to estimate how many people left the capital city of Kathmandu after the earthquake, where they went, and when they returned to the capital.23

 
 [image: Declining trend of the costs of sensor and hard drive]

 
 Figure 1.1. Average cost of an IoT sensor (Microsoft, Manufacturing trends report: Microsoft Dynamics 365, 2019, https://info.microsoft.com/rs/157-GQE-382/images/EN-US-CNTNT-Report-2019-Manufacturing-Trends.pdf) and cost per 10 gigabytes of a hard drive (US$) (Andy Klein, “The cost of hard drives over time,” Backblaze, July 11, 2017, https://www.backblaze.com/blog/hard-drive-cost-per-gigabyte/).

 
 
Follow for extended description

 The 4R technologies can help NGOs and governments more effectively serve the poverty market. For instance, many NGOs in Africa have been fighting malaria, which disproportionately affects poor people. For instance, controlling for other relevant factors, 1995 income levels of countries with intensive malaria were 33% that of countries without malaria.24 Note that “intensive” malaria means a malaria index greater than 0.5. The index is Page 11 →calculated by multiplying the fraction of the population at risk of malaria by the fraction of cases caused by the Plasmodium falciparum species of the malaria parasite, which has been a leading cause of death in Africa. Technology startups are developing solutions based on 4R technologies that have focused on key issues such as fighting malaria (In Focus 1.1). This can be a game changer for preventing malaria deaths, a significant humanitarian concern. For instance, the WHO estimated that 409,000 people died due to malaria in 2019, and children aged under 5 years accounted for 67% (274,000) of the deaths worldwide.25 In 2020, malaria killed six times more people in Africa than COVID-19 did.

 
 
 In Focus 1.1: Sight Diagnostics’ spin-off ZzappMalaria uses AI to eliminate malaria

 

 Israel-based medical device company Sight Diagnostics combines machine vision and AI for blood diagnosis. As of mid-2021, Sight Diagnostics’ Parasight AI-based system, which provides lab-grade blood-testing solutions, was used in blood tests to rapidly diagnose malaria in 24 countries.26

 From Diagnosing to Fighting Malaria

 Sight Diagnostics’ spin-off ZzappMalaria aims to eliminate malaria using 4R technologies.27 Zzapp’s mission is to use innovative, cutting-edge technologies to eliminate malaria in an efficient and scalable manner.

 In 2021, Zzapp won the grand prize of US$3 million in the IBM Watson AI XPRIZE Challenge, a joint venture between nonprofit organization XPrize and IBM’s flagship AI platform IBM Watson. It is viewed as one of the toughest technology competitions to win.

 The system was first tested in Ghana in 2017. Zzapp collaborated with a local malaria-control company to assess its effectiveness and cost based on number of malaria cases reported in clinics in the Page 12 →area.28 As of mid-2021, the startup’s anti-malaria operations were being conducted in Ghana, Zanzibar, Kenya, and Ethiopia.29

 Zzapp uses AI to target the breeding sites of malaria-carrying mosquitoes. Its AI-powered, map-based app predicts where stagnant water is likely to form. Zzapp uses AI to analyze satellite imagery and data from various other sources, such as user reports, topography, climate, and local mosquito species. It then guides field workers to manage treatment using pesticides. Field workers use an app to mark water bodies and estimate the need to fumigate in order to free them of mosquitoes and larvae.30

 Zzapp builds a risk index based on these data and recommends an optimal strategy for every village and town. The recommendations include the areas that need to be scanned for water bodies and houses that need spray. Zzapp also tells when these operations should be conducted and in what order.31

 Zzapp was reported to be working with IBM Watson’s AI and Data Science Elite Team to develop a weather analysis module. Based on weather data, the module predicts the abundance of water bodies, which allows Zzapp to intervene in a timely manner and more accurately determine the resources required to implement them.32

 A Cost-Effective Solution

 Zzapp says its solutions are cost-effective and that operations can be conducted even with limited budgets and in places that face the most challenging environmental conditions. In most SSA economies,Page 13 → the high costs of installing ICT infrastructure act as a barrier to healthcare.

 Given the liberalization of the telecommunication sector, private companies and foreign investors provide information and communications technology (ICT) services. The providers of such services often charge high prices. Most governments have not subsidized ICT services to increase affordability for ordinary citizens.33 Zzapp’s app has low battery consumption, and it does not require continuous internet connectivity. The solution works well even on less advanced smartphones. In Ghana’s Obuasi, a project reduced the mosquito population by over 60% in as little as three and a half months for a city with a population of 200,000. According to Zzapp, using the app cost US$0.20 per person protected, compared to US$5 for a basic house-spraying plan. The company reported that it was working on a project to eliminate malaria from São Tomé and Príncipe within two years.

 Toward a Perfect Malaria-Fighting Solution

 To eliminate malaria, operations need to reach a high level of perfection. They should not miss any house or water body and must tailor the intervention strategy to the particular village or town. Key elements of the intervention strategy are broken down into tasks that include the spraying techniques and materials, the season, and the duration of spray.34 These tasks are assigned to field workers using the mobile app to guide them in the field and enable them to upload data to a designated dashboard. Its machine learning capabilities improve the system’s efficacy from each operation.35

 Zzapp Malaria’s cofounder Arnon Houri Yafin noted: “We see our system as the Waze [Google subsidiary that provides satellite navigation software] of malaria elimination. There’s an element that Page 14 →gives you directions so you don’t make mistakes—‘Turn right here; spray this house.’” The company’s user interface designer worked at Waze before.

 Challenge Faced

 Zzapp reported various challenges related to the availability and quality of data. First, there was the lack of enough data. Not many organizations were working on data collection for malaria elimination or using AI for that purpose. No annotated dataset existed, which meant that it was not possible to download the data and start. Second, there was the lack of high-resolution data. The dataset used by Zzapp had a three-meter resolution, less detailed than Google Maps imagery. Moreover, satellite imagery cannot detect some water bodies, such as water in a canal covered by a roof.36

 
 Solutions based on 4R technologies are being developed to fight climate-related natural disasters such as floods and droughts. The satellite-imagery platform Digital Earth Africa is aggregating data from remote-sensing technologies, which will be used by the nonprofit focusing on the sustainable use of water and land resources in developing countries International Water Management Institute to develop applications for analyzing water levels and supplies on the continent. The data have been collected over many decades. Open Data Cube, an open-source resource for earth observation data, will hold the information and make it publicly available. This will provide an accurate picture of water resources across Africa, which can be used to forecast shortages and water needs. The data can help policy makers assess and monitor water resource availability and use. They can find ways to optimally allocate water across different sectors, such as agriculture and health, and develop strategies to manage water-related climate risks. The data can help scientific research organizations such as the International Water Management Institute develop extreme scenario models. For instance, the institute can use the data to create flood and drought models to develop early-warning systems for districts, counties, and wider regions.37

 
 Page 15 →Ability to Engage in Productive Economic Activities and Market Exchange

 A widely held belief concerning the “poverty market” is that this population is not in a position to participate in the market economy as consumers or producers. However, many companies have found ways to sell to and profit from this market. While much has been written about “selling to the poor”38 and making profits at “the Bottom of the Pyramid,”39 much less has been written about helping the poor start and grow their own ventures, manage risk and vulnerability and sell their produce. Regarding the latter, a challenge this population faces, especially in accessing financial products, concerns informational opacity.40 Part of the problem is that most LMICs are characterized by the lack of information about or poor performance of credit-rating agencies in providing information about the creditworthiness of small and medium-sized enterprises (SMEs) and low-income population. A national credit bureau would collect and distribute reliable credit information and hence increase transparency and minimize banks’ lending risks. This situation puts SMEs in a disadvantaged position in the credit market. This is because SMEs tend to be more informationally opaque than large corporations because the former often lack certified audited financial statements; thus, it is difficult for banks to assess or monitor the financial conditions. Some solutions have been developed to overcome this adverse effect associated with this opacity and help people in the poverty market to engage in productive economic activities and market exchange (In Focus 1.2 and 1.3).

 
 
 In Focus 1.2: BanQu’s “Economic Passport” for the Poverty Market

 

 The U.S. software technology company BanQu has introduced what it calls an “economic passport” for the poverty market. The goal is to establish economic identities and proofs of record, which involves capturing and storing detailed records of economic transactions, for unbanked persons in extreme poverty zones or the poverty market. The solution utilizes the Ethereum network’s blockchain.41

 Page 16 →Among the first projects, BanQu created a secure identity for displaced people in Kenya’s Dadaab refugee camp. By 2018, it had connected 25,000 farmers, displaced people, and refugees to the platform across eight countries. BanQu users maintains ownership of their personal information and decide which information to share with whom.42

 BanQu defines economic identity as “the marriage of identity and commerce, resulting in a global, vetted, and manageable asset.”43 A blockchain-based verifiable digital identity can help marginalized groups establish ownership, business assets, and production values. Such an identity would thus help them engage in economic transactions and participate in the global economy.

 BanQu aggregates information from a number of sources, such as financial history, land records, trust networks documenting relationships with others, business registrations, vaccination records, and remittance income. Identity-related information sources include selfies, biometrics, and key physical attributes. Blockchain’s decentralized, secure ledger also provides “know your customer” (KYC) and other information to partners that can potentially offer products and services to these marginalized individuals.44

 Individuals and organizations that engage in transaction with unbanked persons—such as financial institutions and supply chain partners—can also join BanQu’s platform. In this way, unbanked individuals are connected with parties that might be banked or unbanked to build a “mini financial network.”45 This allows the creation of history of transactions on the platform and the formation of economic identity.

 Theoretically potential borrowers with blockchain-based economic ID can thus more easily receive loans by showing such informationPage 17 → to lenders.46 For instance, farmers can access their records using a mobile phone to present proof of identity. A potential borrower can also ask the bank to do so.

 A case study provided by one of the founders of BanQu is that of a poor Rwandan female farmer near the border of Tanzania. She lacks any identity but owns a piece of land. She can produce about 100 kilograms of corn from the land. She needs to feed a family of eight to ten. When she harvests her crops, she is often forced to sell them to a broker at a low price. If she can show that she owns the land that produces 100 kilograms of corn annually, she can sell her crops at higher prices to contract buyers that may also be willing to enter into long-term agreements with her.

 BanQu solution can also greatly reduce post-harvest deterioration, which affects tradability of some crops.47 For instance, if the Rwandan farmer is able to dry her corn to 13% moisture content, the corn’s price may increase by 100%. With her economic identity, which includes the land she owns, a production forecast, and a buyer, she can purchase a dryer, which also becomes a part of her economic history for future transactions. After her BanQu identity has gone through a few farming cycles, the lender charges her lower interest rates for future loans.

 
 
 
 In Focus 1.3: Afreximbank’s Initiative to Facilitate SMEs’ Market Access

 

 Intra-African trade was around 2% of the continent’s total trade between 2015 and 2017, compared to 67% in Europe.48 Moreover, up to 50% of intra-African trade is conducted on an informal basis.49

 Page 18 →African Continental Free Trade Agreement and Facilitation of Digitalization

 The 55-member African Continental Free Trade Agreement (AfCFTA), which officially went into force on May 30, 2019, is likely to play a key role in facilitating digitalization and promoting Africa’s economic development. AfCFTA has the potential to lift Africa’s 30 million people out of extreme poverty and boost the incomes of nearly 68 million others living on less than US$5.50 a day.50

 The goal of AfCFTA is to create a single African market for goods and services and to promote freer movement of capital and people.51 As of February 9, 2020, 28 of the 55 African Union member states had ratified and deposited the ratification of AfCFTA with the African Union (tvcnews.tv, 2020). Trading activities under AfCFTA started on January 1, 2021.

 Following the establishment of AfCFTA, SSA’s financial institutions are developing solutions to facilitate trade between countries with diverse financial systems. They are developing new technologies, such as AI systems, advanced analytics and digital trade finance platforms.52

 African Export-Import Bank’s Roles

 African Export-Import Bank (Afreximbank) is a pan-African multilateral trade finance institution created by the African Development Bank. Afreximbank is creating tools to eliminate bottlenecks and facilitate the full realization of AfCFTA’s potential. The bank aims to use AI and other technologies to break trade barriers in Africa caused by fragmentation.53 For instance, it has developed a Trade Page 19 →Information Portal (TIP), which will utilize AI to predict regional supply chains.54

 Afreximbank’s African Trade Gateway uses multiple interrelated digital platforms to eliminate some of the main challenges to intra-African trade. These are related to the complexities of payments transfers within Africa, low access to trade and investment information, and costs associated with conducting KYC checks on African entities. Afreximbank invested over US$1.7 billion in supporting the development of regional value chains to accelerate the process of industrialization and lift the supply-side constraints that have acted as a barrier to the growth of African trade.55

 Afreximbank is effectively utilizing technology-led innovations to address the continent’s structural issues. Afreximbank’s director of information technology Olaleye Babatunde noted that the “ABCD of Tech—Artificial Intelligence; Blockchain; Cloud; and Big Data” has been the driving principles at Afreximbank. For instance, more than 90% the company’s system solutions run from secure cloud platforms. The bank migrated to the cloud in the early 2010s.56

 Afreximbank found that around 38% of local banks in Africa reported rising rejection rates for trade finance instruments such as letters of credit in the first four months of 2020. More correspondent banking relationships were canceled.57 To address this challenge, Afreximbank’s goal was to hold over 500,000 datasets in its trade finance platform by 2020, which would make it the largest repository of customer due diligence information on African entities.58

 Two flagship projects of Afreximbank are Pan African Payment and Settlement System (PAPSS) and MANSA.

 Page 20 →PAPSS

 PAPSS will help reduce the turnaround time for settlement of payment for intra-African trade. It is also expected to reduce cost, duration, and time variability of cross-border payments. It can decrease liquidity requirements of commercial banks and central banks. It will strengthen central banks’ oversight of cross-border payment systems.59

 The pilot phase of PAPSS was launched in Nigeria, Gambia, Ghana, Guinea, Liberia, and Sierra Leone. Following the pilot, the PAPSS was commercially launched on January 13, 2022.60

 In July 2020, Afreximbank advertised for several positions for PAPSS, whose responsibilities included developing a data services and research framework combining artificial intelligence and natural language processing (NLP), advanced data modeling, predictive modeling, and other data analytics techniques to draw insights, discover hidden opportunities, and develop ideas and concepts to guide strategic decisions

 MANSA

 In many countries, enforcing contracts may involve collecting and disseminating information on noncompliant farmers and buyers, which increases incentives for farmers and firms to comply and help each party avoid high-risk partners. Benin has a clearinghouse for information on farmers who produce cotton and receive inputs on credit. This information can be used to punish farmers who violate the terms of their contract, and buyers knowingly purchase cotton Page 21 →from growers who have contracts with other companies.61 Many other countries lack such information.

 Afreximbank’s data repository platform MANSA aims to address such challenges and lower the perceived risk of African entities. Mansa launched in 2018 and had onboarded about 200 African financial institutions by August 2020.62 MANSA is expected to reduce the costs of compliance in African trade and facilitate the participation of the continent’s 450 million SMEs in international trade.63

 MANSA’s centralized digital platform provide a single source of primary data required to store and perform customer due diligence checks on counterparties in Africa and provide investment information.64 African corporates, including SMEs and financial institutions, voluntarily contribute information.65 It can reduce the costs of compliance and increase the availability of trade finance.

 MANSA connects key value-chain players in intra-African trade—such as farmers, processors, financiers, logistic providers, manufacturers, policy makers, traders, and regulators. Each player accesses the platform as a contributor, subscriber, or both. This is expected to result in standardization of information and improvement of corporate governance standards in Africa, particularly among SMEs and family businesses. Informal businesses are expected to formalize.66

 
 Page 22 →Regarding the ability of the B4B population (e.g., the poverty market and the submerged market earning between US$1 and US$5 in 2001) to engage in market exchange, four major variables have been proposed that influence the costs of exchange and hence the rate of growth of economies.67 The first is the cost of measuring. A key component of transaction costs involves measuring the dimensions and attributes of the goods and services being exchanged or the performance of agents.68 4R technologies such as IoT, machine vision, and AI can provide new methods for accurate measurements to describe precisely what the parties engaged in a transaction are exchanging and which performance characteristics can be expected.

 The second variable is the exchange process, which results from the nature and size of the market. It is argued that reputations based on previous experience and the history of behavior form the basis of economic exchanges in industrial societies. However, such exchanges are based on social networks in preindustrial societies.69 4R technologies can provide an opportunity to extend reach to markets beyond their social network. For instance, costly specification and enforcement are not needed in markets in preindustrial societies that are characterized by informal personal exchange, kinship ties, and friendship. Repeat dealings and personal knowledge of participants in the relationship constrain behaviors. In impersonal exchanges, there is the absence of factors that constrain the parties to gain from taking advantage of each other. All this increases the importance of precisely specified contracts and safeguards to enforce compliance.

 The third variable is enforcement. In a society characterized by perfect enforcement, a neutral third party impartially evaluates disputes and awards compensation to the party affected by a contract violation. In such a situation, opportunism, shirking, and cheating are not attractive options for transacting parties. However, the real world is far from ideal. The high costs of measurement often make it difficult to determine whether a contract has been violated and, if so, who violated it. In countries with strong rule of law, well-developed court systems, and the state’s coercive power to enforce judgements, complex contracting is an important mode of formal governance.

 Page 23 →The final variable is ideology, which is related to one’s convictions and beliefs about the justice of the rules and the society’s contractual arrangements.70 Specialization and division of labor have produced different perceptions of reality across communities, resulting in divergent and conflicting views on the fairness and justice of institutional arrangements.71 Justice and fairness are key motivational forces in exchange relationships.72 A challenge is that the ideology of profit maximization has been the main goal for many managers.73 This means that the private sector has been doing very little to genuinely help marginalized groups (In Focus 1.4). Worse still, many companies have engaged in unjust and unfair activities that hurt the poor. Overall, however, 4R technologies have potential to expose injustice and unfair dealings. It is thus possible for marginalized groups such as farmers to get fair price of their produce.

 
 
 In Focus 1.4: Alibaba’s 4R Solutions for Small Business

 

 China’s online commerce company Alibaba has attracted vendors to its e-commerce websites Taobao Marketplace and Tmall by offering advertising and other services based in big data and AI. Theoretically, Taobao is a fee-free marketplace, which means that neither sellers nor buyers pay fees for completed transactions. In contrast, vendors that want to sell on Tmall, the platform for Chinese consumers to buy international brands, are required to pay annual technical support fees and security deposits. In 2012, depending on the size of the business-to-consumer stores, the fees amounted 60,000 RMB and 150,000 RMB respectively.74

 Big-data solutions provide deep insights into shoppers’ preferences.75 Sellers that want to rank higher on Taobao’s search engine are required to pay a fee for better placement of their products and advertising.76 The active sellers on Taobao, which numbered about 7 million in 2016, paid Page 24 →to rank higher on the site’s internal search engine, which generated huge advertising revenue for Alibaba.77

 AI services are also being given to merchants. For instance, Alibaba launched the customer-service chatbot Alime Shop Assistant in March 2017 to support merchants on its Taobao and Tmall platforms, which was offered free to merchants using its platforms. As of August 2018, about 600,000 merchants were using the chatbot.78 While independent surveys conducted to assess the effectiveness of Alibaba chatbots have been found, the company claimed that online retailers can cut half of their call-center costs by using Alime Shop Assistant.79

 Ling Shou Tong for Small Physical Stores

 Alibaba also developed a big-data-based retail-management platform known as Ling Shou Tong for small physical stores in China. The solution aims to help store owners in making decisions on product procurement and sales. In 2017, Alibaba started providing the platform to Chinese retail shops. The shops get the platform for “free,” but they are required to use their storefronts as Alibaba’s fulfillment and delivery centers. They also need to provide data on their customers’ shopping habits and patterns.80

 Unclear Cost-Benefit Trade-Offs

 Having access to big data and AI solutions is no guarantee that small businesses will improve their improve efficiency and profitability. For instance, it was reported that, due primarily to Alibaba’s high advertising rates, most vendors on Taobao were making losses.81 According to an article published in the Chinese-language newspaper Enterprise Observer in August 2013, over 80% of sellers Page 25 →on Taobao did not make a profit. It was also reported that thousands of shops on Taobao close down every day.82 Ling Shou Tong’s own survey found that only one in five small shops deploying the technology reported a positive revenue growth.83

 In many cases the benefits to small businesses of so-called free solutions provided by technology giants are not clear. Indeed, free solutions may hurt some firms rather than help them. The providers of such solutions tend to use them to promote their own interests rather than those of small businesses. For instance, while the use of Ling Shou Tong may make it easier to run stores, many small stores worry about unfair competition from Alibaba’s online marketplace, which has a huge selection of products to choose from. This means that these small stores’ customers may decide to take advantage of the convenience of online shopping on Alibaba’s online marketplace and pick up the products from these stores.84 Furthermore, Alibaba is in a position to make a better utilization of data on these stores’ customers that they are required to provide.

 A key benefit for Alibaba is also that merchants could be locked in its platform. In general, due to fierce competition in the Chinese e-commerce market, the country’s e-commerce platform owners, such as Alibaba and JD.com, attempt to lock in the merchants by offering deals, which include technology tools.85

 
 
 
 
 Different Value Propositions of 4R Technologies

 4R technologies have different value propositions for the B4B than for middle-income and rich consumers. In this section, I illustrate this by considering two GPTs: AI and blockchain.

 
 Page 26 →Artificial Intelligence

 In many LMICs, credit bureaus do not track large proportions of the populations. Consequently, a large proportion of consumers are excluded from many financial products and face obstacles to getting loans. Mainstream banks lack incentives to assess creditworthiness of low-income customers. One of the main focus areas of AI has been on expanding inclusion. For instance, AI is being used to find new ways of credit scoring.

 In richer economies, however, the focus of the financial service industry has been on providing a high-quality customer experience using solutions such as chatbot, robo-advisory platforms, and customer service robot. For instance, the UAE’s National Bank of Dubai (NBD) has developed AI-based personal banking assistant Eva. The NBD’s lifestyle banking arm Liv also offers a conversational chatbot as well as a customer service robot “Pepper.” AI-based robo-advisory platforms are also being used by financial services players such as the Dubai-based startup Sarwa in wealth management. They offer advanced investment services at low cost by using AI to allocate and manage funds.86

 
 
 Blockchain

 An analysis of Blockdata, the Netherlands-based market intelligence platform for blockchain and distributed ledger technology, found that the leading blockchain use case for Blockchain 50 companies—the world’s biggest brands with over US$1 billion in annual revenue that are using blockchain87—was traceability and provenance.88 Blockdata’s analysis indicted that fifteen companies used blockchain solutions in traceability and provenance.89 While other technologies make it possible to trace and track products, blockchain will lead to confidence and trust in wide range of Page 27 →products such as fresh produce, raw materials, and diamonds. When goods change hands, relevant records can be added. Reports related to inspections and deliveries can be uploaded, and payments can be released automatically when conditions are fulfilled. PwC has identified provenance as the leading use of blockchain and estimated that by helping organizations verify the sources of their goods and track their movement and enhancing supply chain transparency, the technology has the potential to increase the global GDP by US$962 billion by 2030.90

 For the B4B, one of the biggest value propositions of blockchain is the ability to make payments and settlement more efficient. There is especially a great need to make cross-border payments and settlement more efficient. For instance, many families living in refugee camps in Africa rely on remittances from friends and relatives overseas to survive.91

 Crypto remittances are being used to address challenges related to high costs and inefficiency in the international remittances market. In August 2021, the bitcoin exchange LocalBitcoins announced that there would be no deposit fees and transaction fees between wallets in the platform. The platform does not deal with fiat currency itself. Users can use the platform to transact with one another.92 For instance, to send money from Venezuela to a family member in Colombia, the sender buys bitcoin with Venezuelan bolivares using a bank transfer on LocalBitcoins. The sender then can search sell offers of bitcoin in Colombia and choose the offer with the best exchange rate. After the seller of bitcoin in Colombia transfers Colombian pesos to the family member’s bank account, the sender transfers the bitcoin. A user reported that the whole process takes less than an hour. The platform charges a 1% fee to the user who offered to sell bitcoins.93 Other platforms, such as Binance P2P and LocalCryptos, offer similar services.94

 New regulations related to cryptocurrency assets are being put in place in some countries, which can reduce remittance costs. One example is the Page 28 →UAE. In 2020, migrant workers in the Gulf region sent US$43 billion in remittances to their home countries.95 The high cost of remittance transfer fees has been a concern. In the third quarter of 2020, the global average cost of sending US$200 was 6.75% of the amount.96

 In 2020, the UAE’s Securities and Commodities Authority specified conditions for offering crypto assets in the Emirates. Any entity providing such services must be formally licensed and comply with a number of laws on anti–money laundering, cybersecurity, and data protection. As of August 2021, six companies had satisfied the requirements of the regulations to create crypto exchanges. Two had reached the first stages of going live. One is the crypto asset-trading platform MidChains, which will be open to anyone. To use the services of crypto assets providers in the UAE, clients are required to provide a number of documents, such as proof of residence, income, and secure assets. Such requirements may prevent migrant workers from using the services. In the future, remittances are expected to be a regular feature of the UAE’s cryptocurrency services.97

 
 
 Internet of Things

 We can see some sophisticated deployments of the IoT in industrialized countries. For instance, the Edge in Amsterdam was named by Bloomberg as the smartest buildings in the world.98 It has about 28,000 sensors. The accounting and consulting company Deloitte, the building’s main tenant, uses data from the sensors and other sources to adapt and lower energy use. For instance, sections of the building not in use are shut down to conserve energy. The building also knows which areas need cleaning.

 The building recognizes employees’ cars when they arrive and directs them to a parking spot. At the Edge, no one has a permanent desk. A smartphone app finds a desk for employees when they arrive. A variety of desk options or room types, such as sitting desk, standing desks, meeting room, Page 29 →and balcony seat are assigned depending on an employee’s schedule. The app knows the employee’s preferences for environmental conditions such as light and temperature.99 With the smartphone app, workers can locate colleagues or schedule their workout in the gym.100

 In some LMICs, relatively simple IoT solutions have helped address common challenges, such as the lack of grid infrastructure. To take an example, Kenya-based pay-as-you-go energy company M-KOPA (kopa is Swahili for “borrow”) Solar uses IoT-based solutions to offer solar home systems on credit to poor households. The household can make small daily payments using mobile money, which allows storing and managing money in an account linked to a mobile phone.101

 In 2016, M-KOPA’s solar package cost US$200, including US$25 in interest, which could be purchased with a down payment of about US$30. Users were required to pay a daily instalment of US$0.45 for one year and then own an 8-watt solar panel, two LED lights, a USB phone charger and a portable solar-powered radio. M-KOPA solar panels can be used to power services such as lighting, cell phone charging, and radios. Most off-grid people in SSA are reported to spend US$0.50 daily on kerosene. GSM sensors placed inside the solar systems can monitor and regulate usage based on payments.102 Each solar panel has a SIM card powered by Safaricom. The households can use the mobile payment system M-PESA to pay bills. Sensors have enabled this pay-as-you-go model to serve remote communities. When a customer makes a payment on a mobile phone using the M-PESA system, the SIM card sends a signal to activate the battery. The battery is powered by the panels.103 M-KOPA also utilizes Microsoft Azure’s data and analytic platform tools Cortana Intelligence Suite to predict customer repayment behavior.104

 
 
 
 Page 30 →Chapter Summary and Conclusion

 In light of various resource constraints and challenges, 4R technologies can deliver a higher value proposition to the B4B population than they can for rich consumers. These technologies have already brough socioeconomic changes to the B4B population, and the potential for more change is even greater. This chapter has explicated a number of mechanisms by which 4R technologies can help the B4B population to become significant producers and consumers of goods and services in the global economy. These technologies can help increase access to resources to engage in productive activities. They provide alternative ways of measuring the dimensions and attributes of the goods and services being exchanged or the performance of agents, which can benefit the B4B. For smallholder farmers, the current reliance on intermediaries to measure the quality of their produce can be reduced. These technologies can thus provide new possibilities to participate in the market economy, which can help billions of poor people move out of poverty and surface from their current “submerged” state into the market.

 4R technologies can also help create more effective welfare development policies to target the poor or those belonging to the poverty market. A significant proportion of those eligible for receiving welfare benefits fail to receive such benefits. The main reasons include lack of information (e.g., potential beneficiaries do not know that they are eligible),105 administrative hassles, accessibility problems (e.g., inadequate transportation or childcare, limited staffing hours in welfare offices, problems filling out the forms).106 With these technologies, relief programs can be better designed to achieve their immediate objectives. For example, the beneficiaries of Ethiopia’s Productive Safety Net Program, a regular cash transfer program for poor households, increased from 6.5 million to 9.6 million beneficiaries within two months after the drought there in 2011. Data from satellite-based technology helped quickly evaluate the drought situation and effects on the communities.107

 There currently is a big gap between the potential of the 4R technologiesPage 31 → to improve the lives of the B4B and the reality of applications of these technologies on the ground. The 4R technologies’ transformative potential can be enhanced through outside interventions to create high-quality, relevant data and make it available to relevant actors. Policy measures need to be adopted to facilitate the use of new tools to increase the productivity and reach new markets.

 A point that needs to be elucidated is that the B4B populations have significantly different usage patterns of 4R technologies compared to more developed economies. Nonetheless, the B4B population cannot be treated as a single market. The populations that are above “rock bottom” on the global economic pyramid have generally been viewed as markets for big companies’ products. With some effort, these populations can make use of 4R technologies to find markets for their products.

 Finally, the private sector needs a clear pathway to profit in order to be convinced to serve the B4B.108 The 4R may provide such pathways.

 
 
 This Book’s Organization

 Following this introductory chapter, this book has three additional parts and eleven chapters. The four chapters in part 2 give an overview of the major fourth revolution technologies. Chapters 2 and 3 will cover two major 4R technologies—AI and blockchain—that are viewed as GPTs. These two chapters will explain how these technologies work and discuss their impacts and some notable applications to overcome challenges facing the B4B.

 Chapter 4 highlights the roles of remote sensing and satellite imagery tools in addressing economic, healthcare, environmental, and other concerns facing the B4B. It provides a perspective on the amplified benefits of remote sensing and satellite imagery tools by combining them with other technologies. A special emphasis of this chapter is also on the usefulness of these tools in dealing with disasters such as COVID-19 pandemic.

 Chapter 5 provides a perspective on how the falling costs of IoT sensors and hard drives to store data is driving the internet of things in low- and middle-income countries and how the technology has helped overcome barriers related to deficient infrastructures and markets and increase the welfare of vulnerable groups. This chapter also delves into the entrepreneurial activities of IoT firms to develop new markets that serve the unmet needs of B4B populations.

 Page 32 →The three chapters in part 3 analyze the effects of the 4R on economic and social developments by looking at three key sectors and issues. Chapter 6 provides glimpse into the use of the 4R technologies to improve healthcare outcomes and deal with pandemic preparedness, especially in the context of the COVID-19 pandemic. This chapter gives special consideration to the roles of 4R technologies in achieving key goals of a healthcare system—to keep people healthy, to treat sick people, and to provide affordable, efficient, and cost-effective healthcare services.

 Chapter 7 focuses on roles of the 4R technologies in the agricultural sector. A key emphasis of the book is on the roles of 4R technologies in enhancing the welfare of smallholder farmers, who comprise the majority of poor people in LMICs. Key topics covered include smallholder farmers’ participation in agricultural markets, access to agricultural finance, and threshold costs in economic exchange. This chapter also touches on 4R technologies’ roles in promoting sustainability issues in the agricultural value chain.

 Chapter 8 highlights how these technologies are transforming finance, banking, and insurance activities in LMICs. It explains 4R technologies’ roles in addressing information asymmetry problems and reducing transaction costs in the financial system, which can potentially increase poor people’s access to finance. This chapter argues that LMICs can gain more than rich countries from decentralized networks. It also offers an analysis of 4R technologies’ roles in financing and delivering welfare programs.

 Part 4’s final four chapters discuss opportunities, challenges, and implications, and suggest the way forward. In chapter 9, I highlight the opportunities, barriers, and enablers of the 4R from the perspective of the B4B. Key enablers facilitating digital transformation of LMICs discussed in this chapter include freely available data, local capacity-building initiatives, efforts to develop skills and exchange knowledge, and rapidly falling costs of 4R technologies. Major opportunities created by 4R technologies discussed in the chapter include south-south cooperation (SSC) and marginalized groups’ participation in economic activities. The chapter also takes a look at 4R technologies’ potential malicious uses by corporations and governments, and various other challenges that need to be addressed in order for the benefits of these technologies to be realized for the B4B.

 Chapter 10 discusses economic developmental implications of the 4R. Several theories of economic development and concepts such as poverty trap, middle-income trap, leapfrogging theory, and the flying geese paradigm (FGP) are discussed in relation to the 4R in the context of the B4B. Potential roles of the 4R to pull poor people out of poverty are analyzed, as are conditions that can facilitate leapfrogging in the 4R era.

 Page 33 →Chapter 11 delves into social, policy, legal, and ethical implications. It gives an overview of regulations in several key realms to benefit from the 4R. It emphasizes the importance of data protection in LMICs. It presents examples of questionable ethical practices that negatively affect low-income people. It discusses digital colonialism in the context of the 4R. Discussion, conclusion, and recommendations are provided in chapter 12.

 
 
 
 
 
 Page 34 →Page 35 →Part 2
 Major 4R Technologies

 
 
 
 
 
 Page 36 →Page 37 →Chapter 2
 Artificial Intelligence

 
 Artificial intelligence is a major fundamental 4R technology and among the most transformative and powerful technological innovations.109 Economists view AI as among the four most important GPTs,110 the other three being the steam engine, electric power, and information technology. GPTs possess the potential to transform household and business activities.111 GPTs such as AI also facilitate complementary innovations and bring about transformations and changes in business processes.112

 AI has already started having a powerful impact on LMICs. For instance, AI’s business value in Africa is expected to surpass US$45 billion by 2025.113 AI applications, though in a nascent stage of development, are already having considerable economic, health, and social outcomes for the B4B.114 The first of AI’s direct benefits to LMICs stems from the democratization and decentralization of medical knowledge and excellence. Medical AI is already achieving things that even the world’s best medical professionals are not Page 38 →capable of doing. AI is especially likely to have a powerful impact on the fields of ophthalmology and radiology. Several AI apps use images of human eyes that practitioners, technicians, and even patients can use to diagnose possible diseases without the expertise of ophthalmologists (In Focus 2.1). This is especially important in LMICs that have severe shortage of health specialists.115

 
 
 In Focus 2.1: Aravind Eye Hospital’s AI-Based Solutions to Help the Visually Impaired

 

 Aravind Eye Hospital, based in Madurai, India, uses AI to diagnose blindness-causing diabetic retinopathy, among the leading causes of blindness worldwide. According to the World Health Organization (WHO), about 70 million Indians suffer from diabetes, which carries elevated risk of blindness. But the country has a severe shortage of eye doctors. There are only 11 eye doctors for every million people in India. Aravind Eye Hospital uses neural networks as a new screening method; this involves the use of complex mathematical systems to learn tasks by analyzing large amounts of data. Neural networks have been used to improve tasks such as face recognition services, digital assistants, self-driving cars, and instant translation services (e.g., Google Translate). For instance, by analyzing millions of retinal scans that show signs of diabetic blindness, a neural network learns to identify the blindness conditions.116

 In a pilot project sponsored by Google, nurses in Aravind Eye Hospital’s 70 satellite clinics in India, known as rural teleconsultation centers, captured images of patients’ retinas. They upload the photos to the cloud, where Google’s machine learning (ML) algorithm works in combination with the specialists to detect and diagnose the disease.117 The algorithm can diagnose the problem in a few seconds.

 Page 39 →Starting 2014, Google and Aravind trained an algorithm to recognize the signs of diabetic retinopathy, which include distinctive spots and bleeding in the retina. The ML algorithm can detect problems that eye doctors could not.118 As of 2018, about 2,000 patients had benefited from the service.

 In 2021, Aravind Eye Hospital introduced AI-based smart vision spectacles (SVS), to help people with visual impairments move around with more confidence. Bengaluru-based software company Smart Global Technology manufactured the spectacles by teaming up with the Boston-based nonprofit Vision Aid. Each SVS pair costs ₹22,000 (US$292). Wearers can listen to texts in English and 73 Indian regional languages. The SVS is fitted with two devices that look like USB pen drive—one has a camera that can capture images within two meters and warns of obstacles, then stores images and details of people known to the wearer. If a known person is in the line of sight, it can identify the person’s name and other details of the person.119

 
 AI tools are also useful for locating people who live in poverty, as accurate and up-to-date poverty datasets do not exist. These tools’ usefulness for this purpose was especially apparent during the COVID-19 pandemic. For instance, Meta platform’s Data for Good developed microestimates of wealth and poverty for LMICs based on nontraditional data such as satellite imagery, topographic maps, and Facebook and Instagram user data. Although the Data for Good project began in 2017, COVID-19 brought a new urgency and importance to it, accelerating the project.120 To predict where poor populations live, ML algorithms were trained using demographic and health survey data from 56 countries. The resulting dataset—the Relative Wealth Index—is published as a publicly available dataset that covers 135 LMICs.121 Page 40 →The detailed, fine-grained maps generated by the program are being used by the governments of Nigeria and Togo. In Nigeria, poverty levels for 100% of the country’s wards are known. In Togo, the data is reported at the canton level.122

 An important use of the dataset is likely the timely and equitable administration of COVID-19 vaccines, which are currently in short supply in LMICs. As of mid-April 2022, only 16% of the population in low-income countries had received at least one dose of a COVID-19 vaccine, compared to 80% in high- and upper-middle-income countries.123 The Relative Wealth Index is expected to help show where people live, especially the poorest among the world’s poor.124

 Unsurprisingly, many LMICs have made a serious commitment to developing AI capabilities. They are accelerating the process of establishing new policies, regulations, and practices for using AI. Moreover, LMICs such as China, India, Kenya, Mexico, and Russia have released AI strategy documents.125 Others have developed broader visions to transform their economies using 4R technologies.126

 There is, however, wide variation among LMICs in developing their AI industry. China is a clear global leader. Most other countries perform poorly in producing or having the main ingredients needed for building high-quality AI applications, such as big data, computing power, and workforce. Nonetheless, the AI ecosystem is gradually emerging in these countries.

 Organizational impacts of AI are far from clear at this point. Thus, there are some well-founded rationales for the adoption of AI as well as a number of misinformed and ill-guided viewpoints. AI has not yet reached the level of handling complex tasks.127 AI may create a false sense of hope among the Page 41 →leadership of many companies. AI vendors tend to present the technology as a means to replace humans. This situation is especially problematic and paradoxical for the B4B, as a large proportion of this population lacks formal jobs and is un- or underemployed.

 In this chapter, I provided a perspective on the applications, and impacts of AI on the B4B. I also provide an overview of key enablers as well as major opportunities and barriers in the development and implementation of AI for the B4B.

 
 How Artificial Intelligence Works

 AI involves machines simulating human intelligence by machines. The key processes involved in AI are learning (acquiring information and understanding the rules for using the acquired information), reasoning (applying the rules to reach conclusions), and self-correcting. Machine learning—or ML—is a type of AI that helps increase accuracy of software applications in predicting outcomes without explicit programming. The basic idea of ML is simple: algorithms receive input data and, using statistical analysis, predict output values within acceptable ranges. ML processes are similar to those involved in data mining and predictive modeling, which also look for patterns in data to adjust program actions (Figure 2.1 and In Focus 2.2).

 
 
 In Focus 2.2: TechnoServe Uses Machine Learning to Identify Cashew Trees in Benin

 

 The U.S. nonprofit TechnoServe uses remote sensing, drone mapping, machine learning, and satellite data to boost cashew-nut production in Benin. Cashews account for 8% of the country’s export earnings. TechnoServe helps farmers increase both the quantity and the quality of yields and providing supports to plant trees in the best possible way. The organization has plans to replicate the project in other West African countries and in Mozambique.128

 The challenge for Benin has been low per-hectare yield of cashew nuts. The government’s goal is to increase production from 120,000MT to 300,000MT. Drones map wide cashew-producing areas and identify cashew production areas that have not adopted climate-smart agricultural practices. Cropland, forest, and other Page 42 →landscape elements in such areas perform poorly in addressing the challenges of food security and climate change. This allows policymakers and service providers to adjust services to efficiently direct resources in the areas that are in urgent needs.129

 Remote sensing—the process of acquiring information from a distance—often involves drones, airplanes, and satellites, all of which provide important aerial imagery. While drones provide high-resolution imagery, they cover a small area. Satellites, however, cover a large area, but their effectiveness is hampered by cloud cover and other issues. To get a complete picture, information from several sources is used, including ground data collected by survey teams.

 The large amount of agricultural information in the imagery is analyzed using machine learning, which teaches a computer to make intelligent assessments about the imagery. For instance, cashew trees are often planted with other types of trees and crops. In overhead images of farmland, it takes a lot of time to identify cashew trees to analyze how they are maintained. TechnoServe teamed up with the University of Minnesota to develop a machine-learning algorithm to analyze satellite images to identify cashew trees. To train the algorithm, a set of high-resolution 50 cm/pixel data from Airbus Pleiades satellites for a 1,000-square-kilometer area was used. Images from part of the area were used to train the algorithm on what cashew farms look like and how they differ from forest, bare land, or urban areas (Figure 2.1). Images from another part were used to validate the algorithm’s accuracy. Some examples of relevant variables for training and validating the ML models include tree diameter and height, trunk length and shape, leaf shape and texture, and flower shape, size, and color. Real-world data from outside the dataset (e.g., from elsewhere in Benin or another country) is used to test the model in order to ensure that the model works with a satisfactory level of accuracy.

 As of October 2020, the algorithm used satellite imagery to identify cashew plantations with over 85% accuracy. Over time, the algorithms are expected to become even more accurate. Program staff and policymakers can then determine which farms need more support or where deforestation is taking place.130

 Page 43 →As of 2021, through the BeninCajù program, TechnoServe had trained over 71,000 farmers in Benin in best agricultural practices, such as intercropping and agroforestry management.131 Over 145,000 hectares of cashew orchards were under sustainable forestry practices. Cashew production also provides an opportunity for climate mitigation through tree planting.132

 
 In a type of ML known as supervised machine learning, computers are “trained” or “taught” about what to look for. The training is based on reference or training data, which may consist of examples on the ground. Data from existing classifications or from other places can also be used. The ML algorithms then automatically detect and classify different objects and generate insights, analytics and visualizations.133

 Neural network models developed in the 1940s by McCullough and Pitts,134 which are modeled on the human brain, are the foundation that has given rise to machine learning.135 Neural networks use complex mathematical systems and learn tasks by analyzing large amounts of data. Neural networks have been used to improve tasks such as face recognition, digital assistance, self-driving cars, and instant translation (e.g., Google Translate). For instance, by analyzing large amounts of data involving manufacturing activities, a neural network learns to identify such activities. Put simply, a neural network is an extension of linear regression. The goal in a neural network model is to capture complex nonlinear relationships that exist between Page 44 →input variables (e.g., satellite image) and an outcome variable (e.g., correct identification of a road). In neural network models, the associations between input variables and the outcome are represented through a large number of combinations of hidden layers. The associations are analyzed according to prespecified functions. A main goal is to estimate the weights of various associations in the input and outcome data so that the error between the outcome and the prediction is minimized.136

 
 [image: A diagram explaining how machine learning works]

 
 Figure 2.1. How machine learning works

 
 
Follow for extended description

 A type of ML known as deep learning uses algorithms, which teach computers to learn by example and perform tasks based on classifying structured and unstructured data such as images, sound, and text. A simple way to view deep learning is to consider it as a neural network model involving many layers. The exponential growth of computing power enables deep learning models to build up neural networks with a large number of layers, which was not possible in classic neural networks. As a result, deep learning can analyze complex nonlinear patterns in high-dimensional data that involves a large number of traits. Traditional ML algorithms, however, work when the number of traits is small.137

 Deep learning for visual tasks is advancing at a breathtaking pace. In 2017, an article in Nature described a system that had the same performance Page 45 →rate as dermatologists in classifying cancer.138 Similar systems are being developed to assess other diseases, such as diabetic retinopathy, stroke, bone fracture, and Alzheimer’s disease. Such a program can be installed on smartphones to provide a low-cost universal access to diagnose diseases.

 
 
 Some Notable AI Applications for the B4B

 AI applications are becoming ubiquitous and used to improve economic, social and environmental performance in LMICs. Table 2.1 provides illustrative examples of how AI is being used in diverse economic sectors that can benefit the B4B.

 
 Farming and Agriculture

 AI has gained popularity in the farming and agricultural sectors. Especially large-scale agriculture firms use AI to improve the speed and accuracy of planting and crop management. Brazil’s sugar and ethanol producer Raízen teamed up with the startup Space Time Analytics to develop an AI-based solution to forecast the size of the sugarcane harvest one year in advance.139

 AI-based apps are diffusing rapidly among smaller firms to benefit the B4B. The Brazilian startup Solinftec’s AI assistant Alice integrates and processes data from machines, people, climate stations, and other sources.140 To use Alice, farmers embed smart black boxes in their machinery and deploy IoT devices in fields. Alice calculates farmers’ needs and provides real-time recommendations.141

 The initial Alice solution was developed for the sugarcane industry but now has offerings for other crops. As of August 2019, Solinftec was being used on more than 6.5 million hectares, monitoring 20,000 pieces of equipment and managing 100,000 active daily users.142 Solinftec opened North Page 46 →American offices in West Lafayette, Indiana,143 and is expanding to other South American countries as well as in Russia and Ukraine.144

 Simpler and more user-friendly AI tools are available to help predict near-term crop productivity for smallholder farmers. For instance, PlantVillage is a free smartphone app in use in Kenya and other African countries to diagnose crop diseases such as cassava and potato. The app provides a highly accurate diagnosis from talking with an AI assistant Nuru (which means “light” in Swahili).145 In a test of ML models in the typically high light and temperature of an African farm, the app was found to perform twice as better than human experts in making accurate diagnoses. The UN Water Productivity through Open Access of Remotely Sensed Derived Data portal is the main data source for the PlantVillage Nuru.146 The portal’s database uses the National Aeronautics and Space Administration’s (NASA) satellite-derived data and computes relevant metrics for crop productivity. Other databases incorporated in PlantVillage Nuru include weather forecast data, a soil dataset for Africa, and the UN Crop Calendar, a series of algorithms on adaptive measures for particular conditions.147 By integrating diverse data, the AI assistant can provide information about crops’ drought tolerance and suitability of crops in different areas.148

 The app uses TensorFlow, Google’s open-sourced AI.149 The app’s early application has been to help farmers in Africa identify fall armyworm infections.150 Not much technical knowledge or literacy is needed to use the app: farmers Page 47 →imply point a phone at the diseased crop. PlantVillage has been adopted by the UN’s Food and Agriculture Organization (FAO) and is now used to monitor the spread of the voracious armyworm in about 70 countries. The Nuru uses ML and AI to tell a farmer whether a worm is damaging crops and provides information to eradicate the pest. Nuru runs on standard Android phones.151

 When farmers’ devices are online, the Fall Armyworm Monitoring and Early Warning System (FAMEWS) mobile app uploads the collected data. As of early 2019, there were about 10,000 registered users of the system, which was available in 13 languages.152

 The data collected is validated by national fall armyworm focal points and subsequently added to a global database.153 Anyone can access the database from the FAO Fall Armyworm home page.154 In this way, the app provides a real-time view of infestations across maps of Africa to help other app subscribers.155 In Kenya, the PlantVillage AI tool is used to send SMS messages to farmers across the country.156

 
 
 Mining and Energy

 In the mining and energy sector, AI-based tools are helping to enhance health and safety of mine workers and improve short- and long-term operational performance. Chile’s copper producer Codelco uses autonomous trucks at its mines. The vehicles reduce costs by operating for longer hours, and they reduce accidents.157 It uses AI to monitor mining equipment to predict maintenance needs and make sure that operations run efficiently.158

 Page 48 →As another example, an autonomous four-wheeled robot developed by Peru’s National Engineering University explores mines to detect levels and trends of dangerous substances such as methane, carbon dioxide, and ammonium. Using sensors, it detects location and generates actions to be taken such as the best routes for the workers to escape.159 In this way, AI promotes the health and safety of mine workers.

 IBM’s AI-based adviser used in the oil and gas industry in Brazil provides information for better interpretation and explanation of seismic information to increase the performance of the reservoir-modeling process. The process entails developing computer models of a petroleum reservoir in order to improve the estimation of reserves and help decision making on developing fields and adding new wells. Such models can also predict future production and evaluate the effectiveness of reservoir management scenarios. The tool thus can be used to improve the performance of geological models and provide a better risk assessment of new oil field projects.160

 
 
 Fighting Environmental Risk Factors

 AI-based systems are also being developed to help understand factors that affect air pollution levels. Such systems can predict air pollution levels in advance, which can help individuals take actions to improve their health and reduce risks; for instance, people with serious health problems may avoid going outside if air pollution levels are predicted to increase. Researchers at Loughborough University reported in early 2020 that they tested such a system with historical air pollution data from Beijing to train and test the algorithms. The plan was to test the developed system with live data captured by sensors in Shenzhen, China.161

 The health effects of such systems are especially important for the B4B: most of the world’s polluted cities are in the developing world. For instance, of the 161 major Chinese cities monitored for air quality, 145 failed to meet the national standard for clean air in 2014.162

 Page 49 →China’s mobile-phone-based ride-sharing service Didi uses algorithms to help predict traffic jams to minimize the impact of traffic congestion on drivers.163 The analysis combines past traffic data with real-time data to predict traffic congestion; the company claims that it can forecast demand 15 minutes in advance at 85% accuracy. This information is used to build predictive dispatching models and send cars earlier to areas with high degrees of congestion (https://technode.com/2017/08/28/three-interesting-facts-just-learned-didis-big-data/).

 Chinese bike-sharing platforms are using AI and big data to identify locations that have the highest demand for bikes. Using such data, bikes are provided only in locations that need them. This reduces their overall number and leads to less cluttered sidewalks and discarded bikes.164

 
 
 Healthcare and Medical

 A wide range of innovative healthcare applications have been developed and used in LMICs to address issues related to the lack of healthcare access and to improve healthcare delivery. For instance, the Chinese company Ping An’s AI-powered system can predict chronic illnesses and infectious diseases with high accuracy. The systems can predict the likelihood that a patient may suffer from an illness even before physical symptoms appear. It can also quickly scan large number of medical images for abnormalities.165 In 2018, an AI-based system developed by Ping An detected a pulmonary nodule known as “coin lesion,” a small ovoid growth, with 95.1% accuracy.166

 To take another example, Vietnam’s Viettel Military Industry and Telecoms Group, which has expanded its activities to include several business lines including IT and digital services, uses AI in endoscopy. Its AI-based solutions can identify, locate and assess damages in digestive systems. It was reported that AI diagnosed problems related to digestive systems five times Page 50 →as fast compared to traditional methods with an accuracy level of 90%.167 While AI’s use in endoscopy is a growing trend in Northern countries,168 what is encouraging here is that LMICs such as Vietnam are developing such solutions locally.

 
 
 E-Commerce

 A number of innovative AI applications have appeared in the e-commerce sector. For instance, in 2015, Alibaba’s affiliate Ant Group launched an AI-based automated customer calls system known as “smart customer service.”169 Ant Group’s customers can use the voice-recognition system to buy airline tickets and book hotels.170 The system reportedly outperformed human customer service agents in delivering customer satisfaction.171

 Alibaba has been using AI-powered chatbots on the company’s Taobao site. In 2017, Its customer-service chatbot Alime Shop Assistant handled more than 93% of customer queries, which would require 83,000 human customer service agents.172 The proportion of such queries handled by chatbots increased to 97% on its e-commerce platforms Taobao and Tmall on Singles Day in 2019. Alibaba also launched the AI-enabled smart speaker Tmall Genie. Over 1 million orders were placed and processed through voice commands using Tmall Genie.173

 The Thai startup Pomelo plans to use big data and AI for pricing, design, e-commerce personalization, and supply chain automation.174 Likewise, in Page 51 →2018, the Southeast Asian e-commerce firm Lazada launched an AI-driven app that uses ML algorithms to show products to users based on purchase and viewing history.175 Lazada’s mobile app also has an AI-powered image search. When users take pictures of items they want, Lazada suggests similar items available. Users can tap the camera icon labeled “Scan” to take a photo or select an existing image from the gallery. The AI-powered image search recognizes the scanned item, and the app displays suggested items.176

 While the most significant transformations of AI systems are those that involve redesigning and augmenting workplace tasks, organizations tend to use them to replace workers.177 Most customers value interactions with live human agents. AI providers often present AI as an opportunity to reduce or eliminate the workforce. When companies understand the importance of interactions with human agents, AI is likely to be used for augmenting human intelligence.178

 
 
 Finance, Banking, and Insurance

 Firms in the developing world have successfully incorporated AI in financial and insurance services, which appeal to consumers and have increased the performance and efficiency of such services. China’s Ant Group uses big data and AI to manage credit risk and lower loan delinquency rates and detect fraud.179 Banks in Latin America also use chatbots to provide customer service. A survey found that 83% of Brazilian financial services consumers would trust banking advice entirely generated by a computer.180

 In 2017, Ant Financial launched an AI-driven, image-recognition system Page 53 →to process vehicle insurance claims. Ant Group’s algorithm assessed damages in 12 different cases in six seconds. Human investigators take longer than six minutes to assess a claim.181 Ant Group’s accident-processing system uses deep learning. The system is trained by feeding thousands of examples of images into a neural network. Compared to the human cognitive system’s limited information-processing capabilities, AI-based systems can process necessary and relevant information about damages.182 AI is especially suitable for handling routine and clear tasks. In China, exterior damage claims account for 60% of private-vehicle insurance claims.183

 
 
 
 	 
 Page 52 →Table 2.1. AI use in diverse industries in developing economies

 
 

 
 	 
 Sector/industry/activities

 
 	 
 Examples of companies/apps

 
 	 
 Use of AI

 
 	 
 Outcome

 
 

 
 
 
 	
 Farming and agriculture

 
 	
 Brazil’s Solinftec’s AI assistant Alice

 
 	
 Integrates and processes data from machines, people, network of climate stations, and other sources

 
 	
 Provides real-time actionable recommendations

 
 

 
 	
 Mining and energy

 
 	
 Chile’s Codelco

 
 	
 Monitorw mining equipment to predict maintenance needs, detect anomalies and help prevent problems

 
 	
 Efficiency in operations.

 
 

 
 	
 Fighting environmental risk factors such as air pollution

 
 	
 China’s Didi

 
 	
 Predicts traffic jams

 
 	
 Minimize the impact of traffic congestions

 
 

 
 	
 Healthcare and medical

 
 	
 Viettel Military Industry and Telecoms Group

 
 	
 Diagnoses problems related to digestive systems

 
 	
 5 times as fast compared to traditional methods with an accuracy level of 90%

 
 

 
 	
 E-commerce

 
 	
 Alibaba’s Alime Shop Assistant

 
 	
 Offers customer-service chatbot

 
 	
 97% of queries on Taobao and Tmall handled on the 2019 Singles Day

 
 

 
 	
 Finance, banking and insurance

 
 	
 China’s Ant Group

 
 	
 Uses deep-learning technology to detect fraud.

 
 	
 Reduction of losses related to fraud

 
 

 
 	
 Human resources management and development

 
 	
 Chile’s AIRA

 
 	
 Publishes vacancy announcements, reads and ranks résumés, uses psychometric tests, conducts video interviews, and measures performance of applicants.

 
 	
 Reduces time human recruiters need to spend.

 
 

 
 

 Likewise, Kenya’s Kenindia Assurance plans to use AI to detect fraudulent motor insurance claims.184 In addition to the industry’s Integrated Motor Insurance Data System (IMIDS) through the Association of Kenya Insurers, it plans to establish a data center of customers’ insurance history.

 
 
 Human Resources Management and Development

 The Chilean company Artificial Intelligence Recruitment Assistant’s (AIRA) system publishes vacancy announcements on job recruitment websites. It reads and ranks résumés and uses psychometric tests. It also conducts video interviews with applicants and measures an applicant’s performance with indicators related to analyses of emotions, converting factors such as attention levels and facial expressions into numbers. After all these processes are completed, human recruiters conduct in-depth interviews with the highest-ranked candidates.185

 LMICs face a large deficit of human capital: the key issue is a surplus of unskilled labor and a significant shortage of highly skilled human capital.186 Page 54 →A related problem is lack of information on human resources. A key step to address this challenge is to ensure the availability of reliable and comprehensive workforce information.187

 AI tools can tackle these problems by enhancing the skills of people in LMICs and supporting empowerment, through training and job placement. In this way, social inclusion can be achieved. One example of this is the South African social enterprise Harambee’s AI tool to help young people find jobs. Harambee uses Google’s open-sourced AI TensorFlow to interact with more than 1 million young people. It uses precise geographical attributes and preferential behavioral metrics to achieve its goals. Harambee uses ML to more effectively use the data it collects.188 Harambee’s youth employment accelerator CEO, Tamera Campbell, noted that 2,600 jobs for young people were found in the first two years after the organization was established in 2011. By early 2019, 50,000 young people had benefited.189

 Harambee’s young recruiters, referred to as “feet on the streets,” visit townships and villages to collect the contact information of unemployed people. Some are invited into its offices to have their interests and skills assessed and their analytical capabilities tested. Harambee helps them create email accounts and CVs and facilitates the interview process. It provides advice and information on preparing for interviews, such as how to dress and questions that might be asked. Potential candidates are also offered free clothes for the interview. The company provides work-readiness interventions to address risks that employers have identified.190 Promising candidates can also get additional assessment and vocational training in call centers or similar facilities.

 Harambee plans to expand its service to over 7 million unemployed South African youths. It has also expanded into Rwanda.

 Harambee has developed strong partnerships with companies. It first learns the skills needed by employers. It then works to identify candidates who are likely to be a good match. Harambee’s corporate partners provide information about the number of candidates they need and the target hiring Page 55 →date. This process provides them with larger pools of potential candidates by including demographic groups that were overlooked.191

 Harambee has reduced the cost barriers for employers to hire unemployed youth. These marginalized demographic groups now have access to opportunities that were unavailable to them before—and unthinkable.

 
 
 
 Economic Effects of AI

 Some have argued that AI will have a negative impact on LMICs’ export-led growth model. AI and automation in developed countries will arguably lead to a decline in the outsourcing of manufacturing and other jobs.192 However, by using AI in diverse industries, LMICs might be able to compensate for such losses. Even more impressive, technology firms from LMICs such as Brazil, China, Nigeria, and Russia are selling AI solutions in foreign markets. The entry of young AI firms, such as Brazil’s Solinftec, into developed countries is an important trend that can shape AI’s global competitive landscape.

 Regarding the economic growth mechanisms, traditionally economists viewed new technologies as economic growth drivers through their effects on total factor productivity (TFP). The factors of production are capital (e.g., machines, buildings) and labor that drive economic growth. Broadly, TFP is a function of technological, economic, and other factors. TFP measures how efficiently the factors of production are being used. Technologies of the past, such as electricity and IT, boosted productivity. For example, the World Bank’s World Development Report 2016 found that the internet and e-commerce increased TFP in Vietnam by 1.9% and 3.6%, respectively, during the period 2007–2012.

 The global professional services company Accenture argues that AI, in addition to its role in driving TFP, also is a new factor of production. Various uses of AI illustrate this possibility. First, AI functions as a new workforce by replicating labor activities at a higher scale and speed. AI performs tasks that humans cannot, and it learns faster. AI-enabled robots and intelligent machines can also function as a physical capital. Unlike conventional forms of capital such as machines and buildings, AI’s self-learning capabilities help improve TFP over time.

 Page 56 →Accenture has used case studies from Latin American countries to illustrate AI as a new factor of production. The company forecasts that Brazil’s gross value added (GVA) in 2035 will be US$3.5 trillion without AI. If AI’s impact is limited to TFP, its projected GVA will be US$3.5trillion. If AI does become viewed as a factor of production, the GVA will further increase to US$3.9 trillion.193

 
 Value Chain of the Global AI Industry and Effects on the B4B

 According to the professional services firm PwC, AI’s contribution to the global economy will reach about US$16 trillion by 2030.194 Accurately labeling data for training ML models is integral to the creation of this value. Data-labeling activities, however, are extremely time and labor intensive. According to a 2018 McKinsey report, data labeling is the biggest obstacle to AI adoption.195

 Data need to be cleaned, categorized into appropriate groups, and labeled so that AI algorithms can recognize patterns.196 For instance, for ML algorithms to accurately recognize a car, the algorithms may need to be trained with a large number of car pictures.197 In the most common form of AI—supervised learning—algorithms need to be fed with millions of tagged examples of car pictures until they correctly identify the pictures. These activities need a large amount of human labor. For instance, one hour of video data related to autonomous driving may need as much as 800 hours of data-labeling work.198 Data-labeling activities are estimated to account for as much as 80% of the time needed to build AI systems.199

 Page 57 →A fascinating aspect of the development of the global AI industry is that a high proportion of jobs that require relatively low skills are being performed in LMICs, where most of the B4B population lives. The multibillion-dollar data-labeling industry is an interesting illustration of this trend. According to the analyst firm Cognilytica, the third-party data-labeling solutions market was US$150 million in 2018.200 The global market for data labeling, also known as content labeling or data annotation, is expected to reach US$5 billion by 2023.201

 LMICs are in a position to take advantage of the opportunities provided by the global AI industry. This phenomenon has created a whole new industry of data labeling in LMICs, which is described as “a new type of blue-collar industry.”202 Data labelers are referred to as the blue-collar workers of the AI age.

 Labeling data for some AI apps may require high levels of skills and knowledge. For instance, to develop an AI app to detect cancer on images from medical CT scans, experienced radiologists may have to train the algorithms.203 However, there are many tasks that computers lack the capability to perform as well as human beings, and less-skilled workers can easily be trained to perform such tasks. Most data-labeling trainings can be completed in a short time. For instance, to learn their tasks, data labelers at iMerit typically take a one-week online training course via video calls with U.S.-based trainers

 Global companies are undertaking major initiatives to perfect ML training, which has led the emergence of the data-labeling industry. This industry employs hundreds of thousands of workers in India and other developing countries. Some examples of data labeling include teaching self-driving cars the meanings of road signs or the difference between a child and a fox.

 The India- and U.S.-based data annotation company iMerit had 2,200 employees in India to label data generated by manufacturing, medical imaging, autonomous driving, retail, insurance, and agriculture. Its Kolkata operation employs 460 women to train computer vision algorithms used in Page 59 →autonomous vehicles and augmented reality systems for companies such as Amazon, Microsoft, eBay, and TripAdvisor.204

 
 
 
 	 
 Page 58 →Table 2.2. Examples of data-labeling companies operating in LMICs

 
 

 
 	 
 Company

 
 	 
 Operations and workforce

 
 	 
 Profiles of clients

 
 

 
 
 
 	
 iMerit

 
 	
 Based in India and the U.S. 2,500 in data labeling centers in India such as Ranchi, Shillong, Vizag and Kolkata.1

 
 	
 90% are U.S.-based.2

 
 

 
 	
 Samasource

 
 	
 Offices in San Francisco, New York, the Hague, Kenya and Uganda.

 Global staff of 2,900: East Africa’s largest AI and data annotation employer.3

 
 	
 Include 25% of the Fortune 50 companies including major automakers and U.S.-based technology companies such as Google, Microsoft, and IBM.4

 
 

 
 	
 MBH

 
 	
 300,000 in China’s backward provinces.5

 
 	
 Mainly Chinese companies such as the Beijing-based video-sharing social networking platform TikTok.

 
 

 
 	
 Playment

 
 	
 Based in India and the U.S. More than 300,000 crowdsourced data labelers.6

 
 	
 Over 100 customers in more than 12 countries. Some include Samsung, Didi Chuxing Technology, Alibaba, Drive.ai and Continental AG. Most clients are in the autonomous vehicle industry.7

 
 

 
 	
 1Sonam Joshi, “How artificial intelligence is creating jobs in India, not just stealing them” Times of India September 9, 2019, [online]. https://timesofindia.indiatimes.com/india/how-artificial-intelligence-is-creating-jobs-in-india-not-just-stealing-them/articleshow/71030863.cms.

 2Inc42 Media, “Facebook responds to reports of Indian workers labelling user data.” Inc42 Media, May 8, 2019, https://inc42.com/buzz/facebook-responds-to-reports-of-indian-workers-labelling-private-user-data/.

 3Jake Bright, “Google & Microsoft banking on Africa’s AI labeling workforce.” Techcrunch, November 20, 2019, https://techcrunch.com/2019/11/20/samasource-raises-14-8m-for-global-ai-data-biz-driven-from-africa/.

 4Jason D. Rowley, “Last week in venture: scads of scoots, sourcing ai data in Africa, and games with friends.” Crunchbase News, November 22, 2019, https://news.crunchbase.com/startups/last-week-in-venture-scads-of-scoots-sourcing-ai-data-in-africa-and-games-with-friends/.

 5The Economist, “China’s success at AI has relied on good data.” January 4, 2020, https://www.economist.com/technology-quarterly/2020/01/02/chinas-success-at-ai-has-relied-on-good-data?utm_medium=affiliates.offer.pd&utm_source=partnerize-viglink&utm_campaign=a.io&utm_content=conversion.direct-response.anonymous&utm_term=1100lwbk5nQx&partnerize_clickref=1100lwbk5nQx/.

 6Anand Murali, “How India’s data labellers are powering the global AI race.” FactorDaily, March 21, 2019, https://factordaily.com/indian-data-labellers-powering-the-global-ai-race/.

 7Murali, “How India’s data.”

 
 

 
 

 Western companies are also undertaking initiatives to perfect training in ML. The data-labeling industry employs hundreds of thousands of workers in developing countries such as Kenya, India, and the Philippines. Samasource, based in Nairobi, Kenya, labels data for Walmart, Google, Microsoft, Glassdoor, Continental, and General Motors. It employs more than 2,800 people.205

 Some economic sectors are highly digitized, which makes it easier to develop AI-based solutions. For instance, in Africa, financial services, telecommunications, and retail have relatively large amounts of data. Likewise, banking and retail industries are expected to dominate AI expenditure in the Middle East.206

 Table 2.2 provides some examples of data-labeling companies operating in developing economies. Most of these firms mainly serve foreign clients. Chinese data-labeling firms such as MBH, however, mainly support the domestic AI industry. China has gained global prominence in recent years in the AI field, research and development activities to support the growth of the AI industry are conducted in wealthy cities such as Beijing, Shanghai, Hangzhou, and Shenzhen. Most of the data-labeling work, though, is performed in the country’s disadvantaged regions, such as smaller towns and rural northern areas in Shandong, Henan, Hebei, and Shanxi provinces.207

 The growth in data labeling also reflects the influences of trends in the manufacturing sector. First, manufacturing activities have become increasingly automatized. For instance, between 2012 and 2016, Foxconn was reported to deploy tens of thousands of robots to replace more than 400,000 jobs. The company’s plan includes full automation of 30% of production activities by 2020.208 Second, manufacturing jobs in China are decliningPage 60 → along with a decline in the country’s economic growth and demand for products, which is increasing costs and competition from other economies.209 A Boston Consulting Group study conducted in 2015 found that manufacturing costs in some of China’s major manufacturing hubs were almost at the same levels as in the U.S. Unsurprisingly, many Western companies have been moving and relocating manufacturing activities into other developing countries in Asia and also to the U.S., Canada, and Mexico.210 For instance, factory workers in Bangladesh and Vietnam can be hired for 25% and 50% less, respectively, than a Chinese worker. Finally, there has been a generational shift in preference for work. An increasing number of Chinese millennials are not choosing the tedium of factory jobs.211

 Henan Province is the epitome of AI-led transformation. The province’s city Zhengzhou is known for being home to the manufacturing plants of the Taiwanese electronics company Foxconn. It was estimated that Foxconn employed about 350,000 people and produced about half the world’s iPhones in Zhengzhou in 2016.212 The number of people employed by Foxconn decreased to about 100,000 in early 2019. Henan’s mobile phone exports reduced nearly 24% in January 2019 compared to the previous year.213

 Partly in response to the decline in manufacturing activities, in recent years, data-labeling companies are mushrooming in the towns and villages of rural regions such as Henan.214 In the province’s Pingdingshan village, for example, some large data-labeling projects employ tens of thousands of people.215 Likewise, northern China’s landlocked Shanxi Province, among the Page 61 →poorest in China, plans to attract more than 100 data-labeling companies and train more than 10,000 workers by 2022. The province’s goal is to have RMB 5 billion (US$726 million) in industry revenue by 2025.216 Workers who were employed in assembly lines and construction sites before are thus finding new jobs in the Chinese data-labeling industry.217

 According to China’s official data, 1 million people in Henan lived below the poverty line at the end of 2018.218 It is possible that data-labeling jobs can help lift some of these people out of poverty. Many data workers previously worked on assembly lines and on construction sites in big cities. But it is becoming difficult to find work, and wage growth has slowed. Many Chinese prefer to live closer to home.219

 
 
 
 The Development and Deployment of AI

 
 Innovative AI Activities

 Innovative activities have stimulated the development of AI industry. For instance, in 2017, Chinese firms accounted for 99 of the 314 blockchain patents and 473 of the 649 AI patents filed with the World Intellectual Property Organization (WIPO).220 According to WIPO, China and India ranked first and fourth in the world, respectively, in ML-related scientific publications and in overall AI-related scientific publications (the U.S. and the U.K. ranked second and third, respectively). A 2017 report by the Economist noted that China could be a “close second” to or “even ahead of” the U.S. in AI.221 In a 2016 report, the U.S. White House noted that Page 62 →China had overtaken the U.S. in the number of published journal articles on deep learning.222

 Local technology hubs are rapidly evolving in many developing countries, which are creating solutions to solve local problems. As of October 2019, Africa had 618 tech hubs, together serving as the foundation for the AI industry. Countries such as Ethiopia have launched high-profile AI initiatives. Most of Ethiopia’s more than 30 official universities and 130 polytechnics emphasize technology. In 2012, the Ministry of Science and Technology established its own university and developed a US$250 million technology park.223 The country’s AI and robotics research company iCog has produced several apps.224 One such project involves developing software for AI tablets for children, who could then learn coding, mathematics, and English.

 
 
 Multinational Corporations

 Some multinational corporations (MNCs) are taking advantage of various resources in developing countries to develop cutting-edge AI solutions. Such activities are likely to create positive externalities and spillover effects of AI-related knowledge for the local economy. Unilever, for example, developed an autonomous forklift in Brazil and launched its manufacturing units in the country before any other markets.225

 
 
 Stimulation of New Economic Activities

 The development in the global AI industry is also likely to lead to stimulating new economic activities in LMICs. One such example is the data-labeling industry, a notable feature of which is that it does not favor a specific cultural context. The data-labeling market thus is characterized by a low entry barrier for most developing countries. Whereas the outsourcing of call-center jobs gravitated to countries with sizable English-speaking populations, such as India and the Philippines, English skill is less a factor in data-labeling jobs. Page 63 →Digital literacy is sufficient to participate in most data-labeling tasks, such as image classification.

 Among LMICs, China has emerged as a key global AI player. The country’s wealthy regions and big cities are not attractive to the data-labeling services industry. Such services are mostly performed in the poorer, rural regions, which are providing economic incentives for data-labeling firms.

 While finding high-quality AI talent such as ML engineers has been big challenge for companies in developing economies,226 there is an abundant supply of low-skilled, low-wage laborers in India and other developing countries. For instance, Indian high schools graduated 20 million students in 2017,227 but there are not nearly as many job opportunities available to absorb these graduates. To take an example, in a Mumbai city police’s job advertisement for 1,137 constable positions with a salary of US$357 per month, which required only a high school education, over 200,000 people applied. Many candidates had been trained in highly skilled professions such as doctors, lawyers, and engineers.228

 
 
 Relatively Low Data Privacy Barriers

 The availability of data at more granular levels is important for developing better algorithms, which is especially critical in personalizing user experience. However, doing so might compromise users’ privacy or data confidentiality.229

 Firms in some developing countries face relatively lower data privacy barriers than developed countries. Whereas ethical and data privacy issues hinder development of the AI industry, such issues are less of a concern in developing countries. For instance, due to China’s almost nonexistent privacy controls, Chinese companies have easy access to the data of over 1 billion users. Such large datasets help algorithms produce more accurate results and predictions.230

 Page 64 →Researchers have noted that the data divide—the gap in the availability of data needed for scientific research and decision-making—adversely affects LMICs.231 While LDCs lack data and other resources to develop a native AI industry, big middle-income countries such as China have an advantage over small economies with strict data privacy laws (Table 2.3).

 
 
 
 Negative Effects of AI on Vulnerable Groups

 A big worry among consumers and activists has been AI’s malicious use by corporations and governments.232 Data and algorithms can be used to manipulate individuals, groups, and organizations. These actors can be misled into making decisions that promote the interests of corporations and states.233 In such situations, a prediction of the median voter theory is that major adverse social and welfare effects of AI are more likely to be experienced by consumers who are poorer,234 have less formal education, and are less likely to vote.235 These descriptions fit the profile of the B4B population. As an example of the negative social effects of AI, fintech companies that use AI algorithms to lend money to low-income people are reported to engage in publicly shaming borrowers into paying back loans.

 Likewise, government agencies in many countries use AI in mass surveillance. The negative effects of mass surveillance are more likely to be experienced by vulnerable groups that are disadvantaged because of their poverty, race, religion, and ethnicity.236 To take an example, in China, the Uyghurs, an economically disadvantaged ethnic minority group that is mostly Muslim and lives in the Xinjiang Autonomous Region, have become a major target of the government’s surveillance program (In Focus 2.3). For instance, in Xinjiang, the annual rural income in 2012 was less than 6,400 yuan (¥) Page 65 →($1,000), which was ¥1,500 less than the national average and more than ¥11,000 less than Shanghai’s rural residents.237

 
 
 
 	 
 Table 2.3. Classification of countries with respect to data availability and strictness of privacy laws
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 Low

 
 	
 Big middle-income countries such as China

 
 	
 Small LDCs such as small island states (e.g., Samoa and Vanuatu).

 
 

 
 	
 High

 
 	
 Big industrialized countries such as the U.S.

 
 	
 Small economies recognized by the European Commission as providing adequate data protection such as Faroe Islands and Isle of Man1

 
 

 
 	
 1European Commission. Adequacy decisions. 2019, https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en.

 
 

 
 

 
 
 In Focus 2.3: China’s Techno-Utilitarian Approach Targeting the Uyghur Population

 

 AI solutions have advanced considerably, such that it is easy to identify from images and label people based on sociopolitical and demographic factors such as race and ethnicity. Technology companies such as IBM, for instance, advertise AI software that can sort people on such factors.238 The Chinese government and its technology companies have elevated the notion of AI-based surveillance to new heights.

 In general, 4R technologies in China are being developed and deployed without sufficient consideration of ethical issues.239 China’s approach to privacy has been described as “techno-utilitarian.” The utilitarian approach is a fundamental ethics principle that bases decisions upon achieving the greatest good for the greatest number Page 66 →of people. Thus, the protection of personal privacy and individual rights receives less emphasis. This approach is also referred to as techno-authoritarianism, which involves the government’s use of internet networks, surveillance systems, and algorithms to monitor people.

 Some critics have noted that such arguments have been used to justify the use of AI for surveillance and to suppress political opponents and minorities, such as Uyghers, who are Muslims living in Xinjiang.240 China has made it mandatory for Xinjiang residents to install surveillance software on their cellphones.241 The software allegedly scans pictures and texts in the phone. A Financial Times’ analysis of the software found that it scans for digital fingerprints matching content objectionable to the Chinese Communist Party. When such content is found, authorities are informed. Possession of sensitive digital content may lead to detention. Some Uyghurs do not use smartphones as a result.242

 In addition to scanning Uyghers’ cellphones, China allegedly uses a secret system of advanced facial recognition technology to track them. An article published in the New York Times described the use of this facial recognition technology as “automated racism” integrated into the country’s surveillance camera networks. The system looks exclusively for Uyghurs on the basis of their appearance and keeps records of their movements. Such records can be used for search and review.243

 While some law enforcement agencies and AI providers described the practice as “minority identification,” the tools are exclusively used to identify Uyghurs, who have a phenotype similar to people from Central Asia. As a result, it is easy for facial recognition software to identify them.244

 In cities outside of Xinjiang, police run facial recognition systems Page 67 →to investigate people who may be Uyghurs.245 Chinese police were reported to be using such systems to target Uyghurs in cities such as Hangzhou and Wenzhou and in the coastal province of Fujian. Likewise, law enforcement agencies in central China’s city Sanmenxia reportedly ran a system 500,000 times in one month in early 2019 to determine whether certain residents were Uyghur. Likewise, in 2018, law enforcement agencies from Shaanxi Province wanted to acquire a smart camera system with functionalities to “support facial recognition to identify Uighur/non-Uighur attributes.”246

 
 
 Ethics Dumping and Ethics Shirking in the Global North

 To test the predictive abilities of AI, organizations in the Global North use countries in the Global South, which tend to lack data safeguards and regulations. This practice is ethics dumping, and it often is illegal in the Global North.247 Unethical practices are exported to marginalized and vulnerable populations in LMICs, a striking resemblance to “the old fault lines of colonialism.”248

 An example of ethics dumping in AI is beta testing in LMICs. Software developers perform a beta test on commercial off-the-shelf software to test external market acceptance, acquire feedback from the market, and create interest among potential customers.249 This helps identify issues when the software is launched for “real” users and cases.250

 Some AI developers try out AI algorithms they develop on vulnerable groups in LMICs. Such practices often result in adverse social and political effects (In Focus 2.4).

 
 
 Page 68 →In Focus: 2.4: Cambridge Analytica’s Beta Testing in Africa before U.S. and U.K. Elections

 

 The political consulting firm Cambridge Analytica executed beta testing of its algorithms on the 2015 Nigerian and 2017 Kenyan elections before using them in the U.S. and U.K. This testing has been viewed as a reinforcement of Western companies’ historical tendency to treat former colonies in Africa and other parts of the world as laboratories for new medicines and technologies.251 Studies found that these experiments disrupted the Kenyan election process and eroded social cohesion. Cambridge Analytica was found to have manipulated Kenyan voters during the elections and to have undermined democracy in Kenya.252

 President Uhuru Muigai Kenyatta’s party had used Cambridge Analytica for his reelection campaign. Cambridge Analytica conducted a 47,000-person survey in 2013 to identify Kenyan voters’ “real needs (jobs)” and “fears (tribal violence),” as well as their “preferred information channels.” An AI-based system was used to send targeted text messages to voters during the campaign season. Gacheke Gachihi of the Mathare Social Justice Center in Nairobi noted that Cambridge Analytica relied on “divisive propaganda” and raised ethnic enmity to help Kenyatta’s party win.253

 Following that test, Cambridge Analytica is alleged to have subsequently manipulated U.S. voters in the 2016 presential election. In early 2014, Cambridge Analytica obtained the private information of about 87 million Facebook users. The data was collected illegally, without users’ knowledge. A subset of the data was used to build a system that profiled individual U.S. voters and to predictPage 69 → and influence their choices on Election Day.254 Depending on their profile, U.S. voters were targeted with personalized political advertisements.255 According to a former employee, the company specifically targeted users who were “more prone to impulsive anger or conspiratorial thinking than average citizens.”256 Methods used included Facebook group posts, ads, and article sharing to provoke voters to vote for or against a party. To do so, Cambridge Analytica also created fake Facebook pages such as “I Love My Country.”257

 
 A related phenomenon is ethics shirking—when harms emerge and firms do nothing to protect people beyond what is legally required by the law.258 Because regulations do not yet exist for many areas of the 4R, those who are harmed are less likely to be compensated.

 
 
 
 Conclusion

 AI applications are tackling economic and social challenges facing LMICs. AI holds great promise and potential to fight key sources of poverty. Economically speaking, AI possesses mechanisms that allow it to have significant impacts on productivity.

 The true potential of AI comes from its ability to complement and enhance traditional factors of production. Some AI applications already perform activities that humans or other technologies are not capable of doing. Other applications perform many tasks efficiently and more accurately than humans. However, sufficient evidence has not yet accumulated to establish claims related to some measures of AI-led efficiency gains. While some surveys conducted by the providers of AI systems such as Alibaba have reported Page 70 →positive economic effects, most findings have not been supported by independent surveys.

 A related point is that overreliance on AI may lead to overall low organizational performance, such as customer service and loyalty. A survey of the global provider of business applications, enterprise learning, and outsourcing services CGS found that many consumers prefer to interact with human agents over chatbots. Chatbots perform relatively well when consumers have straightforward questions, but they are less helpful and provide less detailed answers. For nonstandard questions or complex issues, customers prefer to speak with a human specialist259 While customer satisfaction with AI is undoubtedly improving,260 there are still many areas in which human agents perform better.

 AI in developing countries depends on many factors, including technology entrepreneurship, knowledge and expertise, data availability, and government policy. The success of an AI project is heavily dependent on the quality of data and algorithms. The lack of data availability is a big obstacle to develop good-quality AI systems. AI performance is influenced by a lower level of training in AI algorithms.

 The B4B is disproportionately affected by the negative consequences of AI. Among the negative outcomes associated with AI, oppressive regimes have identified AI as the most effective tool for repressing and defeating dissidents and opposition groups. Marginalized groups are more likely to be the victims of government surveillance programs.

 In terms of AI workforce, developing countries experience a much more severe shortage than their developed counterparts. While challenges associated with the transferability and adaptability of foreign technologies to developing countries are well recognized, AI-based systems face issues not encountered by past technologies. The challenges range from lack of training in ML algorithms to recognize physical traits to underdeveloped language skills.

 The rapidly growing global AI industry has created demands for highly skilled jobs such as ML engineers and data scientists, and for less-skilled jobs such as data labeling. Most AI systems heavily rely on human-powered data-labeling activities. Developing countries provide a very large workforce Page 71 →to support these activities and boost the global AI industry. Data labelers in these countries are playing a key role in curating the data that powers AI systems around the globe. While developing countries may experience a decline in outsourcing jobs from developed countries, the potential negative impact of such a decline can be minimized by appropriate policies around the deployment of AI solutions.

 
 
 
 
 
 Page 72 →Chapter 3
 Blockchain

 
 Blockchain is a major 4R technology that is considered to have the potential to cause significant economic, political, and social transformations in LMICs. Blockchain affects economic, social, and political outcomes in the developing world through many direct and indirect pathways. The first of blockchain’s direct benefits is the potential reduction of corruption and fraud. For instance, blockchain can empower donors. It can ensure that donations reach intended recipients. To take an example, donors can buy electricity for a South African school using bitcoin. A blockchain-enabled smart meter makes it possible to send money directly to the meter. There are no organizations involved in distributing funds. Donors can also track electricity being consumed by the school to calculate the power of their donations.261 This program was launched by the South African bitcoin startup Bankymoon via the crowdfunding platform Usizo, to allow public schools to use blockchain to crowdsource utility credits.262

 Increased efficiency and reduced transaction costs constitute a second benefit: there is no third party or central body involved. That is, blockchain transactions are conducted by the concerned parties themselves. There are already some signs of blockchain-led disintermediation in international remittances and international trade.

 To be sure, blockchain is in infancy. Some compare the current level of development to “the World Wide Web in the early 1990s.”263 Nonetheless, Page 73 →MNCs, local companies, and policymakers have devoted considerable attention to blockchain.

 In many ways, blockchain has a much higher value proposition for LMICs than for the Global North. This technology has the potential to make up for the lack of effective formal institutions—rules, laws, regulations, and enforcement—in developing economies. These economies are also in desperate need of improving administrative aspects, such as maintaining standards, monitoring, and enforcing compliance. Blockchain technology is perfectly suited to address these issues.

 There are different mechanisms that lead to such benefits, which can be better understood by looking at blockchain-led reduction in the costs of verification and networking. Regarding the cost of verification, blockchain makes it possible to verify information about past transactions and the current ownership of a digital asset. As to blockchain’s effect on reducing the cost of networking, various parties can start a self-sustaining process and operate a marketplace. It is not necessary to assign control to a centralized body because blockchain can verify the state at a low cost. Economic incentives can be targeted to reward valuable activities from a network perspective, including contribution of resources to operate and scale up the network and to secure a decentralized stage. The digital marketplaces that result from such collaborations allow participants to make joint investments to create shared digital assets.264

 To illustrate these points, consider the example of blockchain-based solutions to fight global slavery. According to studies conducted by the International Labour Organization, the Walk Free Foundation, and the International Organization for Migration, in 2016, 40.3 million people were estimated to be living in modern slavery—forced to work under threat against their will or living in a forced marriage—70% of whom were women and girls.265 Many of the products that these people produce are then exported to rich countries. In 2018, the G20 countries imported US$354 billion worth of products at risk of having been produced by forced labor. This is an extremely sad situation because it continues despite Western brands’ efforts over three decades to address issues related to forced labor, bondage, sweatshops, and other abuses in their supply chains.266

 Page 74 →The huge marine fishing industry exhibits a high propensity to use “slave” or grossly underpaid labor because of the lack of clear regulations and enforcement mechanisms. Migrant workers especially are exploited. For instance, in 2014, 82% of 172,430 fishermen employed by the Thai fishing industry were migrant workers, mainly from Cambodia and Myanmar. Most workers in seafood-processing plants are also migrants who often arrive there after falling prey to recruiters promising well-paying jobs in Thailand. However, they are paid about 25% less than Thailand’s minimum wage. The migrant workers often sign a contract in their home country, but their contracts change when they arrive in the host country to begin work.267 Unlike Thai workers, they cannot join unions and do not have other protections that Thai workers are entitled to.268

 Some initiatives are expected to improve this issue. The blockchain solutions provider Diginex has been working with the International Organization for Migration and the antislavery nongovernmental organization Mekong Club to ensure ethical recruitment of migrant workers by increasing transparency of workers’ contracts. The British embassy in Bangkok partly funded the pilot phase of the project.269

 Blockchain-based mobile app eMin (https://www.eminproject.com) is used to store copies of employment contracts for workers in this sector. Employment contracts and related data are stored on the Ethereum blockchain. Workers can access their contracts, which allows them a basis for claiming the rights and benefits they were offered at the time of recruitment.270

 The eMin pilot started in February 2019 with Verifik8, a data intelligence and analytics provider for agribusiness suppliers, at a shrimp farm in Phuket, Thailand.271 In October 2019, Diginex signed an agreement with Verifik8 to integrate eMin into the latter’s existing monitoring tools. As of October 2019, Verifik8’s farming monitoring tools called Blue 8/Green 8 Page 75 →were used by 5,000 workers in Thailand.272 Diginex plans to expand into different sectors in other Southeast Asian nations, as well as in Bangladesh and Bahrain.273 The following sections focus on how blockchain can address some of the key challenges facing the B4B. I also offer an overview of enablers and barriers in implementing blockchain in LMICs.

 
 How Blockchain Works

 Blockchain can be viewed as a decentralized ledger that maintains digital records of a transaction on multiple computers simultaneously. After a block of records is entered into the ledger, the information in the block is mathematically connected to other blocks. In this way, a chain of immutable records is formed.274 With this mathematical relationship, the information in a block cannot be changed without changing all blocks. Any change would create a discrepancy, which others are then likely to notice.275

 To take an example, facing pressures from various stakeholders to demonstrate ethical practice, South Africa’s De Beers Group has launched a GemFair program to log diamonds produced by artisanal and small-scale miners (ASMs), who are among the most vulnerable of the B4B (Figure 3.1). In the first phase of the program, De Beers trained ASMs at 16 mine sites in Sierra Leone. The training program focuses on digitally tracking diamonds throughout the supply chain. The goal is to make sure that diamonds that originated in conflict zones do not enter the supply chain. ASMs are required to identify and manage key risks defined in a due diligence guide by the Organisation for Economic Co-operation and Development to participate in the program.276 Among the major requirements is that ASMs identify the worst forms of child labor and address them. Compliance is ensured through first-party (e.g., a member completes a self-assessment workbook provided by GemFair), second-party (GemFair’s biannual site monitoring), and third-party (assessment of a sample of sites twice a year) verifications.
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 Figure 3.1. An illustration of the use of blockchain to trace a diamond in a supply chain
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 Page 76 →De Beers’ blockchain solutions track diamonds as they move from the mine to cutter and polisher and then jeweler. Each organization involved in this traceability can use a smartphone or other device to sign into a blockchain platform (Figure 3.1). De Beers’ program records the GPS locations for each diamond found. The diamond is then placed in a tamper-proof bag with a QR code.277 GemFair provides a tablet for a participating mine to log into the GemFair app, which can also function offline. However, the tablet must be connected to the internet to store production records in the GemFair system. After this step, the raw diamonds move on to the supply chain’s next stage. All relevant participants receive information about all transactions.

 
 
 Economic Prosperity and Poverty

 There are many and varied sources of underdevelopment, which include colonialism, dependence on commodities,278 ethnic tension, corruption, exploitation,Page 77 → lawlessness, and political violence.279 In this chapter, I focus on institutional environments. Poor countries mostly lack good institutions that ensure strict enforcement of property rights, have the ability to deal with corrupt practices effectively and provide equal opportunity to all members of society.280

 
 The Lack and Poor Enforcement of Property Rights

 According to a 2011 report of the FAO and Transparency International, in over 61 countries, weak governance led to corruption in land occupancy and administration. Corruption varied from small-scale bribes to the abuse of government power at the national, state, and local levels.281

 Enforcement of property rights increases incentives to invest and provides resources for individuals to get out of the poverty trap. Clear property rights would allow entrepreneurs to use the assets as collateral and thus increase their access to capital. A large proportion of poor people in the developing world lack property rights. For instance, about 90% of land in rural Africa is undocumented or unregistered. Likewise in India, the lack of land ownership remains among the most important barriers to entrepreneurship and economic development.282 One estimate is that over 20 million rural families in India did not own land and millions more lacked legal ownership to the lands where they built houses, lived, and worked.283 Indeed, lack of land ownership or tenure is arguably a more powerful predictor of poverty in India than caste or illiteracy.284

 
 
 Disregard of the Rule of Law

 In some developing economies, the rule of law is disregarded and not respected by corrupt politicians, government officials, and other powerful Page 78 →groups. These groups sometimes expropriate the incomes and investments of poor people or create an uneven playing field in other ways.

 
 
 Less Opportunity for Marginalized Groups

 Economically and socially disadvantaged groups have less opportunity to access finance, credit, insurance, and education. Thus, they cannot make investments and participate in productive economic activities. Consider insurance, for instance. In India, 86% of rural populations and 82% urban populations lack health insurance.285

 Regarding access to finance, in China, SMEs account for 70% of GDP but have access to 20% of financial resources.286 However, 89% of SMEs face difficulty satisfying banks’ loan requirements.287 Small borrowers often lack sufficient collateral required by most traditional banks.288

 Unavailable financing is a critical barrier faced by most entrepreneurs. For instance, despite high interest rates, demand for credit exists in most developing economies. Banks in the Democratic Republic of Congo (DRC) reject over one-third of credit and loan applications. The fact that they cannot enforce their legal rights as lenders has led to the industry’s risk-averse behavior, and this is a manifestation of a broader structural problem in LMICs where a large proportion of the population lacks access to formal banking institutions.289 The situation is not much different in other economies. For instance, only 10% of people in Kenya have bank accounts, 5% in Tanzania, and 15% in Liberia.290

 
 
 Barriers

 Poor-quality institutions lead to transaction cost barriers. To make this statement meaningful requires a more detailed discussion of transaction costs. In the context of business transactions involving two or more parties, for Page 79 →Douglas North, “transaction costs are . . . two things: (1) the costs of measuring the dimensions of whatever it is that is being produced or exchanged and (2) the costs of enforcement.”291 He goes on to say that “a lot of what we need to do is to try to measure the dimensions of what we are talking about in such a way that we can define them precisely.”292

 
 [image: Illustration of how time and cost vary across the world to enforce contracts]

 
 Figure 3.2. Time and cost required to enforce contracts in different geographic regions and groups of countries. Data source: “Doing business measuring business regulations,” World Bank, 2020, https://www.doingbusiness.org/en/data/exploretopics/enforcing-contracts#.
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 Many developing economies are faced with challenges in enforcing commercial contracts, social and economic rights, laws and regulations (e.g., agro-environmental) and standards (e.g., pollution). Put differently, these economies lack effective contract enforcement mechanisms (Figure 3.2). A main goal of contract laws and their enforcement is to increase the value of contracting in order to facilitate the organization of economic activities.293 Page 80 →When there is a legal remedy for breach of contract, a party to a contract is less likely to engage in opportunistic behavior.294 In developing economies, laws in general and contract laws in particular are not adequate to meet the needs of the population.295 Enforcing a contract takes longer and is more costly in LMICs than in developed countries.

 Detailed contracts can protect against a contracting partner’s opportunism through the threat of legal enforcement.296 Most parties, however, rarely use detailed contracts in practice because of the high costs associated with drafting and enforcing them.297 This is especially an issue of concern in developing countries.

 Emphasizing the importance of measurement to enforcement, North argues: “Without being able to measure accurately whatever it is you are trying to enforce, there cannot be effective enforcement, even as a possibility.”298 The technology available is among the important factors that affect the costs of measurement and enforcement and so transaction costs.299 In this, blockchain can make up for the lack of relevant institutions or the problems associated with high transaction costs.

 Enforcements can be implemented at three levels: first, second, and third parties.300 Third-party enforcement mechanisms, which are often formal coercive enforcement measures by the state, have been relatively ineffective in developing economies.301 Blockchain has a potential to strengthen the governments’ enforcement powers and sanctions against individuals or organizations that breach regulations.

 
 
 
 Notable Blockchain Applications for the B4B

 Some key current applications and future prospects of blockchain are presented in Table 3.1. As it is clear there, various barriers and challenges faced by the B4B can be addressed through blockchain.

 
 Page 81 →Promoting Transparency and Reducing Risk

 Blockchain can help achieve transparency in various settings. In mid-2016, Ant Financial, Alibaba’s online payments affiliate, announced the launch of blockchain payment technology. Blockchain was first applied to Alipay’s donation platform. Donors on the “Ant Love” charity platform can track Page 82 →transaction histories and understand where their funds go and how they are used.302 The goal is to increase transparency and provide a trust mechanism by recording each payment and spend of donations on the blockchain.

 
 
 
 	 
 Table 3.1. Blockchain in LMICs: Some applications in use or being developed

 
 

 
 	 
 Blockchain use

 
 	 
 Example

 
 

 
 
 
 	
 Promoting transparency and reducing frauds and corruption

 
 	
 •	South Africa’s Bankymoon allows public schools in Africa to use blockchain to crowdsource utility credits (ODR).

 •	Standard Chartered and DBS Group’s platform detects falsification and frauds in trade transactions (SRL)1

 •	MonetaGo: creates an invoice’s hash—if a trader submits the same invoice to more than one trade finance platforms, the hash will match, which raises a red flag.

 
 

 
 	
 Reducing friction and costs of property registration

 
 	
 •	Bitland’s land registry system based in Ghana (EPR).

 •	BitFury and Republic of Georgia agree to develop a system for registering land titles using blockchain (EPR).

 •	India’s Andhra Pradesh implements land recording project in Amaravati (EPR).

 
 

 
 	
 Promoting efficiency in international B2B trade and increasing access to trade and supply chain finance

 
 	
 •	Chained Finance is used by Foxconn to pay electronics suppliers on cryptocurrencies based on ethereum (ODG).)

 
 

 
 	
 Reducing costs and increasing efficiency in international payment systems

 
 	
 •	Ripple’s On-Demand Liquidity: XRP to send money faster at a lower fee (ODG).

 •	AlipayHK and GCash: real-time money transfer between Hong Kong and the Philippines at lower fees (ODG).

 •	Crypto-denominated international commerce (ODG).

 
 

 
 	
 Finance, banking, and Insurance

 
 	
 •	Saldo.mx’s microinsurance service (ODG).

 
 

 
 	
 Blockchain-based digital identity.

 
 	
 •	Sierra Leone’s blockchain-based National Digital Identity Platform developed by Kiva (ODG).

 
 

 
 	
 Note: In parentheses are indications of how the use cases have potential to address various causes of poverty by strengthening the rule of law (SRL), helping to enforce property rights (EPR) and creating opportunity for disadvantaged groups (ODG).

 1Chanjaroen and Boey, “Fraud in $4 trillion.”

 
 

 
 

 Blockchain solutions can help reduce fraudulent activities. To take an example, the use of fake export invoices to disguise cross-border capital flows is pervasive in China. Since China has maintained strict capital controls, some importers and exporters falsify transactions to move capital in and out of the country. Many banks do not check the authenticity of trade documents.303 From April to September 2014, China found US$10 billion in fake transactions.304 Some major fraud cases were in Qingdao, the world’s seventh-busiest port, where firms had used fake receipts to secure multiple loans against a single cargo of metal.305

 The Qingdao fraud involved 300,000 tons of aluminum, 20,000 tons of copper, and 80,000 tons of aluminum ingots.306 As a result of this scandal, Chinese banks charge higher interest rates and are less likely to provide collateral financing.307 Blockchain, though, can arguably stop such scandals.

 Recent high-profile fraud has increased blockchain’s attractiveness. The British multinational banking and financial services company Standard Chartered lost about US$200 million from Qingdao fraud. Standard Chartered teamed up with DBS Group and Singapore’s Infocomm Development Authority to develop a blockchain-based platform.308 Standard Chartered is a participant in blockchain-based trade finance platforms such as eTradeConnect and Bay Area Trade Finance Blockchain Platform.

 To take another example, the Reserve Bank of India licensed three entities—RXIL, A.TReDS, and M1xhange—to provide receivable financing to microbusinesses and small businesses. These three platforms wanted to share information to prevent fraud but also keep data private. Blockchain can help achieve this. Using blockchain it is possible to create a cryptographic representation of an invoice, known as a hash. A hash is an indecipherable text and does not reveal anything about the invoice. It is nearly impossible to Page 83 →convert a hash back to original data. If a trader submits the same invoice to more than one trade finance platform, the hash will be flagged. New York–based MonetaGo also hashes some invoice elements to prevent traders from modifying an invoice. An invoice with a high degree of similarity to another invoice already submitted to a different platform will not be rejected, but it will trigger an amber flag; then the trader is asked to explain.309 As of April 2022, MonetaGo made over 2.5 million transactions in India with a total value of INR 692.7793 billion (US$8.7 billion).310

 Detecting fake receipts has been a challenge for Chinese tax collectors, businesses, and state-run enterprises. In 2009, Chinese authorities detained 5,134 people and closed 1,045 fake invoice production sites. Likewise, in 2010, Chinese authorities took action against 1,593 criminal gangs and 74,833 enterprises that filed false invoices. From 2007 to 2012, the pharmaceutical company GlaxoSmithKline’s four senior executives at its China operation submitted fake receipts and defrauded the company and shareholders of millions of dollars.311

 Some financial technology companies aim to address this problem by providing blockchain-based systems for the reimbursement process (known as fapiao in Chinese). In August 2018, Tencent piloted a blockchain-based feature using WeChat Pay data to inform employers of employees’ purchases. Employees can use the system to automatically send transaction data to employers for reimbursement. The feature is expected to bring efficiency to the corporate expense reimbursement process and to reduce fraud and tax evasion.312

 Currently, reimbursement requires that merchants issue different receipts for purchases with the employer’s taxpayer ID and other information. Merchants manually enter this information to generate receipts and process Page 84 →additional paperwork.313 In December 2018, Tencent announced that qualified merchants can use WeChat’s blockchain-backed e-invoices.314

 Blockchain-based effective risk assessment tools have also been developed for banks. OneConnect, a fintech subsidiary of Ping An Group, has developed a blockchain-based platform for small and medium-sized banks.315 The solution can evaluate potential customers’ creditworthiness by extracting a wide range of company data at low cost and with less need for documentation and labor to process transactions.

 
 
 Reducing Frictions in Property Registration

 Blockchain can play a major role in improving the protection of property rights.316 Some potentially high-impact uses of blockchain are likely to be in improving property registry,317 and also securely managing land records and land tenure.318 A blockchain-based property registry system can reduce title fraud and guarantee title protection.319 Blockchain can reduce friction, conflict, and costs in property registration. Some have suggested that land-titling systems could be low-hanging fruit for blockchain applications,320 carried out in an inexpensive way.321

 Various benefits of blockchain in developing a national system for property management have been suggested.322 They include elimination of paperwork,Page 85 → reduction of fraud, and increase in speed with which transactions can be conducted.323

 Both actual and proposed implementations of blockchain for land registry systems in Honduras,324 Ghana,325 Georgia, India, and elsewhere have been given as examples of the technology’s benefits.326 With a blockchain-based land titling project, the government of Georgia aims to enable landowners to borrow against their land and engage in entrepreneurial activities.327 Economist Hernando de Soto was also involved in the development of a blockchain-based platform for property records in the country.

 In 2017, India’s Andhra Pradesh State collaborated with a Swedish startup, ChromaWay, to implement a blockchain-based land-recording project in the capital Amaravati. As of January 2018, about 100,000 land records were put in blockchain.328 A typical land record in blockchain includes 58 attributes:329 static attributes that describe the property such as unique ID, plot code, geo-coordinates, survey number, boundary information (e.g., neighboring plots, location in relation to roads or landmarks), and land classification, as well as dynamic attributes, such as owner (e.g., Aadhaar number) and mortgage information, right of first refusal, and litigation status. Events such as mutation, court case filing, court-issued stays, sale, approval of buildings, conversion of lands (e.g., from agricultural to commercial), mortgage, and owner’s death are also recorded. The system also provides flexibility to add new attributes in the future.330

 Page 86 →A U.S.-based platform for real estate registration, Bitland, announced the introduction of a blockchain-based land registry in Ghana, where 78% of land is unregistered.331 There is a long backlog of land-dispute cases in Ghanaian courts.332 Bitland records transactions securely with Global Positioning System (GPS) coordinates, written descriptions, and satellite photos. The process is expected to guarantee property rights and reduce corrupt practices. As of mid-2016, 24 communities in Ghana had expressed interest in the project.333

 Bitcoin company BitFury and the government of Georgia signed a deal to develop a system for registering land titles using the blockchain.334 To buy or sell land in the Republic of Georgia, currently the buyer and the seller go to a public registry house. They are required to pay between US$50 and US$200, which depends on the speed with which they want the transaction to be notarized. The pilot project will move this process onto the blockchain. The costs for buyer and seller are expected to be in the range of US$0.05-US$0.10.335

 Blockchain-based land registry is likely to be a major force in fighting poverty. For instance, due to poor land tenure regularization institutions, landlessness is a major predictor of poverty in India over other socioeconomic factors such as caste or illiteracy.336 Poor people can access financing more easily by showing their land ownership documents.

 
 
 Promoting Efficiency and Access to International Trade and Financing

 The global trade finance market, valued at US$18 trillion, is likely to be transformed by blockchain’s disintermediation and other efficiency measures. A current challenge is that there is a big gap between the demand Page 87 →and supply of trade financing. According to the Asian Development Bank (ADB), the global trade finance gap was US$1.5 trillion, or 10% of merchandise trade volume in 2018. This gap is expected to increase to US$2.4 trillion by 2025.337

 First, the global trade finance market relies on paper documentation for most processes. A typical cross-border transaction involves many parties. A letter of credit (LC)—a promise to pay for goods if certain conditions are fulfilled—is sent to the exporter by the importer’s bank. After receiving the LC, the exporter ships the goods. The bank faces the risk that the importer may be unable or unwilling to pay. The exporter then presents proof of shipping to get financing from its bank, which is paid directly by the importer’s bank. Estimates suggest that, on average, a single cross-border trade transaction involves the exchange of 36 documents338 to 40 documents339 As many as 240 copies of documents need to be exchanged among various parties, such as financiers, logistics providers, customs officers, and warehouse managers.340

 Paper-based methods such as letters of credit and factoring account for about US$5 trillion of annual trade worldwide.341 It costs 1%–3% of a trade’s value to buy a LC. Paper documents need to be physically exchanged, an extremely slow process that became especially apparent during the COVID-19 pandemic. Documents such as letters of credit, bills of lading, and invoices are normally carried in the cargo holds of passenger aircraft. Most passenger flights, though, could not operate during the COVID-19 pandemic. Millions of documents related to cross-border trade transactions were forced to move to alternative means, such as ships, to reach their destinations. However, many could not be delivered to banks, which were closed. Due to the emergency nature of the situation, many banks started accepting scanned signatures and documents. While electronic documents show Page 88 →superior performance in terms of speed, their proneness to fraud has been a big concern among banks and other players. Blockchain has clear security benefits in this regard.342

 Factors are key intermediary players in the global trade finance market. They offer money to exporters. Based on promised future payments, exporters borrow from factors. Exporting firms make an outright sale of accounts receivable to factors in order to maintain liquidity. For instance, a Chinese exporter selling to Walmart can take the invoice for those goods to a factor, which pays the exporter right away. For a US$100 invoice, the factor may pay as little as US$90. The upshot is that buyers such as Walmart pay higher for goods they buy from sellers in the developing world. The global factoring market is estimated at over US$2 trillion annually.343

 Several companies have created blockchain-based products to address inefficiencies in B2B trade and supply chain financing.344 The products are expected to eliminate intermediaries and financiers. For example, buyers and sellers agree on the terms of a deal, then blockchain tracks and manages the transaction from start to finish. In March 2017, China’s internet financial services company Dianrong and FnConn, the Chinese subsidiary of the Taiwanese electronics manufacturer Foxconn, launched Chained Finance, China’s first blockchain platform for supply chain finance.345 Electronics, auto manufacturing, and clothing companies facing difficulties in accessing supply chain financing are the test markets for Chained Finance.346 Instead of charging suppliers, Chained Finance charges peer-to-peer (P2P) lenders a fee to access to the system. Using the platform, nonbank lenders can make direct loans in supply chains worldwide.347 Before launch, the two companies had successfully completed a pilot project and proof of concept to secure US$6.5 millionPage 89 → in funding for Chinese SMEs. Different levels of suppliers are expected to be connected to the system of Chained Finance, and the company aims to expand to other developing economies. As of early 2020, more than 20 electronics suppliers were being paid on Ethereum-based cryptocurrency. The company reported that financing costs reduced from 24% per year to 10% and the time needed to get funding from seven days to one.348

 
 
 Reducing Costs and Increasing Efficiency in International Payment Systems

 The transaction costs of remittances, especially small ones, are very high. Immigrants use transfer services such as Western Union, which cost as much as 7% of the transfer amount.349 To transfer 300 rand from South Africa to neighboring countries, transfer fees varied from 35 to 68.2 rand by bank draft, from 19.2 to 62.5 rand by electronic transfer, and from 25.3 rand by MoneyGram and 6.2 rand by iKobo’s services.350 For small business involved in international trade, the costs of acquiring major international currencies such as dollars and euros are high.

 Blockchain fundamentally transforming the international remittance market. As an example, Ripple’s On-Demand Liquidity leverages XRP (the payment network’s cryptocurrency) to send money faster and at a lower fee.351 Some users of RippleNet in Global South economies include Vietnam’s TPBank, Pakistan’s Faysal Bank,352 the National Bank of Egypt,353 and Thailand’s Siam Commercial Bank.354 The Siam Commercial Bank has teamed up with the digital money-transfer provider Azimo to use RippleNet.Page 90 → Using nonblockchain solutions, settling a remittance sent from Europe to Thailand takes more than one business day. With RippleNet, Siam Commercial Bank clears pounds and euros into Thai baht in less than a minute.355 Using on-demand liquidity, banks can avoid pre-funding;356 this lets them settle remittances quickly.357 On-demand liquidity is especially attractive to payment companies and nonbanking institutions that are required to open overseas accounts to fund their transfers. Many such institutions face difficulties opening overseas bank accounts due to concerns related to money laundering.358

 In November 2019, Thailand’s Siam Commercial Bank announced that it launched an AI-based robo-adviser to manage investment portfolios. The robo-adviser makes decisions for investors based on market conditions and their risk preference. Consumers can start using the service with just US$100 in initial investment. By 2019, the bank had invested US$1.3 billion in AI, digital platforms, and other technology as part of its four-year capital spending program.359 Siam Commercial Bank expected that the new system would result in 100,000 new accounts by 2020.360

 As another example of a low-cost, fast remittance system based on blockchain, in 2018, Ant Financial introduced a blockchain-based cross-border remittance system. AlipayHK and the Philippines-based mobile money company GCash teamed up to offer real-time money transfer between Hong Kong and the Philippines, with significantly lower fees and higher speed and efficiency than traditional transfer services.361 Standard Chartered Bank was part of the initiative. Customers make a few clicks with AlipayHK and the money reaches the GCash user’s account in seconds. When a user submits a remittance application, all network participants, including AlipayHK, Page 91 →GCash, and Standard Chartered Bank, get notification. The sender and receiver can track the money during the entire process.362

 Crypto-denominated international commerce, which has become increasingly common,363 has increased efficiency in international payments. Small businesses in developing countries have reported that speed and efficiency can be greatly improved by making payments in cryptocurrencies rather than major international currencies. A Nigerian vendor of phones and accessories, who sources his products from China and the United Arab Emirates, reported that his Chinese suppliers prefer payments in cryptocurrency. He started doing so, which increased his profits because he did not have to buy US dollars or pay expensive fees to money-transfer agencies.

 With such practical uses, especially for developing economies, bitcoin’s use is growing. For instance, according to U.S. blockchain research firm Chainalysis, monthly cryptocurrency transfers of under US$10,000, which are typically made by individuals and small businesses, to and from Africa increased by more than 55% during June 2019–June 2020, to reach US$316 million.364

 Chainalysis showed a similar pattern in Latin America. During June 2019–June 2020, Latin America sent US$25 billion worth of cryptocurrency and received US$24 billion.365 The data showed that East Asia was Latin America’s significant counterparty.366 The blockchain research firm’s interviews with Latin America–based cryptocurrency operators indicated that many payments were commercial transactions between East Asian exporters and Latin American importers. A Paraguay-based cryptocurrency exchange explained that businesses in Paraguay import significant goods from China, some of which are then exported to other countries such as Brazil. Many importers make payments using bitcoin because of the speed and ease of settling payments. Due to concerns related to money laundering, banks in Paraguay are reluctant to do businesses with many companies. The Page 92 →banking application process is complex, which requires many supporting documents and takes a long time. Moreover, even if a business’s application to make a payment in international currency is approved, wire transfers are costly. Moreover, by making payments in cryptocurrencies, they can avoid import taxes.367

 
 
 Finance, Banking, and Insurance

 In the insurance sector, blockchain may provide risk managers with an effective way to protect individuals and companies from uncertain loss or catastrophe. Insurance and derivatives can be used to control or minimize risk factors associated with unpredictable or uncontrollable events. By supporting decentralized insurance models, blockchain may make derivatives more transparent. A meaningful risk management process can be designed using reputational systems based on individuals’ social and economic capital and online behavior.368 Blockchain-based insurance, for example, is connected to big data, the IoT, and health trackers to ensure better pricing and risk assessment.369

 The IoT makes it easier for cars, electronic devices, and home appliances to have their own insurance policies. Using blockchain, these devices can be registered and their insurance policies administered by smart contracts. Damage is automatically detected, which triggers the repair process, claims, and payments.370 Payouts are made against the insurable event, and the policyholder does not have to a make a claim. The insurer does not need to administer claims. The costs of claims processing drops close to zero. Even more important, there is less likelihood of fraud.371

 Page 93 →Some blockchain-based insurance products have been launched that target the B4B. To take an example, the Mexican mobile payment platform Saldo.mx launched a microinsurance service, Consuelo, which allows users to buy blockchain-powered health and life insurance policies. The target groups are Mexican living in country as well as in the diaspora.372

 Some innovative blockchain solutions have helped drive financial inclusion. Blockchain-based solutions make peer-to-peer lending possible by directly connecting lenders and borrowers, thereby eliminating the need for intermediaries. Consider Kiva. The company does not make direct loans. While some investors mistakenly think that Kiva offers direct person-to-person connections, it actually works with local microfinance institutions (MFIs). Kiva conducts audits of its field partners to ensure that low-income groups are not exploited. However, due to high overhead costs and other inefficiencies, Kiva field partners charge exorbitantly high interest rates. For instance, according to Female Founder Stories, which publishes interviews and insights from the female alumni of the accelerator YCombinator, a Kiva field partner in Senegal was reported to charge an interest rate of 40% . Such loans could be made more affordable by eliminating intermediaries such as Kiva field partners.

 Central bank digital currencies (CBDCs), many of which are based on blockchain, can also promote financial inclusion.373 The International Monetary Fund argues that CBDCs offer great promise for reaching marginalized groups.374 A retail CBDC system—in which a central bank issues digital currency directly, without need for traditional bank accounts—could be a game changer in eliminating poverty. This can be achieved through the establishment of an inclusive digital payment ecosystem and creation of financial data identities. For instance, individuals can have a CBDC account on the central bank’s ledger. A digital wallet application linked to the account through application program interfaces (APIs) can allow users to access their account and engage in transactions.375 In China, for instance, Page 94 →since the digital yuan is highly traceable, the country’s central bank, People’s Bank of China (PBOC), can monitor the flow of money in the economy.376 This allows the government to deliver targeted programs to improve the well-being of high-risk groups such as SMEs and low-income households.

 
 
 Blockchain-Based Digital Identity

 According to the World Bank’s ID4D database, 1 billion people lack any form of identification. An additional 3.4 billion people have some type of identification but lack the ability to use it in the digital world.377 Identity management is thus a big issue. In financial institutions, the ability to prove someone is who they say they are is very important for increasing the accuracy of risk assessment and reducing fraud.378 Potential borrowers in many Global South economies cannot prove who they are, which is among the main reasons many low-income people lack access to financial services.

 Blockchain might address the lack of formal identity documents and can play a major role in creating secure digital identities.379 Since ID cards in many countries are paper, which can be easily forged, blockchain solutions have significant potential to reduce fraudulent activities. Blockchain increases the ability to get a secure and authentic identity proof at a low cost. As explained in chapter 1, BanQu’s blockchain-based verifiable digital identity for the poverty market is expected to help marginalized groups establish ownership, business assets, and production values and help them engage in economic transactions.

 Some LMICs have started working on blockchain-based ID, which Page 95 →is likely to benefit the B4B. In August 2019, Sierra Leone launched the blockchain-based National Digital Identity Platform developed by Kiva.380 Kiva worked with the UN Capital Development Fund and the UN Development Program to develop the platform. Kiva’s blockchain protocol aims to address two major barriers that hinders low-income people’s access to financial services: formal identification and verifiable credit history.381

 
 
 
 Blockchain Diffusion

 
 Activities of Foreign Multinationals

 Blockchain companies from the industrialized world are making inroads into developing economies. In this section, two examples are given to illustrate how such activities have facilitated the use of blockchain in these economies.

 In 2017, the British-Dutch multinational consumer goods company Unilever announced that it had teamed up with British supermarket chain Sainsbury, packaging company Sappi and three global financial services companies—BNP Paribas, Barclays, and Standard Chartered—to develop a blockchain platform to track sustainability practices in its supply chains. The initial year-long project started with US$700,000 in funding from the U.K.’s Department for International Development and private sources to track two categories of products: tea supplies used by Unilever and Sainsbury’s and wood fibers in certain Sappi packaging solutions. The plan was to start with a system to track and verify contracts for farmers in Malawi who supplied tea to Unilever and Sainsbury. Financial incentives were offered to the tea farmers for feeding social or ecological data into the blockchain system.382

 Tea is Malawi’s second-biggest agricultural export, after tobacco. The initiative is expected to reach up to 10,000 farmers. The group announced that Page 96 →preferential pricing would be applied to farms that engage in sustainable farming methods, which increase harvests without using more land. The banks would finance farms that utilize sustainable farming methods.383

 Provenance, the blockchain-enabled fintech startup Halotrade, and the real estate development company Meridia developed the “Trado model,” which facilitates data-sharing among producers, consumers, and supply chain players.384 The Trado model was first piloted in the tea supply chain in collaboration with the Lujeri Tea Estate in Malawi. It made farming data from smallholder farmers directly accessible to Unilever. Data related to tea leaf production, social impact, and sustainability credentials were recorded in the Provenance platform. Using data related to the availability of goods, Unilever supported the release of payment earlier. The 18-month pilot found that Unilever and Sainsbury’s could increase supply chain transparency with the data.385 It reduced the period of expensive financing for upstream partners. The transactions take place using a bank’s regular supply chain finance process, so results in minimal disturbance to the banks’ businesses.386

 The resulted savings were invested to fund projects such as a field school for local farmers to provide training in sustainable practices. Local NGOs confirmed payment distributions to the school and recorded impact progress on the blockchain.387

 As a second example, consider Easy Trading Connect (ETC), the trade finance solution launched in February 2017 by the multinational bank ING and the French multinational investment bank and financial services company Société Générale. The trial took place on a transaction between the two banks and Mercuria, a Switzerland-based global commodities trading corporation, involving an oil cargo shipment containing African crude sold to the Chinese petrochemical company ChemChina. According to the two banks, the solution performed well in terms of assessment criteria, such as elimination of document fraud, lower costs, and improved efficiency. The trade involved the banks, traders, an agent, and an inspector.388 The prototype allowed all parties Page 97 →to execute their roles directly on the platform and reduced the time for the bank to execute its role in the transaction to 25 minutes from an average of three hours.389 While this test was for an oil transaction, the steps involved in trades of other commodities are the same, which would allow the platform to easily scale.390 It also reportedly led to cost savings up to 30%.391

 ING and Société Générale were negotiating with traders in the liquefied natural gas industry to test the solution.392 Other economies in Africa and other parts of the world, as well as other commodities sectors, are thus likely to benefit from solutions like this.

 An enhanced version of the ETC was used to conduct a live agricultural commodity trading transaction in January 2018 that involved 60,000 tons of soybeans sold by the global merchant Louis Dreyfus Company to China’s Shandong Bohi Industry. All relevant documents, such as sales contract, LC, and certificates, were digitized. The U.S. Department of Agriculture provided data on phyto-sanitary certificates. Russell Marine Group and Blue Water Shipping issued other required certificates. ING, Société Générale, and ABN Amro had issued and confirmed the LC.393 It led to a shorter cash cycle.

 The three banks—ING, Société Générale and ABN AMRO—which started ETC were among the 15 shareholders of the independent venture komgo, started in August 2018 to digitize and streamline commodity trade finance.394 Among major clients, Sberbank Switzerland AG, a subsidiary of Russia’s largest bank, Sberbank, signed an agreement with komgo to apply its blockchain-powered trade financing service.395

 
 
 Page 98 →Local Entrepreneurial Activities

 In some LMICs, entrepreneurial activities in blockchain are rapidly rising. For instance, China has become a global epicenter of blockchain-related activities. As early as in 2018, the country had more new blockchain companies than the United States.396 According to the blockchain and crypto data platform LongHash, as of August 2020, there were more than 84,410 registered blockchain companies in China, and 29,340 of them were in operation. About 10,000 of them were registered in the first seven months of 2020.397 Likewise, as of 2021, Africa had 60 active cryptocurrency exchanges platforms that focused on diverse activities such as P2P transactions and trade financing.398 To take an example, the Kenyan fintech firm Pezesha, which specializes in micro-, small-, and medium-sized enterprise (MSME) credit scoring and loan origination, developed a crypto-based solution to allow global lenders to invest in Africa. Foreign lenders can send stablecoin in U.S. dollars for conversion to Kenyan shillings. As of March 2022, Pezesha had facilitated 3,751 loans in Kenya and 344 in Ghana.399 Since MSMEs bring benefits to the poor,400 startups such as Pezesha play a key role in poverty alleviation.

 
 
 Innovative Activities in Blockchain

 Some LMICs have invested in intangible assets such as patents and research and development. For instance, China has consistently ranked as the world leader in blockchain patent filing. While some argue that patents are irrelevant in blockchain, others argue that patents reflect technological or innovative activities and output, which are key in private and hybrid blockchains.401Page 99 → China’s global dominance in blockchain patents has implications for blockchain-based solutions in the global market. For instance, according to the intellectual property media outlet IPRDaily and the patent database incoPat, in 2019, Chinese companies took the top three spots (Alibaba, Tencent, and Ping An) in the number of blockchain patents filed. Chinese companies also accounted for 7 of the top 10 and 19 of the top 30 firms.402

 
 
 Favorable Policies for Developing Blockchain Ecosystems

 Some LMICs have formulated and implemented favorable policies for developing blockchain ecosystems. For instance, China’s 13th Five-Year Plan on Informatisation from 2016 to 2020 has focused on advanced technologies, such as big data, AI, and blockchain. The plan has listed blockchain technologies among the main development directions.403 In the second half of 2016, the Chinese government also published a white paper that laid out key milestones for blockchain’s development and emphasized the importance of “quick response and reasonable planning” to influence the international standardization of blockchain. The report set a deadline of April 2017 for pilots using blockchain standards developed by the group.404 Likewise, the influential policy document—No. 1 Central Document,405 released on February 5, 2017, has given due recognition to agricultural innovation as a priority area, especially quality supervision and standards. Policy analysts have argued that this is an indication of a very high level of official support for blockchain deployment in the food industry.406

 Page 100 →Likewise, the government of Mauritius has devoted resources to develop the blockchain ecosystem. Mauritius has collaborated with the private sector in country and internationally.407 The government and the blockchain software technology firm ConsenSys were exploring potential collaboration to establish the foundational elements of a blockchain ecosystem, including “know your customer,” or KYC, rules, digital identity, and title registries. In the subsequent phase, it plans to help the country to build a talent pool of developers, entrepreneurs, executives, and regulators to further enrich the ecosystem.408 The Mauritius government and ConsenSys were reported to be exploring the possibility of opening a ConsenSys Academy in Mauritius.409 ConsenSys Academy Dubai’s first class of Ethereum blockchain developers graduated in 2017.

 
 
 
 Conclusion

 Although it can be argued that it is the interest of providers of blockchain-related services to exaggerate the potential benefits of this technology, the analysis here suggests that blockchain, in combination with other technologies, such as the IoT and cloud computing, can drive economic, social, and political transformations in developing economies. Among the most attractive features of blockchain is that once a record is created, it is almost impossible to be tampered with or forged. Blockchain will thus make data secure. Transactions can also be conducted to achieve any degree of privacy or openness. Some application areas include land registration and donation and payment tracking. Cryptocurrencies as an interoperable system can more easily convert various currencies and facilitate cross-border trade.

 Programs such as Kiva’s blockchain-based IDs are a first step to improve access to finance for low-income populations. True decentralization will Page 101 →be complete when impact investors and philanthropic funders can directly reach low-income groups with cryptocurrencies.

 Blockchain helps prevent corrupt officials from engaging in fraudulent activities. Organizations can make sure that their business partners play by rules. Services providers can make sure that people are who they say they are when they enroll and participate in various services. These features are of special interest in developing economies, which can lack effective and trustworthy institutions.

 LMICs need to deal with various challenges and bottlenecks in successful deployment of blockchain. Powerful actors that are against transparency and openness may oppose blockchain. In the land ownership example, blockchain can increase the transparency of land ownership and records and make it difficult or impossible for corrupt officials to alter land registries after the records are on the blockchain. Nonetheless, blockchain cannot address corruption in decisions about how land is registered in the ledger.

 The widespread adoption of blockchain may enhance a country’s image. For instance, the Republic of Georgia has been promoting itself as a corruption free-country with modern and transparent governance.

 Blockchain is particularly suitable for detecting widespread fraud in industries such as insurance and banking. Blockchain makes it possible for donors to directly make payments to the causes they are passionate about, and without depending on other organizations to act as intermediaries. In this way blockchain helps prevent the misuse and abuse of donor money.

 Blockchain is especially likely to make contract enforcements more efficient and effective. For instance, a blockchain-based life or health insurance contract can be a powerful tool: it is possible to automatically activate a policy based on diagnosis. For instance, if a diagnosis indicates the existence of a triggering condition for the policy that is written in the smart contract, the information is fed to the blockchain. The smart contract automatically authorizes payments based on the policy. Smart contracts can also act as a warranty for a down payment to the medical service provider, and there is no need to have a previous contractual relationship between the medical service provider and the insurance company. In this way, smart contracts drastically reduce administrative costs.

 Blockchain applications are in a nascent stage of development. Rather than viewing them as a self-contained phenomenon, they must be seen against the backdrop of economic and institutional realities facing developing economies. There are many possible uses of the blockchain, and several Page 102 →channels and mechanisms through which developing economies may benefit. In practice, however, a number of challenges stand in the way of implementation and practical results. Blockchain-based innovations and business models are as yet far from inclusive with regard to SMEs in developing economies. If the technology is properly developed, utilized, and implemented, some of the institutional bottlenecks can be alleviated. Overall, blockchain can unlock entrepreneurship opportunities.

 
 
 
 
 
 Page 103 →Chapter 4
 Remote Sensing and Satellite Imagery

 
 During the COVID-19 lockdown in Togo in March 2020, the country’s president wanted to send cash payments of around US$20 per person to about 525,000 Togolese households that were poor or vulnerable to poverty. However, a big challenge was that Togo lacks accurate data related to the economic situations of specific households.410 Togo conducted its fourth General Population and Housing Census in 2010, its first census carried out in 29 years. The Census planned in 1991 and others after that were not held due to social unrest and other national political situations. Major international donors had suspended operations in the country.411 And collecting required information during a pandemic is extremely challenging.

 The Peruvian government’s efforts to help vulnerable groups with emergency funds during the COVID-19 pandemic faced similar challenges. About 10 million Peruvians depend on agriculture for their livelihood. They lacked channels to sell their produce due to high costs or unavailability of transportation during the lockdown. On March 16, 2020, the president announced a plan to send 380 soles (US$110) to each family in poverty or extreme poverty, and to independent workers who were unable to work.412 Subsequently, the Ministry of Labor and Employment Promotion provided Page 104 →additional 380 soles, increasing the total amount to 760 soles.413 The two direct payments did not reach vulnerable populations, such as indigenous Andean farmers.414 A major difficulty in this was that the government lacked information about the families targeted by the emergency funds and where they lived.

 The governments of Togo and Peru turned to satellite imagery and remote-sensing data to locate the vulnerable groups. Man-made satellites are machines launched into space that orbit Earth.415 Remote sensing involves the satellite (or an aircraft) detecting and monitoring an area’s physical characteristics by measuring and interpreting the radiation reflected from it. Typically, cameras installed in satellites or aircraft are used for this purpose.416 Remote sensing is another major 4R technology that can overcome the limitations associated with the unavailability of important data.

 Currently, about 2,200 satellites orbit Earth.417 They are of many types, such as Earth observation, communications, navigation, and weather. In mid-2019, there were 768 satellites that produced images.418 Telecommunications companies are launching dozens of new satellites with a goal of providing high-speed broadband internet access to the entire world population. By 2025, an additional 1,100 satellites are expected to be added annually, compared to 365 in 2018.419 Estimates suggest that 50,000 additional satellitesPage 105 → will be launched during 2020–2030.420

 Every day, Earth observation satellites gather huge amounts of data about Earth’s physical, chemical, and biological characteristics. The data are used for civil, military, and commercial activities. These satellites provide the same richness of data for remote areas of the least developed countries as for urban areas of developed countries. Thus, the data divide does not exist for data produced by Earth observation satellites.

 Satellites can generate rich data that can be used to address, social, humanitarian, economic, and environmental problems facing the B4B. For instance, using high-resolution commercial satellite data, it is possible to identity small objects, such as individual houses and cars.421 One company providing such solutions is the Colorado-based space technology company Maxar, which sells the highest-resolution imagery to its clients, which include governments, corporations, and nonprofits. In one case, its WorldView-2 satellite produced images with a resolution of 46 centimeters.422

 Remote sensing holds special significance for developing countries, especially in the face of two data-related challenges: outdated or low-quality census data and the lack of essential details in standard maps. First, in many developing countries, there is a lack of accurate and current data about the population. For instance, Nigeria’s population is estimated in the range of 180 million to 200 million, but not even the president knows the country’s exact population size. The country’s last census took place in 2006. The plan for the next census has not been implemented due to lack of funding. It has also been argued that, due to survey malpractices, the 2006 census lacks validity and cannot be trusted.423

 Second, the quality of standard maps suffers because these countries lack resources, technology, and skilled staff. While maps are constructed to represent physical space, the reality is that objects represented by a map are different from the truth on the ground. What exists on a map is a function of map producers’ goals, incentives, motivations, and economic and strategic environments.424 Also important are the costs of mapmaking, the nature of Page 106 →the demand for maps, and innovations in mapmaking technology.425

 Developing and developed countries clearly demonstrate differences in terms of these factors. The U.S. Census Bureau combines advanced satellite technology, other geospatial mapping tools, and visits by real people in its survey. Each year, the U.S. spends more than US$250 million on the American Community Survey (ACS), a door-to-door study to collect demographic factors such as race, gender, education, occupation, and unemployment rates.426

 With these efforts, even the smallest settlement in the most remote area and all homes in the U.S. can be mapped.427 These levels of detail are not shown in standard maps of most developing countries. There has been a lack of efforts and resources to develop useful maps in these countries. For instance, despite some efforts in the past to extract health service providers by OpenStreetMap and the Global Healthsites Mapping Project (https://www.healthsites.io), Sub-Saharan Africa has no georeferenced, comprehensive public health facility inventory.428 Overall, 4 billion people in the world live in places that have no street names or numbers.429

 This discussion suggests that current standard maps and survey data do not provide answers to simple questions about how many people live in a location and who they are. Moreover, the added value of satellite data stems from the fact that remote communities and vulnerable groups are less likely to generate contents such as social media posts which help evaluate, respond to, and monitor the effects and recovery from pandemics. For instance, in communities that are connected to the internet, online media reports, social media activities, and clinical reports can help understand the patterns and Page 107 →predict the spread of infections. They can also be used to plan and track the impact of different policies. On the contrary, a large proportion of populations living in remote areas do not generate any digital footprints. According to the International Telecommunication Union (ITU), as of 2019, only 57% of the world’s population was using the internet. The proportions of populations with internet access were 47% for developing countries and 12% for LDCs.

 Remote-sensing technologies hold great promise in this regard, representing an important source of information critical for health, survival, and well-being for vulnerable groups living in remote communities. Predicting pandemics and disasters, and helping remote communities affected by such risks, is among the most compelling role of these technologies.

 From the perspective of remote communities, remote-sensing technologies have many attractive features. Remote-sensing data are available at a global scale. Satellites cover Earth’s entire surface, including hard-to-reach areas. Satellite data are collected with significantly higher frequency than household survey data. A satellite may also have observation data on the same location at around the same time every day. It is thus possible to collect data systematically over time.430 Such data offer more granular geographic insights into site-specific settings such as hospitals, schools, and homes.431

 In the past, most developing countries could not utilize satellite imagery data due to technological and financial barriers. One reason is that the satellite image files often are of large size. Only well-equipped labs could process and analyze the satellite data. In this regard, recent scientific and technological developments have been highly encouraging, and this has increased the attractiveness of satellite imagery data to address diverse challenges facing the developing world. For instance, cloud computing platforms such as Google Earth Engine (GEE) have changed the unfavorable economics of satellite images for remote communities. A desktop computer with an internet connection is sufficient to access and analyze satellite data. GEE provides large and rich datasets that include data from satellites such as NASA and the U.S. Geological Survey’s Landsat and MODIS technology, and the intergovernmental European Space Agency’s (ESA) Sentinel 1 and Page 108 →2 satellites.432 It also has nonsatellite data related to climate and topography. Moreover, GEE is free for noncommercial uses.433 Despite these encouraging developments, scientists, policymakers, and businesses have not even scratched the surface of satellite imagery data for the economic and social benefits of remote communities. However, the COVID-19 pandemic has highlighted the importance of remote sensing and satellite imagery.

 
 How Remote Sensing Works

 Figure 4.1 shows the key steps and processes involved in remote sensing. First, an energy source illuminates electromagnetic energy to the target of interest or provides such energy.434 The energy then travels from its source to the target by interacting with and passing through the atmosphere. The energy then interacts with the target. The energy that has been scattered by or emitted from the target, which again interacts with and passes through the atmosphere, is then recorded by a remote sensor.

 The energy recorded by the remote sensor is transmitted to a receiving and processing station, often in electronic form. The data are processed into an image. The next step involves interpreting and analyzing the processed image to extract information about the target. The final step is to apply the information extracted from the imagery about the target. The information can help better understand the image and may reveal information that was not known before. The information can also help in solving a particular problem.

 
 
 Amplified Benefits of Combining Technologies

 Page 109 →Remote-sensing technologies have amplified benefits beyond their direct effects when combined with other technologies. Specifically, the usefulness of remote-sensing data is improved by recent developments in ML and AI.435 For instance, in the case of crisis, such as the COVID-19 pandemic, the use of ML and AI to analyze satellite images could revolutionize the way vulnerable groups can be tracked and assistance provided.

 Image data are inherently high-dimensional because each image contains thousands of pixels. Each pixel represents different information or traits436 High levels of accuracy have been achieved using satellite imagery data combining with ML. The global security and aerospace company Lockheed Martin has claimed that its system has over 90% accuracy in identifying characteristics of an object or target. This accuracy is comparable to the commonly used deep-learning algorithm in the medical field—known as convolution neural network—that assists in disease diagnosis and is reported to yield accuracy of over 90% in diagnosing and providing treatment suggestions.437 Lockheed Martin’s self-learning model recognizes ships, airplanes, buildings, seaports, and many other commercial categories.438 Likewise, in a study that combined satellite imagery and deep learning to identify rural and remote communities, the researchers reported a positive predictive value of 86.47%.439

 Blockchain can further increase the value of satellite data. For instance, blockchain-based smart contracts make it possible for owners of satellites and those that need their services to autonomously negotiate. Transactions can be completed based on predetermined criteria, such as the price a customer pays to access and download an image. It is also possible for users and satellite owners to dynamically create new services, with the revenue used to Page 110 →pay for launching them, insurance premiums, and other costs.440
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 Figure 4.1. Key steps in remote sensing

 
 
Follow for extended description

 Some companies are also developing solutions involving satellite images, blockchain, and AI that reward sustainable farming practices (In Focus 4.1). One such example is Oracle’s partnership with the World Bee Project to help farmers manage bee populations and pollinator habitats. The plan is to take farm images with drones or satellites and utilize AI-based image recognition to evaluate whether the way a farmland is managed sustainably supports bee colonies and other pollinators.441 Research has indicated that farms that allocate a certain proportion of their land to plant flowering crops can increase crop yields by up to 79% due to pollination by bees. An eco-label certificate can be issued to farmers, too. The certification can be stored in a blockchain so that all supply chain partners can see its journey to the retailer.

 
 
 Page 111 →In Focus 4.1: Bext360’s Tracking of Coffee Supply Chains through Satellite Images, Blockchain, and AI

 

 The Denver, Colorado-based startup Bext360 has kiosks in Uganda that evaluate coffee beans using “Bextmachines.” A Bextmachine is a Coinstar-like device that employs smart image recognition, machine vision, AI, IoT, and blockchain to grade and track coffee beans. It takes a three-dimensional scan of each bean’s outer fruit.442 Bextmachines analyze farmers’ coffee cherries and coffee parchment deposited at collection stations and sort them to assess quality. Farmers that supply bigger and riper cherries are paid more. Bext360’s systems store data related to transaction time, date, and location, as well as amount of payment, indicators related to sustainable sourcing, and satellite imagery to show if producers are polluting water.443

 The Bextmachines link the output to cryptotokens that represent the coffee’s value. New tokens are automatically created when the product passes through the supply chain. The values of tokens increase at each successive stage of the supply chain.444

 Using a mobile app, parties can negotiate a fair price.445 Farmers get paid immediately via the app, which also verifies the identity of the person selling the products. Using Bext360’s API, intermediaries such as wholesalers and retailers embed the technology into their websites, marketing, and point of sale. This level of transparency may not be possible without blockchain. In April 2018, the world’s first blockchain-traced coffee tracked by Bext360’s solution was sold.

 The company started its pilot program in November 2017. In the same month, it teamed up with the Dutch startup Moyee Coffee and the FairChain Foundation to produce the blockchain-traced coffee Token. By June 2018, 60,000 kilograms of coffee from Ethiopia were exported to Amsterdam. The system provides proof that the farmer was paid a living wage.446 Moyee’s plan is to launch Page 112 →Token in coffee-producing countries such as Kenya, Colombia, and Rwanda.447

 The program also includes indicators related to sustainable sourcing and satellite images to show if producers are polluting water.448 The combination of different technologies can help reveal the truth about sustainability practices.

 
 
 
 Disasters Like the COVID-19 Pandemic

 In Table 4.1, I summarize the usefulness of satellite imagery to remote communities to predict, evaluate, respond to, and monitor the effects and recovery from infectious diseases and pandemics. As the table makes clear, the value of satellite data was especially evident during the COVID-19 pandemic. As noted, this technology has attracted the attention of governments in some developing countries and NGOs. Data are being utilized to address health, social, humanitarian, economic, and environmental problems facing the world during the pandemic.

 
 Predicting and Preventing Pandemics and Infectious Diseases

 Infectious diseases are estimated to kill over 15 million people worldwide every year.449 A significant proportion of those deaths can be prevented with the appropriate use of remote-sensing technologies. One example is onchocerciasis, or “river blindness,” a tropical disease that infects over 20 million people each year and blinds about 1 million. Black flies that breed in fast-flowing rivers and streams in remote communities transmit it. Real-time satellite imagery of river flows can help assess the risk of parasitic transmission and send health workers to high-risk areas. The Earth imaging company Page 113 →Planet’s advanced analytical feeds automatically identify roads and buildings in its satellite imagery. These tools play a key role in identifying populations that face risk of exposure to pandemic such as COVID-19. Satellite imagery can also locate and track the construction of testing and health facilities, mobilization centers, new hospitals, and other public health infrastructure.450

 Satellite data can play a key role in stopping pandemics before they start. Most viruses causing pandemics spread from animals to humans either directly or indirectly (e.g., through livestock). Satellite imagery can help identify areas that have high probabilities of humans coming in contact with wild animals. For instance, it has been found that deforestation in Uganda has led to an increase in the emergence of animal-to-human diseases.451 Deforestation destroys the natural habitat of wild animals and increase the chances that they come in contact with humans and transmit infectious diseases.

 Viruses and pathogens that transmit diseases are not visible to the satellites. However, scientists have identified various proxy indicators that satellites can see that play a key role in modeling, and monitoring the growth of viruses and pathogens that lead to pandemics.452 To take an example, cholera is transmitted by V. cholerae, a bacterium that is attached to small organisms known as copepods that drift in salt water and fresh water.453 Epidemic risk from cholera increases if people drink untreated water contaminated with V. cholerae-associated copepods. Copepods feed upon microscopic marine algae known as phytoplankton, which grow and reproduce more rapidly during seasons with high sea surface temperature (SST).454 Researchers used data from the NASA Sea-Viewing Wide Field of View Sensor (SeaWiFS) and temperature data from the Advanced Very-High-Resolution Radiometer (AVHRR) of the National Oceanic and Atmospheric Administration. Page 115 →The authors demonstrated that phytoplankton blooms can be used as a proxy measure for the expansion of V. cholerae-associated copepods in the Bay of Bengal.

 Page 114 →Table 4.1. Usefulness to remote communities of satellite imagery to predict, evaluate, respond to, and monitor the effects and recovery from pandemics
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 Predicting and preventing pandemics and infectious diseases before they start

 
 	
 Identifying areas that have high probabilities of humans coming in contact with wild animals

 Looking at “proxy indicators” to model and monitor the growth of viruses and pathogens that lead to pandemics

 
 	
 Indicators associated with phytoplankton blooms used as a proxy measure for the expansion of V. cholerae-associated copepods in the Bay of Bengal.

 
 

 
 	
 Stopping the spread of pandemics

 
 	
 Satellite technologies can be used to people’s compliance with quarantine, track patients’ position and guarantee large-scale disinfection missions

 
 	
 China: BeiDou used to dispatch over 10,000 disinfection drones to perform aerial disinfectant spraying

 South Korea: “self-quarantine safety protection” app used satellite navigation

 
 

 
 	
 Sending emergency relief assistance such as cash and essential items

 
 	
 Using deep learning algorithms to identify an area with extreme poverty and houses in the area and means to reach there.

 
 	
 Using satellite imagery HOT found buildings and roads in rural areas in Peru that cannot be seen on standard maps.

 
 

 
 	
 Implementing early intervention such as treatment

 
 	
 Finding locations of hospitals and pharmacies

 
 	
 During COVID-19, HOT volunteers’ tasks included finding hospitals in countries such as Iran, the Philippines and Turkey and business and practice details.

 
 

 
 	
 Monitoring the effects and recovery from pandemics

 
 	
 Comparing satellite images of economic and other activities before, during and after a pandemic.

 
 	
 WeBank used neural network to analyze images from Sentinel-2 and other satellites to observe steel manufacturing activities inside a plant.

 
 

 
 	
 Ensuring that basic human values are respected during a pandemic

 
 	
 Satellite imageries can be used to monitor if nefarious actors are taking advantage of public health emergencies to engage in human rights abuses and environmental destruction

 
 	
 Amnesty International: investigated accusation against the Ethiopian government regarding the demolition ed homes of casual laborers

 Satellite imagery found visual evidence of significant reduction in rainforest in Brazil’s Rondônia state

 
 

 
 

 
 
 Stopping the Spread of Pandemics

 In China, satellite technologies and space-based systems have been used to track patients’ position and monitor cargo transports. Drones guided by Global Navigation Satellite System are also used for large-scale disinfection missions. The Chinese satellite navigation system BeiDou especially played a critical role. BeiDou’s navigation and positioning capabilities were used to dispatch over 10,000 disinfection drones to perform aerial spraying nationwide with accuracy at the centimeter level. Before the pandemic, the drones were used for spraying in farms.

 To mitigate risks for commuters, the HaiGe Smart Epidemic Prevention Management Platform was developed, based on BeiDou. The system tracked the location history of patients and connected the information to a regional database. The platform displayed locations of infection in real time, which helped users avoid areas that were potentially contagious.

 In South Korea, the “self-quarantine safety protection” app was developed by the Ministry of the Interior and Safety using satellite navigation to make sure people comply with quarantine.455

 Law enforcement agencies and drivers of medical supplies and daily necessities relied on GNSS-based vehicle network guides to adapt routes in response to transport restrictions. China’s transport management department required all vehicles used in Wuhan with BeiDou mobile satellite positioning devices. Since satellite connections also work in remote locations. real-time communication with isolated drivers was possible.456

 
 
 Sending Emergency Relief Assistance

 Remote-sensing tools have helped emergency responders to make decisions and take actions quickly. The Argentine startup Dymaxion Labs uses advanced ML, AI-powered geospatial analytics, and computer vision to do surveying faster and at a lower cost.457 Cameras installed in satellites detect Page 116 →and monitor the physical characteristics of cities and settlements, so human surveyors do not need to visit the sites. Moreover, machines observe features that human eyes cannot and process information faster. Dymaxion’s AP LatAm tool uses satellite imagery algorithms and ML techniques to monitor informal settlements in Latin America. It provides information about communities’ locations and changes in movements on a real-time basis, including informal settlements in Argentina, Guatemala City, and Tegucigalpa in Honduras, and Asunción in Paraguay.458 The goal is to improve decision-making and provide rapid disaster response.459

 Satellite imagery data can be used to develop reliable methods to send urgent emergency relief assistance such as cash and essential items like medicines and foodstuffs. To send emergency cash assistance to vulnerable groups during COVID-19, the government of Togo explored how satellite imagery, big data, and machine learning could help find people who desperately needed relief payments. Deep-learning algorithms can be trained by using different datasets to look at commercial aerial photography and high-resolution satellite imagery covering the entire country to identify an area with extreme poverty.460

 About half of Togo’s 8 million people live on less than US$1.90 a day. Most are employed in the informal sector, and COVID-19 restrictions cut off their livelihood. An aid system called Novissi (“solidarity” in the Ewe language) was launched in March 2020. Men received 10,500 CFA francs per month (about US$20) and women received 12,250 CFA francs (about US$20). As of December 2020, about 600,000 people had received $22 million through Novissi. To create a fine-grained map of Togo from satellite images, ML algorithms were trained to analyze images. A 2018 household survey, which had reached part of the country, was used to calibrate the algorithms, which utilized indicators related to wealth and poverty, such as roofing materials and road surfaces. Phone call data provided by Togo’s two primary cell networks were used to estimate the wealth of subscribers, with variables such as calling patterns and credit top-ups. Data from a phone survey conducted in September 2020 with about 10,000 people in the poorest regions, flagged by an analysis of satellite images, was also used to train ML Page 117 →algorithms. The Relative Wealth Index discussed in chapter 2 was also used to identify low-income rural populations.461 In addition, a team gathered information on communities in need.462

 In Peru, the Humanitarian OpenStreetMap Team (HOT) worked with the government to find such groups in the Cusco region. HOT mobilizes volunteers at the request of a government or an NGO to map places for which geospatial information is unavailable. The volunteers are organized to respond to disasters such as floods, earthquakes, hurricanes, and disease outbreaks. HOT’s crowdsourced mapping efforts add to the OpenStreetMap, a free and editable representation of the world.463

 HOT volunteers can work from anywhere in the world to improve the maps using details from satellite images. For instance, they draw the buildings and roads on top of existing maps using a simple online tool. If it is feasible, team members can go into the field to collect map data. As of June 7, 2020, 1,486 HOT volunteers had contributed to COVID-19-related mapping in Peru. These community members made 267,277 edits, tagged 236,995 buildings, and traced 3,962 kilometers of road). The Peruvian projects used imagery donated from Maxar, which helps humanitarian efforts like HOT. As more details are added to the maps, it is easier to know where and how people live and how to reach them.464

 
 
 Implementing Interventions

 People affected by and responding to disasters need to know the locations of hospitals, pharmacies, and stores. It is also important to know where there are transport infrastructures such as roads and railways to make food and medicine available to the needy population. They must be able to count the houses so that aid workers can estimate the population and know how many Page 118 →vaccines to bring.465 During COVID-19, HOT volunteers’ tasks included finding hospitals in countries such as Iran, the Philippines, and Turkey; they included relevant information about business and practice details such as addresses, opening hours, services provided, outlines of hospital building, and helipads.466

 As mentioned, the level of details of geographic information available on standard maps constructed from conventional survey data of a place depend on a number of factors, including the demand for such information.467 With a lack of demand, resources, skills, and technologies, maps of remote areas often are lacking key details. High-resolution maps that are produced by ML using satellite imagery provide more detailed information.468 For instance, HOT found that buildings and roads are not visible on maps of rural Peru, but they are clear in satellite imagery.

 
 
 Monitoring Recovery from the Pandemic

 One might expect that once a pandemic is under control, economic activities start recovering. However, different economic activities may recover at different paces, which can be captured by remote-sensing tools. By analyzing satellite images of activities such as animal movements and agricultural land use, it is possible to know whether economic activities are recovering. The resulting insights can be used to better target policy measures to address the most serious problems.

 The Chinese online banking company WeBank used neural networks to analyze images from various satellites, including the Sentinel-2 satellite. Using high resolution images, it was possible for the system to observe steel manufacturing inside a plant. Blast furnaces and electric furnaces used in steel mills need to be operated at very high temperatures, which increase the temperatures of their surroundings. In images taken by certain satellite, these furnaces appear as clusters of bright red dots. These allow researchers to monitor operations and outputs of the mills.

 A deep-learning framework known as SolarNet, originally designed to detect solar farms using large-scale satellite imagery data, was used for this purpose.469 The analysis indicated that in the early days of the COVID-19 Page 119 →outbreak, steel manufacturing capacity had dropped by 29%. By February 9, it recovered to 76%.470 To build a complete picture of the state of manufacturing and commercial activity, the system combined satellite imagery with GPS data from mobile phones and also social media posts. Using the data gathered, the system predicted that most Chinese workers outside Wuhan would return to work by the end of March and that China’s economic growth in the first quarter of 2020 would fall by 36%.471

 WeBank researchers also looked at other types of manufacturing and commercial activities. By counting cars in large corporate parking lots in Shanghai, it found that Tesla’s Shanghai car production had fully recovered by February 10, but Shanghai Disneyland and other tourist attractions were still shut down then.472 WeBank analyzed visible, infrared, near-infrared, and short-wave infrared images from Sentinel-2 and other satellites. These are mainly in the resolution range of 10 to 30 meters, considered medium resolution.

 
 
 Respecting Human Rights during a Pandemic

 Satellite imagery can help ensure that basic human rights and environmental protections are being respected, especially during the pandemic. Human rights NGOs such as Amnesty International have used such data to investigate atrocities by state forces. An accusation was made against the Ethiopian government, for example, that it demolished the homes of many informal laborers near the Addis Ababa Bole International Airport. The victims worked in construction sites that were closed due to the COVID-19 shutdowns. To investigate the accusation, Amnesty International compared satellite images of the area before the pandemic with those from the end of April 2020. The analysis indicated that 40 recently built structures had been Page 120 →destroyed in the last three weeks of April 2020. Satellite images before the pandemic clearly showed permanent homes; images from after consisted of tents and other temporary structures.473

 Satellite imagery can also be used to track and respond to criminal and illegal activities. For instance, illegal logging in the Brazilian Amazon became even more widespread during the COVID-19 lockdown. According to Brazil’s National Institute for Space Research, deforestation in the area increased by 55% in the first four months of 2020 over the same period in 2019. Destruction in April 2020 was 64% higher than in April 2019.474 It has been a challenge to police the powerful bad actors, and it is reported that some tribal villagers are also involved in the illegal activity. Government agencies have shown little interest or capacity in addressing the issue, and there is a fear that criminals may engage in retaliation.475

 The extent of the problem was assessed through satellite imagery. The Verification Unit of NBC News found visual evidence of significantly reduced rain forest in the Northwest state of Rondônia after the pandemic started in 2020.476 A comparison of images from January 21 and April 25 of that year showed felled rain forest about the size of the state’s capital city, Porto Velho, equivalent to 448 football fields.477

 The space technology company Maxar has a two-decade-old library of images that covers about every square mile of Earth. Its analysts can compare today’s images with ones from any time in the last 20 years to see what has changed. The information can be used by governments and other interested parties to enforce quarantines or decide the locations to build, for example, new hospitals.478

 
 
 Page 121 →Space Agencies and the Importance of Earth Observation Data

 Space agencies have called for ideas and project proposals to use the data they collect to respond to COVID-19.479 The ESA teamed up with the European Commission to launch a special edition of the Sentinel Hub Custom Script Contest, which is a remotely run hackathon that involves data and remote sensing scientists, students, and the general public. The goal is to produce new algorithms to process Earth Observation data, managed by Euro Data Cube group. The contest had a simple goal: find new algorithms and ideas for using satellite data to monitor and mitigate the situation during and after the crisis. The group invited remote-sensing experts, ML scientists, and the general public(. The contest invites participants to analyze patterns and changes in three categories: industrial activities, such as factories, mining and oil extraction, supermarkets, transport networks, and commercial ports; distribution of human activities, such as cars parked in urban areas and social distancing; and agriculture activities, such as unattended fields and crops and supply chain disruptions.480

 NASA, the ESA, the Japan Aerospace Exploration Agency (JAXA), the Canadian Space Agency (CSA), and the National Centre for Space Studies (CNES) also organized a two-day virtual hackathon, the Space Apps Challenge, focused on the COVID-19 crisis in May 2020. In the competition, participants worked in virtual teams and use Earth observation data to develop solutions to respond to COVID-19. Thematic areas included in the challenges were local response to the pandemic, changes, and solutions; impacts of the pandemic on the Earth system (i.e., physical, chemical, and biological processes) and its responses; and economic opportunity, impact, and recovery during and after COVID-19.481

 
 
 
 Page 122 →Usefulness during Noncrisis Times

 While satellite technologies are highly useful especially in times of crisis, they can also promote the social and economic well-being of marginalized populations in normal times. In this section, several important uses of remote-sensing technology during noncrisis times are considered. Some examples of future uses are also given.

 
 Farming and Animal Husbandry

 Remote-sensing tools have helped improve farming and animal husbandry. For instance, in northeastern China’s Heilongjiang Province, a modern big-data center has transformed the Qixing farm, the largest paddy farm in the province, covering 81,300 hectares. The center uses data collected from high-resolution Gaofen-1 satellites, meteorological machines, underground water-level monitoring equipment, and other sources.482 Farming decisions are made based on real-time data about air temperature, humidity, wind direction, soil temperature, and humidity. Farmers need to install a mobile app, Modern Agriculture Platform (MAP), developed by the state-owned enterprise Sinochem Group, to access the real-time data.483

 As a second example, take Indonesia’s CI-Agriculture, whose precision farming technique uses big data, the IoT, and other technologies. Data on soil conditions from aerial photographs, sensors, and drones, and weather data obtained from satellite imagery are analyzed. Data are used to calculate a field’s production potential with higher accuracy and to make more efficient use of fertilizer and pesticides. The technology is scalable, so it is possible to use sensors for a large area. The solution is expected to reduce loan costs for smallholder farmers. CI-Agriculture provides insurance to Indonesian farmers based on its calculations and weather data for up to ten years.484

 As discussed in chapter 2, AI tools such as PlantVillage are available to help farmers predict near-term crop productivity. The UN’s portal Water Productivity through Open Access of Remotely Sensed Derived Data is the main data source for PlantVillage Nuru,485 and its database uses NASA’s satellitePage 123 → data to compute relevant metrics for crop productivity. By integrating diverse data, the AI assistant can provide information about crops’ drought tolerance and suitability of crops in different areas.486

 These technologies have also helped farmers take care of their domesticated animals. For instance, about 40,000 shepherds in Burkina Faso have benefited from the Geodata for Agriculture and Water (G4AW) Mobile Data for Moving Herd Management (MODHEM) project, supplied by the Dutch company Satelligence. In Mali, the system is called the G4AW project Sustainable Technology Adaptation for Mali’s Pastoralists (STAMP), in use by 60,000 shepherds. Another Dutch company, Hoefsloot Spatial Solutions (HSS), provides the satellite technology. The information is supplied by the European satellite program Copernicus. The shepherds use cellphones to connect with a call center. Various sensors are deployed to measure indicators related to grass and water resources. For surfaces of 10 meters by 10 meters, the resolution provided by HSS’s imaging systems provide daily information about the quality of plant biomass, such as grass and availability of surface water.487

 
 
 Counting People for Community Health Activities

 Community health workers (CHWs) mostly provide home-based, rather than facility-based, healthcare. A key challenge that CHWs face in remote areas is their limited ability to efficiently and accurately count and find the population.488 This is because in remote areas, census data are often missing or outdated. It is highly challenging to identify and map communities, as this requires a lot of time and resources.

 Manual techniques often lead to underidentification. That is, such methods fail to identify some people in the communities. The gap in data availability can be narrowed through the use of publicly available satellite data.489 Satellite data can thus be extremely useful in providing a range of services Page 124 →to rural communities. Computer analysis of satellite photos can help vaccination workers and mosquito insecticide sprayers increase coverage. Such techniques allow them to reach remote communities and people living in rapidly growing informal dwellings not found on traditional maps.490

 
 
 Fighting Injustice and Human Rights Abuses

 Satellite data can also be used to fight human rights abuses such as slavery (In Focus 4.2). Data from satellites and improvements in AI algorithms can boost initiatives to end modern slavery. The International Labour Organization estimated that the slavery industry has victimized about 40.3 million people. One estimate suggested that one-third of all activities associated with slavery are visible from space, including brick kilns, illegal mines, and fish-processing camps.491

 
 
 In Focus 4.2: Satellite Technology’s Potential to Fight Forced Labor in the Marine Fishing Industry

 

 In February 2021, the food-focused news outlet The Counter published a story of the 37-year-old Indonesian fisherman Darmaji, who was on a Taiwanese tuna-fishing vessel for two years. Darmaji described his experience as “a prison at sea.” His employer paid much less than what Darmaji was promised in his contract. Darmaji was also forced to pay a US$1,200 security deposit before he received his monthly salary.

 The crew of 22, which largely consisted of Indonesians, worked 18 hours a day even when there were seven-meter waves that flooded the interior of the boat. They were allowed to sleep for only three hours a day. Darmaji and other workers were verbally abused daily. They mostly ate sticky rice and boiled chicken or fish, and sometime bait. The crew mostly drank distilled salt water. They needed to pay for any other food items they consumed.492 Thousands of workers in such boats also suffer physical abuse. One worker who told his story to the NGO Environmental Justice Foundation Page 125 →described being locked in a freezer and then electrocuted with a tool for killing tuna.493

 Such stories are more common than most people imagine. Recent advances in satellite technologies and related areas provide some hope for victims of forced labor in the fishing industry. A model tested on the satellite vessel-monitoring data of the nonprofit public technology platform Global Fishing Watch correctly predicted forced labor in over 90% of reported cases of high-risk activity. An analysis of 16,000 industrial fishing vessels during 2012–2018 by a research team from GFW, emLab at University of California (Santa Barbara), and the charitable organization Liberty Shared found that up to 26% of analyzed vessels showed risk indicators for forced labor, victimizing about 100,000 individuals. The team compiled behavioral data for 27 vessels and characteristics associated with forced labor that could be observed with Global Fishing Watch’s monitoring. Among key indicators of high-risk vessels were greater distance from ports, higher engine power, longer fishing hours per day, longer time fishing on the high seas, and fewer fishing trips per year. In 2018, high-risk vessels visited ports in 79 countries, mainly in Africa, Asia, and South America, including 39 countries that are signatories to the Food and Agriculture Organization’s Agreement on Port State Measures, which aims to control illegal, unreported, and unregulated fishing by strengthening state control of ports.494

 Satellite technologies, however, can only help identify unjust acts. The fate of victims such as Darmaji ultimately depends on the strength of national regulative and enforcement measures to punish the perpetrators of injustice.

 
 
 
 
 Chapter Summary and Conclusion

 Pandemics can trigger severe distress among vulnerable individuals, as COVID-19 made clear. One of the lessons the COVID-19 crisis has made very clear is that satellite imagery must be used to address future challenges, Page 126 →especially those facing vulnerable communities in remote areas. In public health emergencies, accurate information that is updated frequently is critical for the delivery of healthcare and emergency relief to isolated and remote communities. The ramifications of such distresses can be serious. With traditional tools and methods such as household surveys and censuses, it is difficult to accurately map and identify where rural communities live. Standard maps are not much help either. For mapmaking organizations and governments, remote areas do not have the same level of economic and strategic importance as major cities in developed countries, so they have less detailed information collected about them. Remote sensing is the most effective way to predict, prevent, detect, and respond to pandemics among remote populations in developing countries.

 Satellite-based analyses are the most effective tools for rapidly and accurately identifying and enumerating the populations in remote areas and planning the delivery of public services. Once populated areas are identified, their density and activity can be mapped, the distance from an active pandemic site can be calculated, and impacts can be assessed based on the current activity. The information can also help in determining the best method of providing supports such as medical assistance and supplies.

 While the real-world use of remote sensing in the developing world currently is significantly below its potential, the situation is likely to improve in the future. Remote-sensing tools have a number of unexploited future opportunities that are expected to further improve health, environment, security, and economic well-being of people living in poverty. More important for future uses are new approaches that combine remote-sensing technologies with AI and ML. New methods, such as deep learning, could play a critical role in reaching remote communities in a timely manner and providing assistance to people in a life-and-death situation.

 In a globalized world, pandemics have negative spillover effects on countries other than where they begin. Rich countries should recognize such effects and help developing countries make better use of remote-sensing tools. Doing so is not only a moral imperative but also a prerequisite for protecting rich countries’ own national security and economic interests.

 
 
 
 
 
 Page 127 →Chapter 5
 Internet of Things

 
 Internet of things (IoT) systems involve collecting data and sending it to centralized platforms via sensors or gateways. The platforms aggregate, process, store, analyze, and visualize the data to create valuable insights, which can be used to improve operational efficiencies of firms and processes.

 The IoT is a major 4R technology. In the UK market research company Euromonitor International’s “Voice of the Industry: Digital Survey” conducted in 2020, participants ranked the IoT second among the technologies most impacting businesses, just behind cloud computing.495 The survey covered 30 countries and 60 use cases that involved various technologies, market potential (e.g., scaling up, expanding into new services and markets), and innovativeness (e.g., potential to offer a solutions and be adopted by more players). For the B4B populations, these IoT features can provide access to necessary resources to engage in economic activity, facilitate economic exchange and consumption, and increase productivity.

 The IoT’s key features and insights gained from their use make possible taking action and making decisions to enhance productivity and quality of life in poor communities. For instance, IoT can help agronomists and farm owners monitor livestock and farm sites and measure key performance indicators. The IoT has helped consumers in Kenya and Tanzania use mobile payments to access cooking gas; a smart meter on a gas cylinder allows people to pay when they need gas. This level of accessibility and tailoring of products to local needs has made a big impact on the welfare of the poor.496
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 Figure 5.1. Percentage of the world’s population subscribing to or covered by cellphones and cellular mobile networks (2021)
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 Page 128 →An encouraging trend is that prices of IoT sensors and hard drives are falling (see Figure 1.1), which has made it increasingly affordable to develop and deploy IoT solutions to address economic and social challenges facing the B4B population. Consequently, countries with high poverty rates are rapidly adopting IoT. The rapid adoption of IoT is also facilitated by the availability of cell phones and cellular mobile networks (Figure 5.1).

 Major investments are also being made to develop IoT solutions targeted to the B4B. In 2019, IoT was the second most popular investment sector after social media for AI investment in the Middle East and Africa, and the IoT sector accounted for 28% of investment transactions.497

 As noted in chapter 1, Asia-Pacific (particularly South Asia), Sub-Saharan Africa, and Latin America have high concentrations of poor people. The IoT industries in these economies are of substantial sizes (Table 5.1). In 2019, Page 129 →India was estimated to have approximately 250 million IoT-connected devices, and this was expected to reach over 2 billion by 2021.498

 
 
 
 	 
 Table 5.1. The IoT industry in regions with high concentrations of poor people
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 Asia Pacific

 
 	
 11.5 billion

 
 	
 5.2 billion in 2019

 
 

 
 	
 Latin America

 
 	
 1.3 billion

 
 	
 510 million in 2018

 
 

 
 	
 SSA

 
 	
 300 million

 
 	
 Cellular IoT connections (2019, millions): 16.7 million

 
 

 
 	
 Data sources: Asia Pacific (GSM Association, The mobile economy Asia Pacific 2020, https://www.gsma.com/mobileeconomy/wp-content/uploads/2020/06/GSMA_MobileEconomy_2020_AsiaPacific.pdf; Latin America (Statista, New IoT connections in Latin America by sector 2025, January 20, 2022, https://www.statista.com/statistics/1190496/internet-things-connections-sector-latin-america/); SSA: IoT connections (GSMA Intelligence, The Internet of things by 2025, 2018, https://www.gsma.com/iot/wp-content/uploads/2018/08/GSMA-IoT-Infographic-2019.pdf). For cellular IoT (GSM Association, The mobile economy: Sub-Saharan Africa 2020, https://www.gsma.com/mobileeconomy/wp-content/uploads/2020/09/GSMA_MobileEconomy2020_SSA_Eng.pdf).

 
 

 
 

 Development institutions such as the World Bank have also realized the importance of the IoT in addressing key socioeconomic challenges facing LMICs. In 2018, the World Bank Group announced a partnership with GSMA and mobile network operators worldwide to use big data from IoT devices to help end extreme poverty and boost economic growth. Anonymized data collected by mobile network operators through IoT devices and from smartphones is likely to provide new insights. Operators and governments are also expected to benefit from increased use of big data for development. Such data can help provide better services and create new indicators and statistics. A mobile-enabled IoT and big-data project in India has been cited as among the successful examples: bangle-shaped sensors are wearable IoT data-collection devices that allow users to monitor emissions from their stoves. The data they generate help understand the level of harmful emissions and drive a shift to cleaner cookstoves.499

 This chapter highlights the economic, health, and environmental effects Page 130 →of the IoT. A key focus is on the IoT’s roles in measuring, enforcing, and designing contracts to create value. It gives special consideration to the IoT’s impacts on entrepreneurial activities and the creation of new markets.

 
 How IoT Works

 There are three main components of an IoT service: the edge, the platform, and the user (Figure 5.2). The IoT edge device is the location where data originates or is aggregated. An IoT edge device consists of a sensor, which is a transducer or an electronic device that converts energy from one form to another.500 A sensor measures the parameters of interest (e.g., air quality, soil moisture). The device consists of electronic components that support its functions. Data collection may also be reduced to the essential. In some cases, the devices may analyze data.

 IoT edge devices are connected to a gateway using a communication protocol to a server. The wide availability of cellular networks makes frequent and near-real-time data transmission possible. The data then goes to the platform, which is typically in the cloud. Analytics are often performed in the cloud using algorithms. Data can be queried, cleaned, and analyzed. Relevant insights help inform decisions and take actions.501 A real-time data stream helps users decide if some actions need to be taken right away or if the data needs to be stored for future use. The user then engages in a business action based on the data.

 There are three possible ways the analyzed data can move from the IoT platform to a user to implement the IoT solutions: (1) the user deploys an application program interface (API) to call or query the data, which specifies how software components of the user and platform should interact; (2) if the IoT finds a predetermined set of events, it can announce or signal to the business user; (3) some combination of 1 and 2 (Laskowski, 2016).502
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 Figure 5.2. How IoT works
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 Page 131 →Economic, Health, and Environmental Effects

 By introducing new technologies such as the IoT to the production process, productivity can be increased. The IoT can facilitate various mechanisms that may contribute to increased productivity. IoT solutions have provided vulnerable groups such as smallholder farmers access to necessary resources to engage in economic activity and increase productivity. For instance, smallholder productivity is limited by a variety of constraints, including lack of access to water for irrigation.503 IoT-based irrigation and solar pumping solutions are helping improve the availability of water for farmers (In Focus 5.1).

 
 
 In Focus 5.1: Togo’s Government Teams Up with SunCulture and Bboxx to Offer IoT-Based Irrigation and Solar Pumping Solutions to Farmers

 

 According to the International Finance Corporation (IFC), more than 43 million small farmers in SSA are not connected to the power grid504 Many of these farmers live above near-surface aquifers but lack the means to tap the water. They are vulnerable to crop failures even though water might be just a few meters away.

 In Africa, 80% of families depend on agriculture for their livelihood.Page 132 → Due to the instability of the electricity grid, only 4% of those families use irrigation.

 SunCulture’s Solutions

 The solar irrigation company SunCulture, based in Nairobi, Kenya, aims to address this problem by providing smallholder farmers irrigation and solar pumping solutions.505 The company was founded in 2013. SunCulture ranked No. 2 in Fast Company’s 10 most innovative European, Middle Eastern, and African companies of 2021. Among its high-profile investors is the French utility company EDF.506

 Using SunCulture’s off-grid technology, farmers can extract up to 3,000 liters of water per hour from wells up to 70 meters deep.507 After four major design iterations, SunCulture’s robust system cost about US$950 in 2021.508 Solar and battery prices have further reduced hardware costs. New digital financing tools make it possible for farmers to buy these solutions.

 The system’s built-in algorithms study the weather to optimize performance. Based on predicted weather patterns, the smart machines send phone and text alerts to farmers to advise them about the timing of irrigation.509

 If farmers pump too much water out of the ground, pressure in the aquifer gradually decreases and will dry out the water supply. Other IoT solutions can be used to evaluate the optimal amount of water. For instance, farmers can use sensors to detect soil moisture, then pump water only when needed. Innovative farming techniques thus minimize water consumption, which would increase the long-term potential of the business.510

 Page 133 →Starting from the Home Country

 SunCulture’s home market Kenya is attractive for its irrigation and solar pumping solutions. The market size for solar pumps for small farmers is estimated at US$1 billion in the country.

 In the initial phase, SunCulture sold its integrated energy generation and water-pumping systems, at about US$5,000, to Kenya’s middle-income farmers. These farmers, also referred to as “telephone farmers,” have jobs in big cities such as Nairobi and own land in rural areas. The cost of a system then fell to the US$500-US$1,000 range. The company also offered a “pay-as-you-grow” model, making the system accessible smallholder farmers.511

 Internationalization

 In 2020, SunCulture started a partnership with the Togolese government and the UK-based pay-as-you-go solar provider Bboxx to bring its solution to thousands of farmers.512 Bboxx describes itself as a next-generation utility startup. It manufactures and distributes decentralized solar-powered systems in developing countries and provides financing for consumers to purchase them. As of July 2020, Bboxx had served more than 1 million people in over 35 markets.513

 In Togo, SunCulture water pumps are integrated with Bboxx Pulse, which utilizes the IoT for remote management and monitoring. The Bboxx Pulse IoT Device Management System is also used to manage Bboxx’s Solar Home Systems (SHSs). The services are provided on the pay-as-you-go (PAYG) model.514 BBOXX uses IoT provider Aeris’s global subscriber identity module (SIM) to provide reliable connectivity.515 Aeris supports major cellular Page 134 →technology, such as GSM, CDMA, and LTE. Aeris’s single global access point name (APN) makes it possible for the BBOXX system to be deployed anywhere in the world.516 The APN defines the network path for cellular-data connectivity. Cellular carriers may require a user to enter APN settings to set up cellular services.517 Aeris’s global APN removes step required to configure local network settings, which means that the BBOXX system can be used with a simple plug and play.

 It would be unreasonable to expect that most African farmers can or will commit financial resources to pay for expensive assets such as SunCulture’s US$950 irrigation system. However, as part of the partnership, Togo’s government provided a 50% subsidy to buy irrigation systems for 5,000 farmers. The government also offered tax exemptions on import duties and VAT on the water pumps.518

 SunCulture’s plan is to distribute its solar water pumps in other African markets, such as Ethiopia, Uganda, Zambia, Senegal, and Ivory Coast.519

 
 In agriculture, the IoT can help maintain appropriate soil moisture conditions and nutrient availability to maximize the effect of fertilizers. Kenya’s IoT-based smart irrigation system Illuminum Greenhouses, which runs on solar power, offers a case in point. It was built at low cost using local materials.520 The company’s greenhouses are powered by solar panels and sensors, which work together to create an optimal environment for growing crops. Farmers can control temperature, humidity, and soil moisture using mobile phones. If the sensors detect that the soil is dry and the crops need water, Page 135 →an automated watering system supplies a precise amount of water. The solutions are cost-efficient, so accessible for farmers with small land areas.521

 IoTs can also help reduce corruption such as pilferage and theft, among the key challenges facing LMICs. For instance, Nigeria’s downstream oil industry suffers from losses, risks, and theft.522 The IoT is already being used to fight problematic workplace behaviors (In Focus 5.2).

 
 
 In Focus 5.2: Usangu Logistics Uses IoT-Enabled Solution to Fight Oil Pilfering

 

 Tanzania’s heavy transport company Usangu Logistics owns a fleet of more than 100 trucks and tankers to deliver oil, lubricants, and bulky products to its clients. A challenge the company faced was that, after a tanker is loaded with product for transportation, the drivers would often pilfer the oil and sell the stolen oil on the black market.

 A non-IoT solution used by the company was a lock system to prevent the unauthorized opening of the tank’s hatch, which was not effective. The company had no way to know when, where, and how much oil has been stolen.

 The company thus decided to deploy an IoT application involving radio-frequency identification (RFID). The seals are fitted with RFID-enabled tags and fastened to the hatch. An IoT-enabled gateway device, which acts as a “gate” between two networks (one in the truck and one in the main office), is attached to the cabin area. The tags transmit a signal to the main office gateway device every eight seconds. Data stored in the IoT platform include the seal status and the trucks’ location to allow for real-time monitoring of the truck location and seal information. Any unauthorized attempt to open the hatch is recorded by the IoT system, which makes it possible to know the perpetrator immediately. The IoT-enabled solution led to a significant drop in oil pilfering.523

 
 
 Page 136 →Addressing Environmental Challenges

 Various environmental risks can be reduced and managed using IoT solutions. Attempts have been made to help consumers switch from dirty and dangerous fuels such as open fires, traditional stoves, and kerosene to clean-burning stoves and cleaner-burning liquefied petroleum gas (LPG).

 LPG is more expensive than traditional fuels such as wood, coal, charcoal, animal waste, and kerosene. For instance, the first-time user needs to acquire equipment, such as an LPG cylinder, stove, regulator, and hose. The lack of local credit facilities such as microfinance constitutes a significant entry barrier for the poor. In many countries, there is a widely held perception that LPG is unsafe, which has been difficult to change.524 A nonfunctioning safety check system led to dangerous LPG cylinders being in circulation,525 especially in SSA.526

 Unregulated street sellers that bring LPG to end users’ homes are a part of the problem. Such sellers account for about 30%–40% of LPG distribution in Nigeria. A poor distribution infrastructure and network has also been a challenge for distributing LPG cylinders.527

 The IoT can address many of these barriers by facilitating the switch to LPG. This technology has already made LPG more affordable and increased people’s access to cooking gas in rural Africa. Companies such as PayGo Energy (In Focus 5.3) and M-Gas in Kenya and KopaGas in Tanzania provide gas-as-a-service solutions, which allow users to pay daily through mobile credits to use LPG through a smart meter attached to a gas cylinder.528

 
 
 Page 137 →In Focus 5.3: PayGo Energy’s IoT Solution for LPG Cylinders

 

 In Kenya, about 80% of households cook with dirty fuels.529 In Democratic Republic of Congo, only 4% of the population has access to clean cooking facilities.530 To facilitate the switch to clean-burning fuels, PayGo Energy uses the IoT to allow users to pay daily using mobile credits. Other companies providing similar solutions include M-Gas in Kenya and KopaGas in Tanzania.

 In developing countries, the cost of a cylinder is a significant obstacle. PayGo reached 400 customers through a pilot in Kenya in 2018 and supplied 2,000 meters in 2020.

 The Solution

 PayGo has built hardware and software solutions for downstream LPG distributors. The focus is on developing markets. The solutions are for two related problems: making clean cooking affordable and accessible for low-income households and also making the supply chain more efficient and expansive.

 PayGo has two core products. The Cylinder Smart Meter (CSM) is an IoT device that attaches to most LPG cylinders. It measures gas flow as customers use it for cooking. It enables households to monitor and manage consumption and purchase gas in any amount, using mobile credits. It automatically shuts off when a customer’s credit reaches zero. The CSM allows consumers to pay for LPG by the gram.531 Customers can top up as little as one shilling at a time.532

 Its Tag & Trace software platform allows suppliers to better manage cylinder distribution, track distribution metrics, and extend reach. It digitizes LPG distribution and retail data. The platform is customizable, with a range of features such as cylinder tracking, inventory management, customer relationship management, and payments.533 Distributors can monitor consumption and replace cylindersPage 138 → before they become empty. Tracking the cylinder movement to the market, warehouse, retailers, and customers provides powerful data that is used to lower distribution costs.534

 In October 2019, the Kenyan Bureau of Standards launched the world’s first technology standard for LPG metering. PayGo’s meter was the first fully compliant in the market. The startup’s device also conforms with ATEX directives—a European Union safety certification required of explosive equipment.535

 Partnership with Safari Supa Gas

 PayGo partnered with the cooking solutions provider Safari Supa Gas to better serve the Kenyan market. These two companies’ solutions complement each other. Through the PayGo technology, Safari knows the meter’s geolocation and the rate at which gas is being consumed. Once the level is low, Safari customer care calls the homeowner to arrange for a replacement cylinder, which is dropped off free of charge. The gas automatically shuts off when the customer runs out of credit. When additional credit is added, the account is instantly credited and the gas service resumes.536

 
 An IoT-based LPG distribution platform also has the potential to transform the distribution of LPG by improving the procedure for replacing LPG cylinders for consumers. In this way it is likely to create a new market. The platform can monitor LPG weight and automatically trigger a new cylinder booking if the gas cylinder is about to be empty. Consumers can do so by logging onto a mobile app or the IoT LPG service provider dashboard using a GSM/Bluetooth system.537 IoT solutions can also handle cylinder revalidation and recertification by regulators.

 Another important way the IoT can contribute to environmental conservation and protection is by facilitating the monitoring of environment and resources such as endangered animals in remote areas. Noncellular IoT technologies have been found to be especially appropriate for such purpose. Page 139 →To take an example, in 2017, the UK-based social enterprise Smart Parks started to attach sensors based on long-range (LoRa) technology to the horns of black rhinos in Mkomazi, Tanzania. By 2020, Smart Parks had operations in Malawi, Tanzania, Rwanda, Kenya, Congo, India, Zambia, Namibia, and the Netherlands. The enterprise works with conservation organizations such as African Parks, Peace Parks, and the World Wildlife Fund.

 The LoRa transmitter attached to the animal feeds data into the wide area network (WAN) to provide near real-time tracking.538 The trackers can be configured remotely. The accelerometer provides detailed status updates on temperature, battery usage, and movement. Settings can be optimized for particular species’ behavior patterns.539

 In Rwanda’s Akagera National Park, where Smart Parks has deployed the solution, 100 solar-powered LoRaWan sensors have been installed. With gateways at high altitude around the site, the sensors regularly relay signals to a control room. Connection to the LoRa network inside the park is reliable.540 Such data allow the park to track animals, staff, and tourist vehicles and check the state of electric fencing and other security equipment.

 While a LoRaWan system is less secure than cellular solutions such as NB-IoT and LTE-M, it is more secure than traditional radio systems. It was reported that the radio signals used to track endangered species were intercepted by poachers.541 Also, the cost of LoRa solutions is significantly less than traditional satellite GPS collars. For instance, commercial GPS tracking collars are estimated to cost between US$1,500 and US$5,000, and they are often unreliable and perform poorly in terms of data storage and battery life.542

 
 
 
 Page 140 →Using Contracts to Create Value

 
 Measurement and Enforcement

 The IoT has also stimulated economic exchange and transactions. Among the key factors that influence transaction costs are costs of measuring and costs of enforcement.543 Measuring the dimensions and attributes of goods and services being exchanged or the performance of agents is not an easy task.544 The IoT, in combination with other technologies, can provide for accurate measurements to describe precisely what the parties engaged in a transaction are exchanging and what performance characteristics can be expected.

 For enforcement, in a society characterized by a perfect contract enforcement, a neutral third party impartially evaluates disputes and awards compensation to the party affected by a violation. In such a situation, opportunism, shirking, and cheating are not attractive options for the transacting parties. However, the real world is far from ideal. The high costs of measurement often make it difficult to determine whether a contract has been violated and by whom. In countries with a strong rule of law, well-developed court systems, and coercive power of the state to enforce judgments, complex contracting is an important mode of formal governance. Many developing economies such as those in SSA lack such mechanisms.

 Enforcement can be implemented at three levels: first, second, and third party. First, it is important to emphasize that third-party enforcement mechanisms, which are often formal coercive enforcement measures by the state, have been relatively ineffective in many LMICs. This increases the relative importance of the first two types of enforcement.

 IoT can improve the mechanisms of self-enforcement to make more productive use of factors of production and foster entrepreneurial activity. For instance, in Nigeria, most banks’ smoke-alarm systems cannot transmit information effectively in case of a fire outbreak. Many banks lack visibility of their ATM systems, and batteries could have low power supply.545 IoT devices can be used to measure levels of remaining ATM batteries to ensure uninterrupted operations or to detect smoke to enable a rapid and effective response to fire.

 IoT devices have helped companies identify problems before they occur, such as reducing machine downtime and cutting service costs. South African Page 141 →Breweries (SAB), a subsidiary of AB InBev, manages more than 100,000 beverage coolers in remote and urban areas across South Africa. The company relies on the IoT to track multiple metrics across beverage coolers and maintain them.546 In addition to a location sensor, the company’s IoT solutions include temperature sensors inside the cooler and on the cooler’s motor. Relevant data are sent to Microsoft’s Azure IoT Central to provide SAB with valuable insights for improving business outcomes. Azure can analyze the patterns in the temperature data inside the cooler and on the motor. ML algorithms can help AB InBev predict when a technician needs to visit a location to repair a cooler. More accurate measurements lead to a more effective enforcement.547

 In second-party enforcement, one party retaliates against the other. The IoT provides a low-cost mechanism for this type of enforcement. For instance, Kenya’s M-KOPA Solar, which offers solar home systems to poor households on credit (chapter 1), can switch off a home’s device remotely using the IoT when the prepaid amount is used up.548

 
 
 Contract, Value Creation, and Value Capture

 An exchange can simply and clearly help create value. In the sale of M-KOPA Solar’s IoT-based solutions, the buyer values the solutions more than the seller. However, the created value depends on how the contract between buyer and seller is created. A properly designed contract may create additional value.

 A contract is a “legally binding promise to act in the future.”549 In the M-KOPA Solar example, the company promises to deliver the IoT-based solution that functions as specified in the contract in exchange for its customers’ promise to make a specified daily payment. M-KOPA Solar can switch off devices remotely when the prepaid amount runs out, which incentivizes users to make timely payments. Simpa Networks and Fenix International have similar capabilities.550

 Page 142 →Table 5.2 presents the IoT’s role in including features in a contract to create and capture value. Various mechanisms have been proposed to explain how a contract can create and capture additional value. One such mechanism is increased investment by one or both parties in anticipation of the exchange. Such an investment can increase the exchange value by lowering the cost of performance and/or raising the benefit from performance.551 For instance, M-KOPA’s proprietary technology platform called M-Kopanet is used to process payments, monitor the system’s functionality, and address problems. An M-KOPA customers in Machakos County near Nairobi was reported to save about KES 20 per day on power, about one-third of what they were spending. The system also frees users from the hassle of buying batteries and kerosene and of cleaning kerosene residue from the walls and ceiling.

 Similarly, Kenya’s Azuri Technologies combines the IoT with AI and ML to provide smart solar power to low-income households. The solution consists of a yellow box called HomeSmart. Each box is the size of a landline phone. HomeSmart uses AI to learn a home’s energy needs. Power output is automatically adjusted to ensure that sufficient battery power is available to meet light and other energy needs for the entire day. For instance, the system automatically dims lights and TV screens, lowers speaker volume, and slows a fan’s motor if the energy supply is low.552 In such solutions, the payment of the last instalment includes a special code that unlocks the system and the electricity generated after that will be free for the customer.553

 A contract also creates value for the parties because they can benefit from shifting risks between each other.554 In South Africa, where 48,306 vehicles were stolen in 2019 and only one in five stolen vehicles is recovered, IoT is helping to deal with this situation. A slow search process allows thieves to dismantle stolen cars or ship them to far-off locations. Even when a stolen car is found, insurers can refuse to compensate the victim in the absence of physical evidence of a break-in. Discovery Insure uses IoT to address this problem. Using IoT sensors, it is possible to locate stolen cars even if hidden in enclosed or underground locations.555

 
 
 
 	 
 Table 5.2. The IoT’s roles in including features in a contract to create and capture value
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 Can enforce contracts more efficiently at a low cost.
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 Page 143 →The central focus of economic contract theory is on managing the conflicts between the shared and private incentives of the contracting parties. A challenge for parties designing contracts is to have an idea about possible outcomes and courses of action beforehand. Or they must be at least able to handle any future renegotiation in a way that maximizes ex ante and ex post efficiency.556

 In the SAB example, ML and IoT help the company predict when a technician needs to visit a location to repair a cooler. This means that coolers in bars, taverns, and restaurants do not go unrepaired for a long time. Thus, production costs can be reduced and revenues can be increased by more efficient maintenance, such as reduced downtime and reduced monitoring costs. All these lead to an increase in ex post efficiency.

 In economic contract theory, the cost of enforcement is an important exogenous factor in contract design.557 The speed and ease with which contracts can be enforced have important implications for the creation of new markets. The IoT can help enforce contracts more efficiently at a low cost.

 
 
 
 Entrepreneurial Activities and the Creation of New Markets

 Serving low-income consumers often requires creating a new market, generating new business opportunity, and discovering and adopting new business Page 144 →models.558 New markets, however, do not emerge or appear.559 Technological, political, or regulatory changes can open up new markets.560

 Entrepreneurial firms’ activities can play a key role in creating new markets by transforming the existing realities into new possibilities.561 To do so, firms need to correctly sense latent needs and offer solutions to meet that need. An obvious way to create a new market is to offer a novel product or service that addresses unmet needs. In some cases, such needs may not even be sensed.562 New market creation requires the implementation of various activities that integrate technological knowledge and market knowledge.563

 To successfully commercialize innovations and technological know-how, it is important to combine them with other capabilities.564 From an innovator’s perspective, an innovation’s commercial success hinges on the innovator’s ability to combine distinctive technological capabilities with specialized complementary assets.565 Such assets are often controlled by large incumbent firms, which makes it important for startups to form commercial alliances.566 Supports of “a new network of stakeholders” are thus critical for the exploitation of new possibilities.567 More to the point, to make a new market a reality, a firm needs to convince other economic actors (e.g., firms providing complementary solutions) and stakeholders to shift resources to that firm’s solution.568

 Page 145 →The off-grid solar market in Africa is relevant for analyzing how IoT firms are creating a new market. The potential market size of off-grid solar is estimated at 20 million households in East Africa alone.569 IoT firms in the region have transformed this reality into new possibilities by forming alliances with other companies that have complementary assets.

 From the perspective of an IoT startup, economies vary in terms of opportunities for establishing successful alliances. The business models of companies such as Kenya’s M-KOPA and KOKO Networks (In Focus 5.4) and Tanzanian scalable off-grid electric company Off.Grid:Electric, which run micro-asset-based finance, would not be feasible without the existence of a digital retail payment system such as M-PESA. Without such systems, the cost of collecting micropayments from customers is extremely high.570

 A well-developed technological ecosystem has facilitated the availability of such opportunities in Kenya. In the Kenyan IoT Industry and market there is active support by and collaboration with appropriate networks of stakeholders. The country’s IoT solutions providers have formed networks with mobile financial services such as M-PESA. For instance, M-KOPA’s business model relies on Safaricom’s mobile money system M-PESA to collect customer payments. M-KOPA’s founders view the dependency as an essential and effective option for its offerings because M-PESA is reliable and has been a key component of the Kenyan economy. While an interorganizational network of stakeholders facilitated the growth of M-KOPA in Kenya, such networks are not fully developed or functional in other markets such as Tanzania and Uganda, where M-KOPA operates. M-KOPA faces challenges in collecting in these markets, and consumers lack understanding of the payment systems for their M-KOPA system.571

 To take another example, Kenya’s largest telecommunications provider, Safaricom, launched an NB-IoT network in 2017. The telecommunications company has partnered with the IoT solutions provider Upepo Technology and real-time mapping platform provider Esri Eastern Africa to enable remote monitoring of water supplies for Kenyan water utility Embu Water and Sanitation Company. As of October 2019, the solutions were deployed in 20 households in Kenya’s Embu region. Water flow is measured, and real-time readings are transmitted over Safaricom’s NB-IoT network. The information helps estimate Embu’s water balance and usage and know the Page 146 →proportion of water collected from rivers, dams, and boreholes that reach to customers’ meters. The solutions helped Embu to identify optimal water flow and match supply and demand.572 Estimates suggest that due to physical leaks and other losses, 52% of water collected by Kenya’s water utility companies is not accounted for.573 Embu hopes to reduce water leakage by monitoring the usage. The smart water meters also send SMS alerts if they are tampered with.574

 Two types of business models have been identified to serve the low-income market: isolated and interactive. Isolated business models are characterized by an exploitation strategy, which entails leveraging a firm’s own resources and capabilities to enhance efficiency of production factors. The goal is to reduce costs and fix the price below the consumer’s willingness to pay. In most of the examples discussed above, interactive business models have been utilized, which entail an exploration strategy. Firms utilizing such business models rely on external resources. Learning and innovation processes are key to such models. Firms need to reconfigure their business models and establish comanaged value chains through a network of alliances.575 Technology businesses have attempted to focus on payment terms rather than price as a more reasonable approach.

 The government is also a key stakeholder for this purpose. For instance, the Government of Togo provided subsidies to buy irrigation systems and offered tax exemptions on import duties and VAT on the water pumps.

 
 
 In Focus 5.4: IoT-Enabled and Cloud-Connected Koko Points to Deliver Ethanol in Kenya’s Capital

 

 The venture-capital-backed technology company Kenya-based KOKO Networks has built dense networks of cloud-connected KOKOpoints in the stores of its network of KOKO Agent shopkeepers to deliver consumers fuels using IoT and cloud solutions.576 Page 147 →KOKOpoints are ethanol refueling stations to power home stoves. Ethanol is cleaner to burn and safer to store and handle than solid or gaseous fuels. Customers purchase ethanol via M-PESA. Just like a soft drink dispenser, a customer presses a button on a high-tech screen and fills up a smart cannister. They then take the canister home and dock it in their KOKO Cooker.577

 The Market

 KOKO Networks was launched in September 2019. By September 2020, the company had over 700 outlets, with more than 600 agents in downtown Nairobi dispensing cooking fuel. By that time, 50,000 households were using KOKO’s IoT solution for ethanol.578 This is arguably Africa’s largest deployment of IoT for consumer fuels that enables cloud-based tracking of fuel inventory across the supply chain. Each KOKOpoint is connected to the KOKO Cloud software platform.579

 The company’s target customers are in the US$150–300 per month household income range. They have electricity in their homes, TV, and smartphones but cook with charcoal or kerosene. The cost of a KOKO Cooker with a canister costs about US$65. The company makes the network hardware in Kenya and the stoves and canisters in India. The cost to fill one canister with 2.3 liters of bioethanol is about US$2. For an average family of four, a canister would last about a week as cooking fuel. The cost of bioethanol was about US$0.95 per liter in 2018. Cooking with charcoal was estimated to cost about 40% more.580

 Customers can buy fuel in small quantities for daily cooking.581 Page 148 →They can purchase a next-generation KOKO Cooker, a two-burner ethanol stove, with a KOKO Agent or via the myKOKO smartphone app. After placing the order, the KOKO Cooker can be picked up in a shop within 24 hours.582 They can top up their KOKO Fuel account via M-PESA and then access bioethanol at a KOKOpoint Fuel ATM.583

 The Solution

 Most of the bioethanol comes from Kenyan molasses-based ethanol plants. Molasses is a viscous substance and waste product of sugar refining. It produces only water vapor and no emissions when burned. Some bioethanol is also imported from Uganda and Tanzania.584

 While bioethanol is a sustainable by-product of the local sugar industry, it has been difficult to package, transport, and make available to customers in a safe and cost-efficient way. KOKO’s model removes the need for single-use plastic bottles and reduces distribution costs.585

 KOKO’s IoT hardware tracks fuel all the way from fuel delivery trucks to the last-mile distribution to the KOKOpoint Fuel ATMs.586 Each ATM unit has backup power and is installed securely to the wall.587

 KOKOpoints are fitted with a wide range of internal electronic sensors to send real-time updates to a network operations center. They measure their “technical health,” fuel inventory levels, video advertising inventory, and other indicators.588 The KOKOpoints are used to gather customer data for targeted advertising when they refill their canisters.589

 Page 149 →Partners

 KOKO’s fuel distribution partner Vivo Energy Kenya sources bioethanol from local and regional suppliers and delivers it to service stations in Nairobi that have dedicated underground storage tanks for cooking fuel. KOKO’s smart microtankers transport fuel from petrol stations to KOKOpoint Fuel ATMs.590

 As of September 2019, ten Shell petrol stations were used for storing bioethanol and ten smart microtankers for transport. A KOKOpoint fuel ATM is within five minutes of every house in Nairobi.591

 
 
 
 Technological Readiness of LMICs for the IoT

 Overall, LMICs’ IoT readiness is gradually increasing. The essential conditions for developing and implementing IoT solutions are improving. For instance, IoT connectivity is widely available in most parts of the world given growing coverage of cellular networks (Figure 5.1). Noncellular IoT connectivity is also expanding. For instance, as of 2020, Africa’s data, voice, and IP provider Liquid Telecom’s low-power wide-area IoT network through Sigfox OG covered up to 85% of Kenya’s population.592

 LMICs are becoming more heterogeneous over time in terms of the type of IoT solutions they use and the features they look for.593 In the case of IoT, this translates to individuals’ and organizations’ demands of IoT solutions with different features and performance levels in terms of key metrics such as latency or lag time, data throughput, quality of service (QoS), and cybersecurity. A variety of IoT solutions have been implemented to tailor according to the need and requirements of specific use cases of the heterogeneous market. For instance, in the utility industry in rural locations, GSM is the Page 150 →most widely used machine-to-machine technology to transfer data over long distances. A drawback of GSM is that it consumes a lot of power and network coverage is unreliable in rural areas. Utility companies are thus switching to narrowband (NB) IoT for its lower cost and low power consumption. NB IoT is ideal for utility applications, which mostly require occasional connectivity and minimal throughput is sufficient.594 The NB IoT standard is emerging as a popular standard.

 Cellular low-power wide-area network (LPWAN) solutions such as NB IoT and Long Term Evolution for Machines (LTE-M), which were developed by the 3rd Generation Partnership Project (3GPP), offer low latency or lag time, high data throughput, higher QoS, and strong cybersecurity.595 Some applications that require these features include remote healthcare, water and gas metering, and smart home systems.

 The features offered by cellular IoT connections often translate into higher deployment costs, though. Moreover, many rural areas lack coverage for mobile broadband technologies such as LTE and Worldwide Interoperability for Microwave Access (WiMAX) (Figure 5.1). Noncellular IoT technologies are appropriate in such cases, especially in rural settings, for which cost efficiency is important but data throughput, speed, and cybersecurity are less critical. For many of these applications, it is sufficient to exchange data in batches. For instance, cost efficiency is important in smart farming and livestock management. Smart farming systems also require long battery life.596

 Noncellular IoT connections can be deployed in areas that lack cellular coverage. A drawback of such connections, however, is that they are unlicensed and operate on a free frequency band. Unlike the GSM network and NB IoT, these networks do not have their own frequencies. This means that other networks in the same area may theoretically interfere with operations of noncellular IoT connections such as SIGFOX and LoRa networks.597

 Page 151 →LMICs are also developing local technological capabilities. Off-the-shelf and ready-made solutions are often ineffective or too costly for addressing specific local needs. Consider IoT technology used in the agricultural sector. An off-the-shelf soil moisture sensor in Kenya costs about US$500, beyond the reach of most farmers. To address this, local IoT companies are developing their own solutions tailored to their customers’ requirements. In most cities, analog circuit components (e.g., wires, resistors, capacitors, inductors, transistors) can be found locally. However, digital components such as integrated circuits (ICs ) are not available. Hardware developers rely on e-commerce sites to source components.598

 The IoT’s contribution to the socioeconomic development of the B4B faces several challenges. Despite LDCs’ increasing connectivity, mobile or cellular coverage is lower than the world average. The gap in coverage between LDCs and other economies is especially large for broadband wireless systems such as LTE (Figure 5.1).

 The lack of economies of scale has hindered the development of the IoT market. In 2019, only about 9% of homes in South Asia had IoT or connected devices, compared to the worldwide average of 40%.599

 The economies-of-scale barrier has also been found in upper-middle-income countries such as South Africa. For instance, South Africa’s licensed SIGFOX operator SqwidNet, which was launched in November 2016, reported starting voluntary restructuring or winding down in mid-2021. SqwidNet was the country’s largest operator to establish an IoT national connectivity network. The company reported that it was not possible to fund its operating costs due to the early stage of IoT development and an underdeveloped IoT ecosystem.600 COVID-19 was cited as a main trigger for the restructuring of SqwidNet.

 
 
 Page 152 →Chapter Summary and Conclusion

 IoT devices are diffusing rapidly in LMICs and being used as a tool for the socioeconomic development of the B4B population. Data from IoTs can create valuable insights for improving operational efficiencies of firms, processes, and key economic activities.

 This technology helps increase productivity through various mechanisms, including reducing waste of key resources (e.g., minimizing losses due to physical leaks, meter tampering, and other factors at Embu), reducing downtime of machines (e.g., AB InBev’s use of IoT and ML to predict cooler repairs), and ensuring optimum conditions (e.g., soil moisture and nutrient availability to increase agricultural productivity). By enabling accurate measurement of product and service attributes and economic agents’ actions, the IoT can also facilitate exchange and transactions. The examples in this chapter show that the IoT can facilitate first- and second-party enforcement. This aspect is especially relevant to economies in Sub-Saharan Africa due to weak mechanisms for third-party enforcement of contracts.

 This technology can increase the welfare of vulnerable groups such as smallholder farmers and help the population in LDCs participate in the market economy. For instance, IoT technologies can be used to provide real-time data and analysis to help improve farmers’ decision making, which can reduce the risk of crop failure, decrease costs, increase farm yields, and provide market access to farm products.

 IoTs can help LMICs overcome barriers related to deficient infrastructures and markets. Many examples discussed here (e.g., StoveTrace, M-KOPA, KOKO Networks) show how economic and technical considerations affect the adoption and diffusion of IoT solutions. For instance, M-KOPA was able to create a market for its products by leapfrogging East Africa’s poor infrastructure. To do so, it combined mobile payment technology with the latest solar systems.

 IoT solutions can help dynamically adjust a product to consumers’ requirements. In this way, the IoT can influence a party’s willingness to enter into a contract. It is evident from examples such as Azuri Technologies’ HomeSmart and SAB that the IoT’s impact can be further increased by combining with advanced technologies such as AI and ML. Only with IoT is it possible to know the device status such as “in use” or “not in use” (e.g., StoveTrace). By combining IoT with AI, proactive maintenance can be planned and scheduled, and corrective actions can be initiated before the equipment experiences a catastrophic failure (e.g., SAB’s solutions).

 Several innovative solutions are being developed by local firms, such as Page 153 →Kenya’s Illuminum Greenhouses. Such initiatives also promote the local economy by using locally available materials. The case of this startup also illustrates how affordable and simple IoT systems have the potential to improve living conditions for the B4B.601 The case of Illuminum Greenhouses indicates that locally made intermediate inputs such as parts and components play a key role in developing IoT solutions. They also develop software locally, so there is a need for building local skills and capacity to develop the IoT industry.

 The deployment of technologies tends to diffuse from large and more resourceful organizations to small or less resourceful organizations—known as the rank effect.602 Programs such as the Togolese government’s subsidy indicate that the government can accelerate diffusion by making sustainable agriculture affordable. In this way, regulators can take measures to ease new technologies’ path to market.

 The IoT can make first-party enforcement or even self-enforcement attractive and help individuals and enterprises live up to contracts and promises, thus reducing transaction costs. The SAB example indicates that the IoT can help increase reliability of customer service by minimizing problems such as equipment failure. Thanks to IoT solutions, firms do not need to rely on expensive and inefficient enforcement measures. In the M-KOPA example, if a customer fails to make a payment, the system can be shut off remotely and switched on after the customer pays.
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 The 4R in Economic and Social Developments

 
 
 
 
 
 Page 156 →Page 157 →Chapter 6
 Healthcare and Pandemic Preparedness

 
 A healthcare system has three primary goals: to keep people healthy, to treat people who are sick, and to provide healthcare services that are affordable, efficient, and cost-effective.603 The 4R has tremendous potential to bring about positive development in the healthcare systems of LMICs. For instance, the deployment of 5G-enabled healthcare in hospitals and clinics can help provide digital healthcare technologies in rural areas of LMICs.604 Likewise, digital tools such as AI-driven health solutions can help LMICs leapfrog high-income countries.605 The first of the direct benefits of AI to developing economies stems from the democratization and decentralization of medical knowledge and excellence. For instance, AI algorithms can analyze patients’ symptoms and vital signs, then compare that information with the history for the patient, the patient’s family, and hundreds of millions of other patients. In this way, causes of illness can be correctly and efficiently identified.606

 Deep learning for visual tasks is advancing at a breathtaking pace. In Page 158 →2017, an article in Nature described a system that had the same performance as dermatologists for classifying cancer.607 Similar systems are being developed to assess other diseases such as diabetic retinopathy (a cause of blindness), stroke, bone fracture, and Alzheimer’s. Such programs can be installed on smartphones to provide low-cost universal access to diagnose diseases.

 This chapter focuses on the roles of 4R technologies in helping LMICs achieve key goals of a healthcare system. It also looks at the roles in these technologies in fighting the COVID-19 pandemic.

 
 Keeping People Healthy

 Many 4R technologies provide mechanisms to keep people healthy through disease prevention and health promotion programs, such as environmental protection, public health, immunization, and nutrition and diet. Nutritional deficiency is a major concern for the B4B. About 243 million people in Africa are estimated to be malnourished. Many meals are based on a high-starch diet, which has been reported to lead to the deaths of at least 15,000 children a day.608

 For instance, consider anemia, a health condition characterized by low hemoglobin (HGB) counts.609 Anemia is most commonly caused by nutritional deficiency.610 In Africa, 35% of women of reproductive age are affected by anemia,611 and even more in low-income countries such as Ethiopia612

 Micronutrient deficiency leads to cognitive development issues, which Page 159 →has been estimated to result in a loss of as much as 5% of GDP in LMICs. The direct healthcare costs related to such deficiencies are estimated at US$20 billion–$30 billion annually. IoT solutions have been deployed to address this issue (In Focus 6.1).

 
 
 In Focus 6.1: Sanku’s Project Healthy Children Uses IoT Solutions for Small-Scale Fortification

 

 Sanku, a nonprofit social enterprise, runs Project Healthy Children, which aims to address micronutrient deficiency. Sanku’s dosifier enables small mills in rural Africa to fortify flour in a sustainable and cost-effective manner. The mills can add precise amounts of nutrients during the milling process. By 2017, over 100 mills were operating across Tanzania. At that time, the only way to ensure that the mills were using dosifier machines correctly was to drive for hours to visit each one.613

 Sanku can now remotely monitor equipment and production. The program can precisely measure and mechanize the process of adding iron, folic acid, vitamin B12, and zinc to cereal grains when milled614 Each mill’s production data is also stored and sent to Sanku dashboards every five minutes, then linked to Sanku’s inventory management system, which allows the company to automate deliveries of flour bags and premixed nutrients. The data also helps monitor miller compliance and fortification accuracy. Moreover, the mills can alert Sanku of dosifier maintenance issues.

 Partnership with Vodafone

 Sanku teamed up with Vodafone to develop IoT solutions to enable the mills’ fortification processes remotely. Sanku dosifiers are connected with Vodafone’s IoT SIM. Vodafone’s IoT solutions involve installing a “cellular module” in each dosifier. The millers pay Sanku using Vodafone’s M-PESA mobile payment service615

 Vodafone’s in-country roaming services are available even in the most remote areas, which makes it possible to access real-time Page 160 →information related to maintenance, power supply, and machine tracking. Sanku can accurately monitor fortification levels to ensure that consumers receive the benefits of fortified flour.616

 Key Milestones

 Sanku’s dosifiers for small-scale fortification were introduced in 2013 and made the list of “Time’s Best Inventions” in 2019.617 As of 2018, Sanku was working with 150 flour mills and serving 1 million consumers. As of November 2020, Sanku’s Project Healthy Children reached 2 million people with its fortified flour in five countries across East and South Africa.618 By August 2021, Sanku had outfitted 300 flour mills in East Africa. The goal is to reach 15,000 more by 2025.619 Sanku estimates that if it can replace 15,000 traditional mills with Sanku dosifiers, 100 million consumers’ lives will be positively impacted.620

 
 According to the WHO, polluted air contributes to one in eight deaths worldwide via lung damage, heart disease, stroke, and cancer. The WHO also estimates that indoor air pollution in homes in Africa contributed to about 600,000 deaths in 2012. As discussed in chapter 5, attempts have been made to help consumers switch from using dirty fuels such as open fires, traditional stoves, and kerosene to clean-burning stoves (In Focus 6.2) and cleaner-burning LPG.

 In LMICs, exposure to air pollution is often extreme, and levels of indoor and outdoor air pollution are significantly higher than in high-income economies621 Indoor and outdoor air pollution ranked as the 10th and 13th leading causes of mortality in the 2001 WHO Global Burden of Disease (GBD) Report.622

 Page 161 →Indoor air pollution is a major public health hazard for large numbers of the world’s poorest and most vulnerable people. It may be responsible for a similar proportion of the global burden of disease as risk factors such as tobacco use and unsafe sex.

 Appropriate interventions can significantly decrease exposure to indoor air pollution, including by improved stoves, cleaner fuels, and behavioral changes. To be effective, such interventions should meet domestic energy and cultural needs, and also improve safety, fuel efficiency, and environmental protections.623 They should also be affordable and sustainable. Solutions that are associated with income generation and credit arrangements are preferable. Cleaner fuels such as liquefied petroleum gas are among the best long-term options (In Focus 5.3). Nonetheless, most poor communities that are currently using biomass are likely to make the transition to LPG eventually.624 For such communities, IoT-based clean-burning stoves can reduce indoor air pollution (In Focus 6.2).

 4R technologies are also being deployed to fight outdoor air pollution. Air-quality sensors have been deployed in several cities to track levels and changes in pollutants. One such project is Fresh Air in Benin, which utilizes a network of air-quality sensors to capture and send data every 20 minutes via GSM connectivity.625

 
 
 In Focus 6.2: StoveTrace’s IoT-Based Clean-Burning Stoves

 

 As of 2018, about 3 billion people cooked food on open fires or traditional stoves, which consist of a few mud bricks on the floor. These emit black carbon, which is noxious and adds to the global greenhouse effect. According to the World Health Organization, about 4 million people die every year from illnesses attributed to household air pollution. Black carbon is arguably second only to carbon dioxide (CO2) in its contributions to global warming.

 Page 162 →The Los Angeles–based nonprofit Nexleaf Analytics’ StoveTrace project has introduced clean-burning stoves to address these challenges in India’s Odisha state. The stoves are various types of “forced draft” appliances that look like metal cylinders and make a fire burn hotter and cleaner. They are also more efficient and use less wood.

 A local “energy entrepreneur” provides loans to village women to buy the stoves, which cost about US$80. Each stove has a thermal sensor wired to a wall-mounted communications module that records data when the stove is in use. In the first iteration of the project, the modules used the cellular network to send information to the cloud in real time. The subsequent version used a cheaper, simpler gadget to store data, which are not sent in real time. In this version, the local entrepreneur visits the house and connects to the module via Bluetooth to download the data.

 The Global Alliance for Clean Cookstoves, which has been backed by the United Nations Foundation and dozens of governments, corporations, and foundations, distributed over 80 million stoves during 2010–2016. But it is not possible to know the proportion of them that are working and being used regularly. StoveTrace’s sensors make it possible for local energy entrepreneurs to know if the stoves are being used. If any are not being used, they can visit households for troubleshooting or repairs.

 The sensors have an additional function. Based on each household’s stove usage, small monthly payments are made to households via a mobile banking app. For instance, a household that cooks regularly on the new stove receives about US$4 per month, considered a “climate credit.” The money can be used to make payments on the loan to buy the stove.626 StoveTrace formed a partnership with Vodaphone M-PESA in India to make direct payments to women’s mobile phones. Each woman receives notification of the payment. Customers without a phone receive direct payments from the cash-out agent.627

 
 4R technologies can also help keep people healthy by preventing illness. Life sciences technologies such as biotechnology and genomics are expected to help eradicate diseases such as malaria and Zika virus. For instance, the Page 163 →gene drive process can be used to force certain genes to pass from one generation to the next and ultimately throughout the population of a species. By spreading edited genomes through an entire population, it is possible to prevent species of mosquitos that are vectors for such diseases from reproducing. The same process can help engineer endangered species so that they are less affected by adverse climate changes.628 With rapid advances in genomic sciences, such possibilities are increasingly feasible. Scientists can test very rapidly and cheaply how specific genetic variations generate particular traits and diseases.629 The first sequencing of the whole human genome in 2003 cost about US$2.7 billion and took 13 years among thousands of scientists. In 2012, it took several months to sequence a person’s genome.630 In 2018, it became possible to map someone’s genome 30 times in 40 hours, which made it possible to eliminate scanning errors. It cost less than US$1,000.631 Illumina, a developer of life science tools, says that “one day,” this can be done for less than US$100.632

 While clinical datasets such as genomes are biased against people of African ancestry, some groundbreaking genome-editing technologies focusing on this population have been developed thanks to growing African genome data. Genome editing involves making changes to the DNA of a cell or an organism. By doing so, scientists can test how specific genetic variations generate particular traits and diseases. Looking at the patterns in huge datasets of genetic information and medical records, scientists can examine mutations and linkages in diseases. They can then personalize treatment and protocols for a patient. This type of approach is referred to as precision medicine; it relies on genetic information of a person or group for the diagnosis or treatment for that person or group. In chronic disease, this may play a critical Page 164 →role in increasing treatment efficacy. In December 2020, scientists successfully used gene editing to treat sickle cell disease, an inherited red-blood-cell disorder common among people of African ancestry. To treat persons with this disease, scientists needed to identify and cut out a gene that instructs the production of the defective sickle-shaped cells in those persons. Doing so requires sequencing of the entire genome that makes up the DNA of people of African ancestry.633 Ten participants had received the treatment, which did not require hospitalization or blood transfusion. They were also free from pain and side effects.634

 These technologies have also helped administer vaccines in a timely and targeted manner to prevent COVID-19 infection and hepatitis C. The WHO has been monitoring vaccination records, treatments, and prevention methods in Mongolia with Rymedi’s blockchain system.635 Rymedi’s focus has been on deploying hepatitis C vaccines in Mongolia.636 About 9% of the population in Mongolia has hepatitis C.637 The process includes screening the population for hepatitis C, rapid field diagnostics, viral load testing, e-prescription, treatment delivery, and monitoring patient outcomes. With Kadena’s blockchain technology, Rymedi can capture, track, and share data related to these processes faster and more securely. The data are linked to electronic medical records. These processes have been reported to strengthen the mechanisms for quality assurance in healthcare and improve supply chain coordination.638 Medicinal products being tracked by Rymedi and Kadena include antibiotics, hepatitis C cures, cannabis products, kidney dialysis, and treatments for cancer, HIV, and neonatal pulmonary issues. The companies have deployed their solutions in Kenya, Mongolia, and the Page 165 →United States. As of 2019, they were planning to expand services to the Caribbean and Central America.639

 
 
 Treating Sick People

 Four billion people in the world lack access to basic health services.640 The global shortfall in health workers is expected to exceed 12.9 million by 2035.641 4R technologies have provided a solution for an overburdened healthcare system. AI tools have become increasingly powerful for increasing access to healthcare services in LMICs (In Focus 6.3). One such solution is Germany-based Ada Health’s chatbot symptom checker app, launched in 2016. As of May 2021, the app had attracted more than 11 million users worldwide, including about 2 million in Brazil and India and more than 3 million in LMICS.642 In a study of the eight most popular online symptom assessment apps, the most comprehensive app was Ada (in terms of possible conditions and user types), which provided a condition suggestion in 99% of cases.643

 The AI tool as an “agnostic” platform, which can be tailored and integrated into existing health systems.644 The app is free to download. Users input symptoms and preexisting medical conditions. AI-based questioning then pinpoints possible diagnoses and recommends next steps, such as resting or seeking professional help.645

 Ada Health has been working in Tanzania since 2017, partnering with Page 166 →the Swiss philanthropic organization Fondation Botnar. Tanzania has one doctor per 25,000 people. Ada Health partnered with Botnar to launch a localized version of its app in Swahili in 2019.646 The Ada app is reported to optimize 160 disease models to ensure that the app correctly factors in conditions and symptoms more common in Tanzania and East Africa than in other parts of the world.647

 
 
 In Focus 6.3: Babylon Health Offers Diagnosis and Video Appointments in LMICs

 

 The London-based health startup Babylon Health offers a digital healthcare app for diagnosis and video appointments. As of June 2021, it covered 24 million people in four continents.648 Babylon Health partnered with Samsung to incorporate its Ask an Expert video doctor appointments to Samsung’s Health app.649 Babylon also operates in LMICs such as Cambodia, India, Indonesia, Laos, Malaysia, the Philippines, Thailand, Rwanda, and Vietnam.650

 Patients who need care are directed to an in-person consultation or digital and phone service, which helps relieve some in-person burden. It can also speed up processes such as validating insurance. Babyl plans to launch an AI-powered tool for health centers.651

 Babylon launched in Rwanda under the rebranded name Babyl. In early 2018, Babyl announced “the first ever fully digital healthcare service in east Africa using artificial intelligence.” The service included a chatbot “to take the power of a doctor’s brain and put it on a mobile phone for medical advice and triage.” By early 2021, it had 2 million users in Rwanda and handled 3,500 daily consultations.652

 Page 167 →Some Criticisms

 Babylon’s system in the UK has been found to be of questionable effectiveness. A study found that its online symptom checkers “lack the functions to support the whole diagnostic process of an offline medical visit.”653 The system also focuses on particular diseases. Another study found that digital symptom checkers globally were used primarily by younger and more educated people. There was no sufficient evidence as to whether people take up the medical advice given.654 The consulting firm Dalberg’s evaluation of Babyl in 2018 found the solution can cut costs, which also includes the development of more efficient EHRs. It was also noted that with face-to-face consultations, Babyl has a higher “risk of fraud through false impersonation” by callers. The consulting firm also emphasized the importance of adjusting symptom-checking algorithms to “local health and disease patterns and to language and communication practices.” The company’s costs have increased due to a requirement to store all the data on a local cloud server hosted in Rwanda.

 A review of the quality watchdog Care Quality Commission (CQC) found that Babylon did not provide a safe service in relation to prescribing regulations and best practice.655 The CQC found that information was not always shared with a patient’s primary doctor to ensure that prescribing was safe and appropriate. It also lacked a system to ensure that patients’ conditions were being monitored appropriately.656

 A further criticism Babyl’s service faced in Rwanda is that it did not take local epidemiology into account. Rwanda’s minister of health claimed that the Babyl app had no questions about Page 168 →malaria.657 Babylon founder Ali Parsa also noted that in the initial phase, Rwanda-specific data were not included in the Babyl system: “People are hyping AI often because they want to get finance. The reality is we are in day one. It’s really in early infancy. AI will utterly outperform our wildest imaginations in years to come and utterly disappoint us in the short term.”

 
 The role of AI tools is becoming especially apparent in specialized medical consultations in LMICs. This is because medical AI is already doing things that even the world’s best medical professionals are not capable of doing. AI is likely to have a powerful impact on areas such as ophthalmology and radiology. For instance, AI algorithms can examine radiology images much faster than humans.658 Likewise, several AI apps use images of human eyes that practitioners, technicians, or even patients can diagnose for possible diseases. They no longer need the expertise of ophthalmologists. This is especially important in LMICs that have a severe shortage of health specialists.659

 
 
 Making Healthcare Services Affordable, Efficient, and Cost-Effective

 4R technologies are helping patients in LMICs receive better and more affordable healthcare services. Locally developed solutions are making healthcare more affordable. Aravind Eye Hospital Smart Vision Spectacles (SVS) cost US$292, compared to more than US$5,000 for smart eyewear products in advanced countries.660

 4R technologies affect healthcare services not only by reducing costs but also through other mechanisms. For instance, different fraud exists in the healthcare sectors. 4R technologies provide various mechanism to prevent fraudulent actions, which can increase the efficiency and decrease costs of healthcare services. Likewise, 4R technologies such as drones can help Page 169 →deliver medicines, vaccines, and other health products to the populations that live in remote and inaccessible locations.

 
 Fighting Fraud in the Insurance Sector

 The pervasiveness of fraud in the insurance sector is a concern in the LMICs. One estimate suggested that false claims in the Indian healthcare insurance industry account for 10%–15% of total claims. The industry is estimated to lose about US$90 million to false claims annually.

 Major fraud categories or schemes reported include misrepresented services, services not provided, and services provided to “rented” patients. Likewise, the Chinese insurance industry suffers from rampant abuses and malpractice committed by patients and medical staff. In Lipanshui city in Guizhou, fraud cases were found in 107 of the 135 hospitals and medical centers. All hospitals in Anshun were found to engage in mismanagement of medical insurance. Some medical staff had provided fake medical records to get payments for treatments that were not performed. Such practices can be prevented with blockchain.

 Fraudulent practices in the insurance sector can be reduced by performing automated verifications of policyholder identities and contract validity using blockchain. Submission and registration of claims are done online and are auditable. Relevant data such as encrypted data on injured parties prepared by hospitals and medical centers are obtained from third parties, which are made accessible to the insurer to verify payment. Payouts for claims can be made via a blockchain-based infrastructure or smart contracts.

 
 
 Fighting Fake Products

 According to the WHO, 42% of all fake medicines reported to the organization between 2013 and 2017 were from Africa.661 About 250,000 children in Africa die every year from the use of fake drugs to treat diseases such as malaria or pneumonia.662 Medicines in Africa change hands as many as thirty times before reaching a pharmacy retail point.663 The manufacturers of legitimatePage 170 → products find it difficult to track their products, and it is not possible to trace a medicine back to its origin.

 4R technologies such as AI (In Focus 6.4) and blockchain are used in LMICs to fight fake products. Blockchain can be used to track the entire supply chain from the raw materials used in pharmaceutical production to finished products sold by drug manufacturers to hospital and to end users could be the most effective way to fight counterfeit and substandard drugs (see In Focus 6.5 and 6.6). Afghanistan’s Ministry of Health teamed up with smart contract platform Fantom to fight substandard or falsified medicines in the county. In July 2020, the ministry announced a trial of a blockchain-based smart medicine pilot program on Fantom’s Opera main net, which is permissionless and open-source blockchain.

 
 
 In Focus 6.4: RxAll’s AI-Based Handheld Device to Fight Fake Drugs

 

 The Nigerian startup RxAll launched an AI-based handheld device to fight fake drugs, which according to the World Health Organization (WHO) is a US$200 billion industry. It assesses a drug’s compounds by connecting the device to a cloud-based database. The database contains information related to what the drugs should contain. The information is sent back to an app, and the database updated using AI. It has been used in Myanmar. The company also plans to enter into other developing countries such as Ghana, Cambodia, and Kenya.

 
 According to the plan, pharmaceutical products of two Indian companies—Bliss GVS and Nabros Pharma—would be attached with labels provided by Fantom. Fantom’s plan was to work with the Nigerian health startup Chekkit, which uses ID labels—secured on the ethereum blockchain and unstructured supplementary service data (USSD) or QR-code scanning to verify a product’s authenticity.664 The pharmaceutical distributor Royal Star Pharma would scan labels at each step of the distribution process. The scanned data is recorded in the Fantom blockchain using cryptographic encryption. The Royal Star and the Ministry of Public Health can verify products’ authenticity by comparing the hash of the data stored in the blockchain to the hash printed on the label. The plan was to use blockchain Page 171 →to track supply chains of 80,000 products, including hand sanitizers, joint cream, kofanol chewable tablets, and diacare foot cream.665

 Fantom’s DAG-based smart contract platform has a high transactional throughput, which provides fast confirmation times at the required scale to power a country’s entire healthcare system.666 Fantom claims that its Lachesis algorithm confirms transactions in one to two seconds.667

 
 
 In Focus 6.5: Indian Government Uses Blockchain to Fight Counterfeit Drugs

 

 According to the WHO, India accounts for 35% of counterfeit drugs distributed worldwide.668 The Indian government aims to fight this problem with blockchain.669 In 2018, the Indian policy thinktank Niti Aayog and Oracle signed an agreement to use blockchain and IoT to conduct a pilot to track India’s domestic pharmaceutical supply chains.670 Among participants in the pilot were India’s hospital chain Apollo Hospitals and the drug manufacturer Strides Pharma Science. Oracle reported that the pilot was successful. Oracle’s blockchain registers a drug’s record such as serial number and labeling in the manufacturer’s drug supply chain.

 Drugs were tracked during the supply chain journey from manufacturer to logistics to distributors to hospital or pharmacy to consumers. If a fake drug enters the system, the software detects the irregularity and notifies each node. The IoT tracked information such as the drug’s chemical ingredients and the maintenance of acceptable temperature for some drugs or vaccines.671

 
 
 
 Page 172 →In Focus 6.6: Uthabiti’s Blockchain Solutions for Traceability in Kenya’s Pharmaceutical Supply Chain

 

 Kenya’s web and mobile platform Uthabiti, used to consult doctors and other health auxiliaries online and to order prescribed or nonprescribed medicines from pharmacies, launched a blockchain solution to address counterfeit drugs.672 After procuring medicines from manufacturers, Uthabiti performs a quality test at its own laboratory. The medicines are labeled with the product’s safety report. Each medicine also has a unique blockchain ID. The medicines are then sent to partnering retailers, which allows Uthabiti to know the location of its products.673

 Patients buying the retail medicines can verify authenticity through a mobile app or via SMS service.674 Uthabiti’s system checks against the database provided by the manufacturers to verify the product’s legitimacy and replies to the query automatically.

 As of August 2020, Uthabiti had partnered with four manufacturers and distributors of sexual health products. It had completed 2,300 deliveries and verified 5,000 scans.675

 
 
 
 Overcoming Barriers to Accessibility

 The challenge of overburdened healthcare systems in many LMICs is exacerbated by the remoteness and inaccessibility of the population. The remoteness of a location negatively affects the delivery and quality of healthcare services.676 For instance, half of Ghana’s population lives in rural or remote areas, where transporting refrigerated vaccines by road is a big challenge. In remote places with difficult terrain, a journey can take hours by car or truck.

 Such barriers can be overcome through effective utilization of drones. Drones deliver packages directly straight to doctors in minutes without any direct human interaction. Drones fly close to 100 miles round-trip on a Page 173 →single battery charge, traveling up to 80 miles per hour.677 The American medical product delivery company Zipline has drones (Zipline Zips) that deliver about four pounds (1.80 kg) of payload in under an hour over a 20,000-square-kilometer area surrounding a distribution center.678 As of 2021, Zipline was delivering vaccines, medical supplies, and equipment to remote Ghana and Rwanda. The ultra-cold-chain technology needs a drop site the size of about two standard parking spaces.

 Rwanda built an aerial network of drones to deliver medical supplies to remote villages. Consequently, drone delivery services have provided access to life-saving treatments. Zipline partnered with the Rwandan government to develop commercial drone delivery services for medical supplies to hospitals located in remote areas. The project was launched in 2016.

 Zipline’s drones now deliver blood products such as red blood cells, platelets, and plasma. Zipline operated two distribution centers in Rwanda, providing coverage to 80% of Rwanda.679 Every day, about 150 deliveries are made by each distribution center, half a ton of freight. By September 2019, more than 13,000 deliveries of blood products had been made.680 By September 2021, millions of units of blood, medical products, and vaccines had been delivered.681

 In 2018, the government of Ghana approved a four-year contract worth US$12.5 million for Zipline to deliver blood and other medical supplies by drone. Zipline started its operation in Ghana in 2019. The plan is to make between 100 and 150 deliveries per day at an estimated cost of US$17 per delivery.682 By September 2021, Zipline Ghana had completed over 105,000 deliveries, distributing more than 1 million medical commodities and over 3 Page 174 →million vaccine doses (including for COVID-19 and childhood diseases).683 Zipline Ghana had four distribution centers that served over 610 centers and made an average of 150 flights a day.684 Switzerland’s healthcare company Novartis teamed up with Zipline to deliver medicines for sickle cell disease by drone to rural Ghana.685

 
 
 
 Local 4R Innovations in LMICs

 In recent years, firms in LMICs have introduced a number of healthcare innovations. In this section, I discuss a few useful solutions based on 4R technologies to treat various types of illness.

 The prevalence of disabling hearing loss in children and seniors is highest in the developing economies in South Asia, Asia Pacific, and Sub-Saharan Africa. According to the WHO, prevalence in children is negatively related to a parent’s literacy rate.686 The South African startup hearX Group has developed a mobile app that provides a low-cost, clinically validated means to screen for hearing loss. People need only minimal training to use the app, which is thus accessible to poor people. The average test time is less than a minute. The app is becoming popular in multiple settings, including schools.687 Also, hearX Group’s dbTrack personal in-ear sound-tracking solution uses sound sensor technology in earphones to track and measure in-ear sound levels. The app provides feedback on sound exposure and safe listening time in real time.688 It is described as a health tracker for the ears.689

 Another example is Kenyan nonprofit organization inABLE’s solution Page 175 →to support people with visual disabilities through assistive technologies. The organization teamed up with the Indian nonprofit I-STEM to develop technical solutions to help students with such disabilities to take exams. An AI-based solution has been developed: a virtual assistant.690

 A final example is an AI system developed by Nigeria’s Ubenwa that analyzes a baby’s cries to predict asphyxia, the third most frequent cause of death among infants.691 In a trial using 1,400 recorded baby cries, the solution’s predictions were reported to be 95% accurate.692

 
 
 4R Technologies to Fight COVID-19

 4R technologies have also been used to fight the COVID-19 pandemic. For instance, in December 2021, South Africa’s prompt genomic analysis played a key role in alerting the world about an unusual genome profile present in samples tested for coronavirus.693 The Network for Genomic Surveillance in South Africa (NGS-SA), created in May 2020 in response to the COVID-19 pandemic,694 first spotted the new variant in sequencing data from Botswana. National laboratories and the Africa Centers for Disease Control and Prevention (Africa CDC) teamed up to increase the level of Africa’s sequencing response.

 In October 2020, Africa CDC, the WHO, and other public, private and nonprofit organizations launched The African Pathogen Genomics Initiative, which is an Africa-wide network for viral sequencing. The aim of the initiative goes beyond COVID-19 surveillance to build technology infrastructure, expertise, and resources required in next-generation sequencing to confront future epidemic threats. It also helps to fight AIDS, tuberculosis, malaria, cholera, and other endemic diseases. The Initiative, which has centers in South Africa, Nigeria, Senegal, Ghana, Kenya, Democratic Republic Page 176 →of the Congo, and Uganda, had sequenced over 70,000 viral genomes by January 2022. The network has also taken initiatives to expand pandemic surveillance into rural areas. The network of sequencing laboratories also covers remote areas.695

 Likewise, drones equipped with cameras were used to slow the spread and lethalness of COVID-19 in Rwanda. Drones complemented efforts by radio and TV messages, community health workers, and other community leaders. Footage recorded by drones allowed local authorities to closely monitor areas in need of intervention or evacuation. Rwanda introduced high-tech robots at COVID-19 treatment centers to perform activities such as administering temperature checks, monitoring patient status, and keeping medical records of COVID patients. Robots minimized risk of infections among healthcare workers.696

 Vodafone’s South African subsidiary Mezzanine uses IoT in its Stock Visibility Solution (SVS), a network-agnostic mobile application for healthcare facilities’ pharmacies. SVS helps track goods such as gloves, masks, and sanitizers using a smartphone barcode reader or wirelessly. As goods move through the supply chain, a SIM card can collect GPS location data and send it via the Vodafone cellular network. Vodafone’s platform captures that information and transmits it to Mezzanine’s cloud-based software. Updates are provided on the goods’ location and status. Mezzanine can share that data with its customers and identify and address supply chain issues in real time. Mezzanine’s IoT solutions were used in South Africa, Ghana, Nigeria, Mozambique, Zambia, Uganda, Kenya, Ethiopia, Malawi, and Tanzania.697 During the COVID-19 pandemic, the SVS was deployed at 350 public hospitals in South Africa.698

 4R technologies have also helped administer COVID-19 vaccines. Most vaccines require cold-chain or temperature-controlled supply chain during transportation and storage. About 3 billion of the world’s 7.8 billion people Page 177 →live in places that lack the temperature-controlled storage needed for an immunization campaign. They include most of Africa and Central Asia, much of India and Southeast Asia, and Latin America.699

 Ghana, though, took advantage of 4R in administering COVID-19 vaccines in remote areas, and drones have played a critical role in delivering COVID-19 vaccine in the country. In March 2021, Zipline started delivering COVID-19 shots. On March 2, 2021, the first drone was launched from Zipline Distribution Centre at Mpanya in the south-central Ashanti. After 34 minutes of flying, the drone arrived in Asuofua in the Atwima Nwabiagya North District, which 70 kilometers (43 miles) from Mpanya. An insulated box containing 25 vials of vaccine parachuted down. Within five hours, 250 people were vaccinated. Another 35 drone deliveries were made to the Asuofua Health Center the same day.700 As of March 2022, Zipline had delivered 1 million COVID-19 vaccine doses in the country.701 The plan is to deliver about 2.5 million doses using the drones.702

 
 
 Chapter Summary and Conclusion

 The 4R is rapidly transforming the healthcare industry in LMICs. 4R technologies such as AI and blockchain are also being used to fight counterfeit drugs. AI is playing an important role in the democratization and decentralization of medical knowledge and excellence, and is enhancing access to healthcare services in countries characterized by an overburdened healthcare system.

 Because of the remoteness and inaccessibility of large proportion of geographic areas, it is challenging to deliver healthcare services. Drone delivery Page 178 →of time-sensitive vaccines and medical supplies in countries such as Ghana and Rwanda helps us see how such barriers are being addressed.

 Overall, impressive achievements have already been made in the utilization of 4R technologies in the delivery of healthcare services in LMICs. These technologies’ potential can be more fully realized by developing appropriate physical and technological infrastructures, creating the enabling environment for more local healthcare innovations to thrive and facilitating the widespread diffusion of smartphones or other devices to access healthcare services.

 
 
 
 
 
 Page 179 →Chapter 7
 Agriculture

 
 The agricultural sector in LMICs is characterized by lower productivity than in high-income countries. For instance, soybean yields are four times higher in the U.S. than in LMICs such as Indonesia, India, and the Philippines.703 Low agricultural productivity is an important factor contributing to rural poverty in these countries.704

 4R technologies provide an opportunity to increase agricultural productivity (In Focus 7.1). Recent evidence suggests that several pathways are capable of increasing smallholder farmers’ productivity. For instance, being able to correctly identify crop diseases is critical in controlling such diseases. A study conducted in the Democratic Republic of Congo and in Benin achieved overall accuracy of 97% in detecting major diseases in banana plants in an analysis of aerial images using ML methods.705 The findings are highly relevant because bananas and plantains are a primary food source for 90 million people in East, West, and Central Africa.706 It is possible to send Page 180 →information about the nature of the specific threat and the patterns with which it is spreading to organizations or government agencies that can take actions.

 
 
 In Focus 7.1: Intelligent Sensors, Data Analysis, and Automated Digital Greenhouse Increase Productivity

 

 In May 2020, China Agricultural University and the Chinese e-commerce platform Pinduoduo organized a smart agriculture competition. The strawberry-growing competition took place in Yunnan province, and the FAO provided technical support.707 Three teams of top strawberry growers (“traditional” teams) and four teams of scientific AI experts (“technology” teams) participated.708

 The traditional teams relied on agricultural experience; technology teams employed internet-enabled devices such as intelligent sensors, data analysis, and an automated digital greenhouse.

 In December 2020, the organizers announced the winner. The average production of the four technology teams was 196% more than that of the three traditional teams. Moreover, on average, the return on investment of the technology teams was 75.5% higher than the traditional teams.709

 
 Smallholder farmers in LMICs have limited access to agricultural financial services, such as loans and crop insurance. For instance, Africa has an estimated 33 million farms,710 and 63% of the population’s livelihood depends on farming. Yet less than 1% of outstanding bank loans go to the agricultural sector.711 The unavailability of credit means that most farmers cannot buy the machinery and seed stock needed to cultivate their lands. The agricultural Page 181 →and household-related financial needs of small-scale farmers are at approximately US$240 billion per year globally and to US$132 billion per year in Sub-Saharan Africa.712 They received only US$10 billion in 2018 globally.713 In recent years, digital technologies are playing an important role in servicing the financial needs of smallholder farmers in LMICs (In Focus 7.2 and 7.3).

 High costs and lack of availability of insurance is also a concern. Insurers lack a clear understanding of a farm’s operations and are reluctant to write policies. Such policies, however, tend to have high costs for smallholder farmers. Critics have been concerned that data from private sources is packaged and sold without any understanding of the quality. Such a tendency creates a challenge in determining “actuarially sound premiums for insurance.”714 4R technologies can help create better insurance products for smallholder farmers. A more detailed treatment of such products appears in chapter 8. Additional challenges faced by the agricultural sector include poor or no transport links to uncultivated land, lack of communications, infrastructure, and issues with property rights.715

 
 
 In Focus 7.2: Agrilife Connects Smallholder Farmers with Financial Institutions and Suppliers

 

 Kenya-based mobile payment solution and service provider MobiPay’s cloud-mobile platform Agrilife connects farmers with value chain partners such as dairy processors who purchase milk, credit appraisers, and local input and agro-dealers. In this way, Agrilife is a “one-stop-virtual-agri-info-shop”716 that provides financial institutions and suppliers “near-real-time information” on farmers’ ability to pay for services.717 Agrilife reduces transaction costs by linking the various value chain actors. A farmer can make credit requests via mobile phone. The credit appraiser uses a range of data to assess creditworthiness. The input provider makes decisions on credit.

 In the past, a farmer’s needs may have been known to a field Page 182 →officer or a program manager of a development organization only if the farmer was part of a household survey. Survey data take a relatively long time to analyze. By analyzing the data of many farmers through mobile payments and other transactions, a credit appraiser assesses farmers’ creditworthiness. For example, based on milk sold to a dairy processor, a farmer receives an SMS code that can be used to access credit to purchase inputs, so use future production of milk as collateral. When a farmer sells milk, a Bluetooth-enabled digital scale is used. The transaction’s “weight details” are transferred to the platform, which minimizes data discrepancies.718 Digitization therefore minimizes the governing or transaction costs associated with opportunistic behaviors and uncertainty.719

 As of September 2013, Agrilife had facilitated over US$2 million in revolving credit to about 120,000 small farmers in Kenya and Uganda. Century Microfinance Bank, while using the Agrilife platform, increased its outstanding loan portfolio from KSH 25.2 million to KSH 88.6 million.720

 Platforms such as Agrilife also provide the opportunity to reach new markets for commercial banks. As of 2018, three banks were part of the AgriLife platform. Century Microfinance Bank provided finance to individual farmers by obtaining a loan guarantee from farmer cooperatives and other aggregators. It was reported that within four to five months, Century’s outstanding loan portfolio increased from KSH 25.2 million to KSH 88.6 million with minimal extra costs.721

 
 Some technology analysts have suggested that given economies of scale, smallholder farmers are not in a position to utilize 4R technologies. These technologies are for big farmers with high-tech offices.722 On the contrary, Page 183 →there are some effective examples of initiatives that have increased smallholders’ access to 4R solutions, which can help surmount many of the challenges they face.

 
 
 In Focus 7.3: Agryo Connects Lenders to Farmers

 

 Brazil’s Agryo is an agricultural technology company that connects lenders to farmers by combining data and AI modeling.723 Agryo aims to connect over 500 million farmers to global financial institutions. It operates a chainlink node to make agri-finance data available on-chain, which can be used to develop environmentally focused blockchain-based financial products. It incentivizes sustainable farming practices through a land record monitoring system, which analyzes crop fields by collecting hundreds of datasets and processing them using specialized algorithms.724 It documents every step of the process and methodology of producing data on-chain. Thus, anyone can verify Agryo’s data to at any time.725

 Chainlink’s secure blockchain middleware provides unified services to users by bridging gaps between other applications, tools, and databases. It allows existing APIs to become compatible with leading blockchain networks. Its Agryo chainlink node can broadcast agricultural datasets directly within blockchain environments. The data can be sold to smart contract applications. It can also cryptographically sign data to prove it came from the Agryo API, in order to make it more trustworthy for automating data-driven financial transactions on blockchains.726

 
 Smallholders’ adoption of the 4R technologies has been recognized as a key mechanism to produce enough food to feed the world. For instance, some practitioners have argued that in high-risk farming areas or regions that face a shortage of skilled workers, robotic automation and AI enhancement of agricultural machinery should be the highest priority for all governments to respond to the global food-security challenges.727

 Page 184 →Despite many benefits of agricultural tech solutions, their adoption rate has been slow in LMICs. For instance, only 12% of youth engaged in agriculture in Ghana are reported to use some form of technology to improve agricultural yields and quality.728

 This chapter gives an overview of the roles of 4R technologies in increasing smallholder farmers’ agricultural productivity, expanding their access to agricultural finance and facilitating the participation in agricultural markets. It also discusses how these technologies can promote sustainability in the agricultural value chain.

 
 Improvements in Smallholder Productivity

 New technologies play a key role in increasing agricultural productivity. For instance, while agricultural productivity in SSA has been low and is falling farther behind other world regions, some countries have been able to increase agricultural productivity. A wider adoption of new technologies has been a key factor in the enhanced productivity in more successful countries.729

 A wide range of 4R technologies such as remote sensing, machine learning, drones, and IoT have facilitated agricultural productivity (In Focus 7.4). For instance, AI can predict the weather and other conditions affecting agricultural productivity, such as land quality, groundwater, crop cycles, and pests. Farmers can take action to enhance production.730 Plantheus, developed in Nigeria, uses AI and image recognition to help farmers diagnose crop diseases and then recommends best practices for most crop diseases.731

 Likewise, drones are used in agriculture to monitor crop health and irrigation equipment, herds and wildlife, and weed and disaster management.732 As of 2019, Ghana’s drone company Acquahmeyer was working with 8,000 farmers. Each farmer pays US$5 to US$10 per acre about six times a year. Page 185 →The drones assess crops and soil and help in the application of pesticides. Each drone costs US$5,000 to US$15,000 and can spray 10,000 acres per year. The company started in mid-2018 with two drones and then increased that to ten. The company makes an annual net profit of US$15,000 to US$30,000 per drone.733

 
 
 In Focus 7.4: 4R Technologies in Colombia’s Cacao Industry

 

 Cacao is grown across remote areas of Colombia. It is a smallholder crop and the farmers lack education. With a yield of 200 to 300 kilos per hectare, Colombian cacao growers have production far below the potential two to four metric tons per hectare (1,800 to 3,600 pounds per acre). About 60% of production is lost to pests and disease, for a cost of about US$1 billion annually. Colombia’s cacao exports are less than a third of Ecuador’s.734

 Technology companies are developing solutions utilizing satellite data, IoT applications, and other apps to increase productivity and enhance transparency and traceability.735 Two notable projects are the Ecological Productivity Management Information System (EcoProMIS), led by Agricompas, and COLCO, led by Satellite Applications Catapult.736

 The EcoProMIS Project

 The EcoProMIS project provides information on optimal conditions for free to farmers, who can use the information to apply fertilizer at the right moment. The project sells anonymous data to external partners in the service industry, government agencies, NGOs, and food processors. As of 2019, Agricompas had three employees in the UK and two in Colombia, and was piloting the app with ten cacao and palm growers in Colombia. Its goal is to reach 56,000 rice, cacao, and palm growers across the country by working with farmer associations.737

 EcoProMIS estimates farmers’ yields and greenhouse-gas emissionsPage 186 → on a near real-time basis. Using space technology, EcoProMIS tracks crop performance in various conditions. The aerial data is combined with data from farmers to assess farms’ crop production and biodiversity.738

 The Colombian Cocoa Control System (COLCO) Project

 The COLCO project, a two-year project, was funded by the UK government’s public body UK Research and Innovation’s Innovate UK through the Newton-Caldas Fund. The project aims to improve farm productivity, product consistency, quality, and post-harvest processes through IoT integration. To achieve these objectives, the firms involved will increase monitoring, certification, and localized processing along value and supply chains.739

 COLCO partners include UK technology and innovation Center Satellite Applications Catapult, the High Value Manufacturing Catapult’s Manufacturing Technology Centre (which focuses on advanced manufacturing), CABI, and Cervest in the UK, and CCC, Croper, Dextera, Fedecacao, Nutresa, Netux, and Ruta-N in Colombia. The project is supported by the British Embassy in Bogotá.740

 Activities in the production phase affect cacao volume. Quality depends on post-harvest activities. As of February 2021, about US$4,937,300 was funded in COLCO by Innovate UK. COLCO will provide a data repository that includes production and post-harvest process information, bean-quality assessment, pest and disease management capabilities, yield prediction, and fermentation and drying monitoring. It will also build a framework to develop integrated production and post-harvest technologies.741

 The second phase of the project started in June 2020 with a goal to commercialize services trialed in phase 1. The second phase also involves developing and implementing a smart-trading system to Page 187 →increase traceability and transparency, get a better price for farmers, and develop a more climate-resilient, secure value chain.742

 In November 2020, Mark Jarman, in charge of COLCO’s pilot projects, noted that farmers were getting advice from an extension service every two weeks and emphasized the importance of using the service daily to improve their decision-making.743

 
 Some telecommunication companies have developed IoT-based solutions for smallholder farmers. To leverage the power of the IoT, MTN, which is present in 19 African countries, has partnered with Aotoso Technology in a proof-of-concept process to provide connected collars for cattle in the Sudanese market. Farmers can use SIM cards on the collar and their cell phones to get vital information about the cattle, such as to inform feeding and breeding strategies as well as prevention of cattle theft.

 Likewise, Orange, which is present in 16 countries in Africa, codeveloped Wazihub, an IoT project that helps mainly informal sector farmers monitor their livestock and crops for better disease detection and irrigation. Vodacom, present in seven countries in Africa, has MyFarmWeb, which collects data from multiple IoT sensors across a farm. The data is collated centrally on an app and can be used to make crucial decisions. There are 77 farms in South Africa’s eastern Free State province that use MyFarmWeb and its precision farming technology to gather data on farming corn, soybeans, and sugar beans.744 As of 2020, the platform was deployed at more than 4,000 farms, covering over 1 million hectares of land.745

 Many such solutions use multiple 4R technologies to amplify the effects on agricultural productivity. For instance, agriculture software platform Dimitra uses satellites to evaluate crop performance. It supplements that data with farmer observations and IoT soil sensors. The information is fed into a machine-learning algorithm to help farmers make better decisions about how to prepare, sow, care for, and harvest crops, and then get them to market. For instance, it is not possible to perform these functions by relying Page 188 →on just human analysis. For instance, Dimitra notes that it is a daunting task to send soil specialists to 1.3 million farms using its solution.746

 
 
 Access to Agricultural Finance

 As noted earlier, assessing poor people’s and smallholder farmers’ creditworthiness is difficult without established credit history. Thus, only a small proportion of agricultural and household-related financial needs of small-scale farmers are satisfied; banks find it unattractive to provide loans to such farmers. Likewise, the loan portfolios of most microfinance institutions (MFIs) in developing countries are typically concentrated in urban areas. Systemic risks associated with droughts, floods, cyclones, and other extreme weather events tend to make agricultural loans less attractive and to hinder the ability and enthusiasm of MFIs to expand their services to rural farmers. Smallholder farmers’ lack of access to agricultural finance is associated with low crop productivity.747

 New technology and fintech startups are developing and implementing emerging technologies such as AI and ML to assess farmers’ creditworthiness and provide loans. For instance, Myanmar-based MFI Maha Agriculture started combining harvesting data based on weather monitoring with its credit-scoring model, which is expected to improve predictive capabilities and increase the number of borrowers.748 Some are using technologies such as blockchain (In Focus 7.6), which is expected to help build the creditworthiness of smallholder farmers.

 
 
 In Focus 7.5: BanQu and Anheuser-Busch Work Together to Promote Supply Chain Transparency

 

 According to BanQu, of the 2.7 billion unbanked and underbanked people, about 1 billion supply 5,000 global brands.749 One such example Page 189 →of a global brand is Anheuser-Busch InBev, which works with large commercial farmers in the U.S. and Argentina and small landholder farmers in countries such as Zambia, Uganda, and India.750 In June 2018, BanQu teamed up with Anheuser-Busch InBev to promote supply chain transparency and traceability in Zambia. The BanQu system is also referred to as the Chembe Cassava Online Buying Project in Zambia. The partnership started with the cassava crop value chain, with the aim of providing economic empowerment to small-scale farmers. Using BanQu solutions, Anheuser-Busch’s local business, Zambian Breweries, can track products throughout the supply chain, from farmer to local businesses to aggregated buyers and retailers.751

 Farmers require only a text-capable mobile phone and a national identity card.752 A farmer supplying Anheuser-Busch receives a digital payment through BanQu’s platform. The crypto tokens can be redeemed for cash or applied for payment to other transactions, such as energy bills.753

 Farmers may benefit from the immutable records of economic activities linked with their digital profiles. For instance, with this record, farmers can connect with NGOs, local cooperatives, MFIs, and banks to receive loans, grants, and training. The program started with 2,000 farmers. The system is projected to track 2,000 tons of cassava, a high-quality starch used in beer. Zambian Breweries is expected to add 2,500 additional cassava farmers by the end of 2019.754

 Since 2018, BanQu has had a presence in Uganda. The goal is to reach 7,000 barley farmers there by the end of 2019.755 As of June 2019, Nile Breweries, a subsidiary of Anheuser-Busch, implemented the system to track over 5,000 barley farmers in the Sebei region of eastern Uganda. A farmer receives an SMS message that shows the quality, quantity, and price of the crop sold to Nile Breweries. The farmer can access the payment by presenting the code received in the SMS to a partner bank or mobile telecom.756

 Page 190 →In 2018, BanQu joined AB InBev’s Accelerator program to scale the idea in other locations. The company announced a plan to start a new program with 1,000 Indian barley farmers.

 
 Malaysia’s Poladrone was reported to be developing AI algorithms that process farms’ aerial images to assess crop performance, which would provide data to predict farmers’ ability to repay.757 Similarly, Singapore’s Adatos processes satellite imagery of farmland to produce harvesting data. Among its clients is a Thai company that accounts for 45% of farm machinery in Southeast Asia. Adatos was reported to be helping the company develop new precision agriculture products.758 All these are encouraging developments because general consumer and business finance companies and microcredit organizations have had limited success in serving the needs of economically active low-income families and microenterprises cost-effectively and sustainably.

 With the proliferation of low-cost satellites, it is becoming increasingly easy and affordable to get data and information to gain a better understanding of various economic, social, and environmental indicators.759 In the near future, it will be possible to use satellite imagery of the roof of a farmer’s house and plot for the identification of a farmer and assessment of ability to repay a loan.

 
 
 Smallholder Farmers’ Participation in Agricultural Markets

 Smallholder farmers’ market access is a key factor influencing the performance of agriculture in developing countries and enhancing and diversifying their livelihoods.760 Yet smallholder farmers’ market participation in Page 191 →many developing is severely constrained by poor access to agricultural and market information.761 This lack of access results in problems such as moral hazard and adverse selection, which lead to an increase in transaction costs and prevent participation in markets by smallholder farmers.762

 Smallholder producers from LMICs, especially in Africa, are engaged in subsistence or semisubsistence agricultural activities. These activities are often characterized by low productivity, low marketable surplus, and low investment. This situation of low returns is known as low equilibrium poverty trap.763

 
 Economic Exchange and Threshold Costs

 Three stages of transactional relationships have been identified: contact, contract, and control.764 Each of these phases has threshold costs, which put smaller transactions associated with smaller firms as suppliers as well as buyers at a disadvantage. For instance, an appointment needs to be made and executed with a potential transaction partner. A party needs to judge the perspective of the other party.765 The parties then need to establish a contract and channels of communication.766 Traditional contracts face various challenges in incorporating distributive justice.767 Moreover, the systemic injustice that has persisted in society makes it illogical to impose the burden of redistribution on a party to contract.768 Thus, smallholder farmers are likely to exploited by powerful supply chain actors. A study conducted in Punjab, India, found that contracting firms decide the quality norms and reject a crop in part or in full, which puts contracting farmers at a disadvantage. Page 192 →Thus, when there is abundant supply on the open market, farmers get a higher price than the market offers. The price is, however, only marginally higher; rejection of crops based on quality is far more common.769

 The parties engaged in a transaction also need to set up a scheme for control in the form of guarantees and controls in bilateral governance or an arbitrator in trilateral governance.770 Control-related costs also affect small farmers adversely. For instance, a form of trilateral mode is a neoclassical contract in which third-party participation is used to manage transactions with high uncertainty and asset specificity and also low frequency. Some examples include verification of wine grades or certification of special products (e.g., eco, fair trade, origin).771 In the coffee industry, for instance, costs related to paperwork and physical inspection are estimated to be as high as US$0.91 per pound.772 There are persuasive arguments that 4R technologies can reduce the costs associated with contact, contract, and control (Table 7.1).

 
 Contact

 Technology companies are providing loan services to farmers without ever meeting the borrower personally, which has decreased the cost of contact. Kenya’s Apollo Agriculture, for instance, utilizes machine learning, remote sensing, and mobile payments to provide input finance and agronomic advice to smallholders at a lower cost than current solutions. Farmers sign up with their mobile phones. Apollo gathers data about each farmer from different sources, including satellite, to build a detailed profile of the farmer’s agricultural and economic life. Data related to farm and house size, crops planted, and yields are combined using machine learning to assess credit risk.773

 Table 7.1. 4R technologies effect on contact, contract, and control for smallholder farmers
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 Contact

 
 	
 4R technologies make it possible for farmers to engage in transactions without a face-to-face meeting,

 
 	
 Kenya’s Apollo Agriculture’s use of ML, remote sensing and mobile money to provide input finance and agronomic advice.

 
 

 
 	
 Contract

 
 	
 Smart contracts can reduce costs

 
 	
 Etherisc and ACRE utilize blockchain-based smart contracts to offer crop insurance for smallholder farmers in Kenya.

 
 

 
 	
 Control

 
 	
 4R technologies can reduce the costs to prove the quality of agricultural products.

 
 	
 Demetria’s AI-based apps for coffee farmers to help them track bean quality.

 
 

 
 

 
 
 Page 193 →Contract

 Traditional contracts often disadvantage smallholder farmers. For instance, while contract farming can play a key role in providing agricultural services to smallholders, two main problem areas result in high costs, which undermine viability: contract default and scale of operations. A buyer may break a contract with a farmer, for instance, by failing to deliver inputs and services at the correct time. They may refuse to receive produce or raise quality standards arbitrarily. If such things happen, the farmer is often at a disadvantage. Farmers also break contracts due to production failure. In some cases, they may sell product to competing buyers and fail to repay credit. Factors such as lack of effective legal systems, lack of collateral held by smallholders, and a weak insurance sector create risks for companies entering into contracts. Due to a small scale of farmer operations, smaller farmers are not in a position to benefit from contract farming.774

 4R technologies can reduce contract-related costs. For instance, smart contracts can lower costs for farmers and for those supplying finance, insurance, and other products. For instance, insurance policies can take advantage of smart contract features, which can be programmed to occur if certain outcomes or conditions are met.775 In Kenya, for instance, Etherisc and Page 194 →ACRE utilize blockchain-based smart contracts to offer crop insurance for smallholder farmers.

 
 
 Control

 Threshold costs of control-related actions, such as ensuring that small farmers engage in sustainable practices and do not use pesticides, also put smallholders at a disadvantage. The costs increase because it is difficult to reach small farmers because they are dispersed, which increases the costs of service delivery and monitoring. The small scale of production, characterized by low volumes of input and output, leads to high per-unit transaction costs. In Zimbabwe, an estimate suggested that to break even, a horticultural exporter needs to pay smallholder suppliers less than 30% of the price per kilogram paid to commercial farmers who deliver directly to a packing plant.776

 There are also high costs of control to ensure that smallholder farmers comply with quality standards. Research in information economics and cognitive science views classifications of products as based on objective characteristics.777 However, in many markets, the perception of a product’s quality cannot be derived objectively. The quality in these markets is a function of a social process of qualification. In such a process, a wide range of actors—producers, sellers, experts, journalists, trade and industry associations, marketing specialists, and consumers—may participate to construct the qualities of products.778,779,780 In such situations, a dense network of relationships forms among various actors, which is likely to reduce incentives for opportunism781 Dense relationships and interactions are also likely to generate a lot of “gossip,” which helps enhance trust. In the absence of such institutions, some individuals are willing to engage in opportunistic behaviors, which increases the roles of 4R technologies to enhance trust in business relationships. For instance, technologies such as AI (In Focus 7.7) and blockchain (In Focus Page 195 →7.8), machine vision, and IoT (In Focus 4.1) are being used to assess the quality of products.

 
 
 In Focus 7.6: Demetria’s AI-Based Solution to Determine Coffee-Bean Quality

 

 Coffee-bean quality is mostly determined by cupping, which is used to evaluate various aspects of a coffee sample. A cupping session involves taste, smell, and feel to differentiate coffees from one another.782 The process is manual and carried out by the industry’s certified tasting experts. It is an expensive and time-consuming process.

 Cupping is not affordable for most of the world’s 12.5 million smallholder farmers, who account for 60 percent of the world’s coffee beans. They cannot determine or manage the quality of their crop.783

 AI and Coffee Quality

 The Israeli and Colombian agriculture tech startup Demetria aims to transform the cupping process using AI. Instead of using human experts, Demetria’s sensors read biochemical markers of taste.784 The process involves scanning green coffee with a handheld device. The collected data is sent to the cloud for analysis using AI. The device uses near-infrared (NIR) sensors to shine different light wavelengths onto green coffee. Each wavelength interacts differently with organic compounds inside the bean. The interactions are measured and interpreted by the AI system and a “sensory fingerprint” is created. That fingerprint is sent to a cloud-based intelligence platform, which matches the bean profile to the industry standard coffee flavor wheel. The wheel, first developed in the mid-1990s, helps coffee professionals taste and evaluate different coffee flavors. It also monitors biochemical markers such as size, shape, and color.

 To train its ML program, Demetria gathers quality analysis from human Q Graders, who are certified by the Coffee Quality Institute Page 196 →(CQI) to do cupping for arabica coffee.785 Demetria compiles the data into what it calls a “quality data cloud.” It claims that the process accurately predicts coffee taste. Demetria’s tools are expected to complement rather than replace the work of cuppers. The technology helps identify samples that do not require cupping. In this way, Demetria aims to utilize cuppers’ time more efficiently. Demetria argues that coffee farmers can increase their income by using the system to sort out high-quality lots, which otherwise are mixed with lower-quality beans.

 Demetria completed a pilot project with Carcafe, the Colombian coffee division of agricultural commodity traders Volcafe/ED&F Man. Demetria’s solution determines which green beans suit a distinct high-value cupping profile identified by Carcafe.

 Additional Funding

 In March 2021, Demetria closed a US$3 million round of seed funding, led by the international investor Celeritas and a group of private investors. The company’s plan is to use the fund to launch a suite of SaaS solutions to replace manual processes for assessing bean quality. The solutions are expected to deliver taste assessment and profile beans, measure quality, and ensure traceability throughout the supply chain efficiently and accurately.786

 App for Farmers

 The company is also working with the Colombian National Federation for Coffee Growers, Federación Nacional de Cafeteros (FNC), to develop apps for farmers to help them track bean quality and price coffee.787

 
 
 
 Page 197 →In Focus 7.7: E-Livestock Global Brings Visibility to Zimbabwe’s Cattle Industry

 

 Zimbabwe was first in the Middle East and Africa to use the Mastercard blockchain-based solution E-Livestock Global to bring visibility to the cattle industry. Commercial farmers and dipping officers tag the head of each cattle with an ultra-high frequency RFID tag, as mandated by the Ministry of Agriculture. The cattle and owner are registered onto the solution.788 The E-Livestock Global app aims to provide end-to-end visibility to the cattle supply chain. When an animal is dipped or vaccinated or receives medical treatment, the tag records the event onto the blockchain traceability system. In this way, it maintains a secure and tamper-proof trail of each animal’s history. Farmers can use the record to prove ownership, which supports sales and exports. They can also obtain a loan using cattle as collateral. E-Livestock Global’s system can help them gain access to global markets due to the visibility captured and recorded on the blockchain. Buyers can efficiently manage operations and guarantee product quality to customers.789 An outbreak of tick-borne disease in 2018 killed 50,000 cattle. The lack of a traceability system has prevented Zimbabwe from exporting beef to Europe and the Middle East. This reduced earnings from beef exports, which is important to the country’s economy.790

 
 
 
 
 
 Sustainability in the Agricultural Value Chain

 4R technologies help promote sustainable practices in the agricultural value chain (In Focus 7.8). For instance, blockchain can facilitate sustainable farming by allowing complete visibility of activities such as seed purchase and crop management. Smart contracts can match demand and supply, Page 198 →which can make the market more transparent and cut out intermediaries. These lead to increased profitability and reduction in uncertainty. Farmers who reduce greenhouse-gas emissions can receive carbon credits in the form of tokens.791

 Blockchain can also help farmers take socially responsible actions: those that contribute to social and distributive justice, improve fairness in the allocation of resources (e.g., by increasing the price paid to commodity producers and farmers in developing countries), or promote the sustainability of community.792 One such use has been in fighting tackle child labor.

 A barrier to develop “green” smart contracts has been the inability of blockchains to interact meaningfully with data about the state of the real world, including the natural environment. Oracles can “shepherd” data about the world onto blockchains. Oracles are becoming production-ready. They are broadcasting agricultural datasets directly onto blockchains, which allows smart-contract developers to build applications around crop yields, soil quality, weather reports, and carbon offsets. As datasets related to weather patterns, IoT sensor readings, and other environmental indicators are being fed onto blockchains, developers are beginning to write a wide range of environmentally conscious smart contracts.793

 
 
 In Focus 7.8: Japan Tobacco International Integrates Blockchain into Its ARISE Initiative

 

 The international tobacco division of Japan Tobacco, Japan Tobacco International (JTI), has integrated BanQu’s solution into its ARISE initiative, which aims to tackle child labor in communities.794 When JTI Leaf Technicians visit farmers, they input farmer-specific information into a database via a mobile app. The data entered includes Page 199 →family kinship, household data, and schooling details of children. JTI collected such information in Brazil for many years due to regulatory requirements. It started collecting the information in Malawi, Tanzania, and Zambia for ARISE communities.

 Farmers consent to providing information. They control their own identity in the system. They also get access to “growth enablers” such as crop insurance, soil and irrigation management, and crop rotation guidance. The plan is to allow farmers to interact with JTI through the app. JTI uploads the data collected via the mobile app to a customized blockchain system supported by BanQu.795

 BanQu’s system tracks if a child is receiving a service from ARISE. It allows school attendance to be verified. Winrock tracks school attendance and progress at other ARISE activities. The system is immutable and the information cannot be changed.796 JTI has launched the program in Tanzania, Brazil, Malawi, and Zambia. BanQu’s Child Labor Monitoring System (CLMS) provides watchdog groups with more insight into the problem and creates data, which can help eliminate child labor. The CLMS project was tested in Brazil and Malawi for six months. The pilot was conducted by JTI Leaf Technicians, ARISE implementation partner Winrock International and BanQu. The project was launched in Tanzania and Zambia.797

 
 
 
 Measures to Increase the Use and Impact of 4R Technologies

 It is important to increase the use and impact of ag tech. Some possible mechanisms are outlined in this section.

 
 The Roles of Extension Services

 Agricultural extension services may provide an opportunity to increase the use and impact of 4R technologies. In many developing countries, agriculturalPage 200 → extension agents travel to provide industry information to farmers. For instance, COLCO’s pilot projects provides an extension service every two weeks.798 An analysis of improved mangrove rice varieties in Guinea showed that the number of times a farmer was visited by extension agents and participated in extension-related workshops were both significant in influencing farmers’ adoption decisions of the rice.799 This implies that the researcher-extension-farmer linkages were extremely weak in Guinea. Most mangrove varieties grown by farmers were driven by farmer-farmer contacts.800

 
 
 Importance of Multiple Technologies and Data Sources

 Farmers benefit from data collected from as many platforms as possible—including satellite, farm sensors, marketing, internet and cloud—and delivered on a single platform such as a mobile phone application.801 A 2020 Journal of Satellite Precipitation Measurement study in Rwanda found that rain gauge instruments installed on the ground have limitations and that satellites can more accurately forecast weather.802 Combining satellite data with machine-learning and deep-learning techniques makes it possible to improve the prediction of weather patterns and reduce uncertainty among farmers.

 
 
 Locally Developed Solutions

 Outsiders lack wide legitimacy in local areas and can do little to bring changes in technology-related and other practices in LMICs.803 Many farmers do not tolerate being told what to do by Western experts.804 Locally Page 201 →developed solutions targeting local farming communities are likely to gain higher legitimacy. There has been an encouraging development on this front in recent years. African tech companies raised more than KSH 6.4 billion in 2020. They represent 8.6% of all startups in the continent. Kenya’s GRO Intelligence raised US$85 million.805 In December 2020, SunCulture received additional US$14 million in funding to expand its off-grid technology business (chapter 5) across Africa.806

 Among LMICs, China is on the forefront of the development of AgTech. Alibaba was reported to be developing voice recognition technology for pigs to detect whether the animals are in pain or trouble. Online retailer JD.com has been working on an AI-powered system to develop optimum feeding plans for pigs.807

 Likewise, Brazil has emerged as a global power in AgTech. According to the study “Radar Agtechs Brasil 2019,” the country had 1,125 AgTech companies.808 The Brazilian startup Solinftec is a highly visible example of a Brazilian AgTech company facilitating digital transformation. Solinftec’s AI assistant Alice integrates and processes data from machines, people, climate stations, and other sources.809 To use Alice, farmers embed smart black boxes in their machinery and deploy IoT devices in fields. Alice calculates farmers’ needs and provides real-time recommendations.810

 The initial solution was developed for the sugarcane industry. It also offers solutions for other crops. As of August 2019, Solinftec was used on Page 202 →more than 6.5 million hectares, monitoring 20,000 pieces of equipment and managing 100,000 active daily users.811

 
 
 
 Chapter Summary and Conclusion

 4R technologies hold significant promise in enhancing smallholder farmers’ welfare in LMICs. Several mechanisms and processes play a role, including these technologies’ contributions in increasing agricultural productivity and their roles in meeting the needs of smallholder farmers and helping them to participate in economic exchanges.

 Measures at various levels can help increase the use and impact of agricultural technologies. Agricultural technologies that have a proven record are more likely to be accepted by farmers. The questionable effectiveness of agricultural extension agents and farmers’ lack of participation in extension-related workshops make it difficult to provide useful knowledge and practical solutions that farmers can use and benefit. This situation needs to be improved to increase the benefits of 4R technologies to farmers. It is also important to use multiple technologies and data sources.

 Locally developed solutions can be perceived as having a higher degree of legitimacy than foreign solutions. There has been rapid growth of locally developed solutions targeting local farming communities, such as SunCulture’s off-grid technology in Kenya. It is important to learn from countries such as Brazil and Kenya, which have successfully built the local AgTech industry.

 
 
 
 
 
 Page 203 →Chapter 8
 Finance, Banking, and Insurance

 
 4R technologies hold great potential to transform the way finance, banking, and insurance industries operate in LMICs. A study conducted by the global management company McKinsey & Company found that widespread adoption and use of digital finance in these economies could increase their GDP by US$3.7 trillion or 6% by 2025.812 For instance, digital finance increases access for unbanked people and enterprises to finance and allows them to engage in entrepreneurial activities. Digital finance is also likely to reduce public spending leakage and increase tax collection.813

 These technologies’ role in addressing information opacity problems is the key mechanism with potential to contribute to the transformation. In general, digitization has addressed information asymmetry problems in the financial system and the labor market. The information flow has enhanced efficiency, certainty, and security.814

 Another barrier that needs to be broken down in this sector concerns power asymmetries, which usually benefit intermediaries such as notaries, banks, and brokers. Google’s chief economist Hal Varian noted that “new contractual forms due to better monitoring” are a key benefit of computer-mediatedPage 204 → transactions.815 Especially decentralized networks such as blockchain can eliminate such asymmetries.816

 A further point worth emphasizing is that supply chain finance, insurance, and consumer credit have been identified as key application areas likely to be transformed by smart contracts, especially in LMICs. For instance, smart contracts can help close the gap in demand and supply of financing for small businesses. Such contracts can lower costs for these entities and cut risks for financial institutions. For instance, insurance policies can take advantage of smart contracts’ features.817

 Financial institutions are more confident providing credit to individuals and organizations if information about collateral is verified with and stored in blockchains. This technology also facilitates SMEs’ access to trade financing (In Focus 8.1). In West Africa and Kenya, blockchain-based efficient verification of property records and transactions has increased access to credit, which operated informally in the past.818 Blockchain is thus likely to bring tremendous benefits in LMICs with large informal economies. For instance, in Nigeria, the informal economy represents more than half of GDP and about 95% of transactions take place in cash.819

 
 
 In Focus 8.1: Interswitch’s Blockchain System for End-to-End Visibility

 

 The African digital payments and commerce company Interswitch partnered with Microsoft to launch the Interswitch Blockchain Service, built on Microsoft Azure. The service connects entrepreneurs, financial institutions, and corporate organizations by providing end-to-end visibility. It ensures fast and seamless trade financing in supply chain operations. SMEs can access funding in a shorter time Page 205 →(up to three weeks) from participating banks such as United Bank for Africa (UBA), Guaranty Trust Bank (GTB), and Zenith Bank.820 The Microsoft Azure Blockchain was launched in 2018. It integrates Microsoft Flow and Logic Apps, which “offer hundreds of connectors to thousands of applications.” It made the creation of blockchain apps easier. Blockchain enables a single, authentic dataset shared across counterparties.821

 
 Data from diverse sources is a game changer for the finance, banking, and insurance industry in LMICs. In the insurance industry, for instance, by using satellite information and data collected on the ground, it is possible to plan a response (ex ante) rather than react to disasters after they occur (ex post). This process also speeds up response to disaster. For instance, data from satellites can provide the immediate first impression of situation. There is no need to conduct a lengthy needs assessment. For instance, if satellite data indicates a drought event is taking place, immediate response measures can be launched to help those in urgent need. One example of this is a crop insurance scheme. If satellite data indicates that a threshold agreed on the contract is reached (e.g., degree of modeled crop loss), an insurance payout can be made immediately to the farmer.822

 This chapter provides an account of how 4R technologies are transforming the finance, banking, and insurance sectors in LMICs. Key topics covered include 4R technologies’ roles in promoting financial inclusion and facilitating the adoption of crop insurance among farmers.

 
 The 4R and Financial Inclusion

 
 Current Challenges

 Prior researchers have identified two main problems that contribute to low penetration of financial services among low-income families and microenterprises in LMICs: inefficiency and informational opacity. First, traditional Page 206 →banks have been unwilling and reluctant to serve small-scale borrowers, such as low-income people and small businesses, due to high transaction costs and inefficient processes associated with making small loans to these borrowers.823 Second, informational opacity is a barrier to access.824 Traditionally, a national credit bureau collects and distributes reliable credit information, increasing transparency and minimizing a bank’s lending risks. Many LMICs are characterized by the lack or poor performance of credit-rating agencies to provide information about the creditworthiness of SMEs. This puts SMEs at a disadvantage in the credit market, as SMEs are more informationally opaque than large corporations because they often lack certified audited financial statements. Thus, it is difficult for banks to assess or monitor the financial conditions of SMEs.825

 Informational opacity may lead to moral hazard and adverse selection problems. For instance, it is possible that a borrower has provided false and misleading information to a lender about assets, skills, and credit capacity, but the lender provided a loan given the inability to verify the information. This is a problem of adverse selection associated with the information opacity related to ability to repay loans. Likewise, the borrower may have capacity to pay but may not have entered a contract with the lender in good faith. This is a problem of moral hazard due to the information opacity related to willingness to repay loans.

 
 
 Role of 4R Technologies in Addressing Challenges

 
 Addressing Informational Opacity

 The implementation of 4R technologies in a financial company can bring a number of benefits. The use of big data, AI, and ML in assessing, evaluating, and refining the creditworthiness of potential borrowers has been a crucial mechanism in the transformation of the finance and banking sector of LMICs. These technologies have helped address challenges related to informational opacity and to moral hazard and adverse selection problems (In Focus 8.2, In Focus 8.3, and In Focus 8.4).

 Page 207 →Analysts have suggested the importance of paying greater attention to three categories of data that can be used as reliable proxies for creditworthiness of low-income people and microenterprises: verifying identity, assessing ability to repay, and assessing willingness to repay.826 Various categories of personal financial and nonfinancial information are used as proxy measures for these risk factors.

 
 
 Identity

 Identity-related information helps ensure that statements or facts about a potential borrower are the same as what has been provided or described by the borrower. Such information helps reduce fraud. Various approaches and data sources are used to evaluate identity. A South African mobile payments provider was reported to be piloting the use of location data as a low-cost mechanism to validate self-reported addresses. To do so, it looks at the user’s cellphone’s nightly location patterns.827 Some fintech companies use data from government agencies, allowing the company to quickly confirm the validity and authenticity of a potential borrower’s identification. Tencent’s WeBank verifies a person’s identity using data from the Chinese Ministry of Public Security.

 
 
 Ability to Repay

 To determine ability to repay a loan, possession of means needs to be assessed. For instance, it is suggested that individuals living in rural areas who top up their cellphones on the same day every week and pass by more than two mobile phone masts during the week are likely to have more reliable financial habits than those who top up irregularly and do not travel.828 Ecuador’s fintech firm Kullki provides loans to consumers without prior credit history. Its credit-ranking system uses the KSOCIAL score, which involves data mining from the borrower’s mobile devices. Information analyzed includes Page 208 →how people organize their lives. For instance, those who organize contacts by both first and last names are viewed as more creditworthy.829 Also, attention to detail, such as grammar and punctuation in text messages, is taken into account.830 The assumption is that a borrower’s ability to pay is tightly linked to the digital footprint generated by their virtual presence.

 
 
 Willingness to Repay

 The willingness to pay is different from the ability to pay. For instance, paying a loan may disrupt usual household consumption patterns or deplete assets, putting the borrower at risk of poverty.831 Possession of means thus may not be a sufficient condition to pay a loan. It is also important to assess whether the borrower has a strong disposition or inclination toward paying down debt. Past credit history and payment behavior are used to assess willingness to repay. Credit history information, such as a review of utility, rent, telephone, insurance, and medical bill payments, is valuable. Since such information is not available for most borrowers in LMICs, fintech companies have developed alternative approaches. For instance, the German company Monedo, which has operations in many LMICs, considers consumers who spend time online gambling as credit risks. Potential borrowers who have friends who have already repaid a loan are viewed as less risky.832

 
 
 
 Reducing Transaction Costs

 4R technologies such as big data and AI can drastically reduce operating costs for financial institutions, since machines perform most of the work that human agents otherwise need to perform. Such systems provide a faster response (In Focus 8.2). For instance, the financial affiliate of China’s Ant Group’s AI-based customer service chatbot handles up to 3 million queries per day. The costs associated with approving a small business loan are reported to be 2 RMB (US$0.32), compared to more than 2,000 yuan Page 209 →(US$318) at a traditional bank.833 Overall, by using complex and sophisticated rules compared to those of traditional credit-scoring systems, AI can provide a more accurate assessment of a borrower faster than human agents and at a lower cost.

 
 
 In Focus 8.2: Mexico’s Konfio’s Online Financial Services for SMEs

 

 Mexico’s Konfio, which provides online financial services for SMEs, makes loan disbursement in about 24 hours to small and midsize companies compared to the months taken by traditional banks. According to a Bloomberg article published on September 6, 2019, its interest rates are half of those charged by traditional banks and the delinquency rate was 4.8% in 2018, compared with 5.4% for the banking industry in general.

 Konfio utilizes alternative data sources, artificial intelligence, and data science in its lending decisions. A December 3, 2019, article published by the e-commerce and online payment news outlet PYMNTS.com reported that Konfio borrowers can complete the application process in about eight minutes. Loans average US$12,000, compared to US$40,000 for traditional banks in Mexico. Companies such as Konfio use systems with enormous processing power that allow them to handle large amount of data in a short time.

 
 AI algorithms can also analyze and flag risk cases. Such systems can reduce fraudulent transactions. Fraud detection systems can analyze customers’ behavior and other information to trigger a cybersecurity mechanism when anomalous activities occur. Banks also employ AI to prevent money laundering. ML can recognize many suspicious activities that human beings are not capable of. The costs of investigation in transactions involving money laundering can be cut drastically using ML. For instance, Ant Group uses deep-learning technology to detect fraud.834 AI-based systems can address problems related to high costs of due diligence, which has been a serious concern in many developing economies. For instance, due primarily Page 210 →to fraud, bad loans account for about 20% of bank loans in India.835 Loan fraud in the country is estimated at US$2 billion annually, leading to low trust and high interest rates.836

 AI-based systems such as chatbots also reduce operating and transaction costs. For instance, Nigeria’s United Bank for Africa (UBA) has a banking chatbot called Leo that helps customers with transactions such as transferring money, paying bills, buying mobile airtime, and checking account balance.837 Customers can chat with Leo on WhatsApp, Facebook messenger, and Apple business chat. The chatbot responds immediately. UBA has 18 million account holders in 20 African countries. One year after launch on Facebook and WhatsApp messengers, Leo recorded over 195 million transaction volume on the platform.838

 
 
 In Focus 8.3: MyBucks’s AI-Based Financial Services to Refugees in Malawi

 

 Luxembourg-based company MyBucks started a branch of its New Finance Bank subsidiary in Malawi’s Dzaleka Refugee Camp in Dawa, 70 kilometers from the capital Lilongwe, in April 2018. By November of that year, 4,200 accounts had been opened and the branch was already profitable.839 By November 2019, more than 7,500 accounts had been opened for Dzaleka residents.840

 MyBucks’s subsidiary in Dawa is arguably the first of its kind. The services offered by the bank include mobile banking, financial literacy training, professional training, group loans, and personal loans.

 The bank uses an Oracle-core banking system. On top of the Page 211 →Oracle system is MyBucks’s AI-based banking and lending software (Haraka). The software uses facial recognition and helps predict borrowers’ ability to repay.841 Haraka (which means “swiftly” in Swahili) utilizes AI to analyze social, behavioral, and physical data (https://corporate.mybucks.com/haraka). Haraka predicts credit risk to make decisions to offer an applicant small loans.842 After the app is downloaded and the applicant grants permissions to access data, the app can provide such loans within minutes. Haraka utilizes relevant data to come up with a credit score.843 A full automation of the process is the key to being able to provide nano-loans.

 
 
 
 In Focus 8.4: Migo Uses Machine Learning in Lending Decisions

 

 Nigeria’s Migo is one of 12 apps that promise loans to Nigerians with “zero documentation and collateral.”844 It employs machine learning to make lending decisions for middle- and low-income consumers. Migo’s partner banks also use its technology to reduce risks (Idris, 2020). Potential borrowers provide personal information when they apply for a loan. Based on the information, the loan amount varies from N500 to N500,000 (US$1.30–US$1,300). The company normally starts with a small loan. Borrowers are eligible for larger amounts after trust is built. For instance, borrowers who pay loans on time are then viewed as more trustworthy.845 Migo’s API is plugged in by its partners, such as banks, telecommunications operators, and merchants. By 2019, over 3 million loans had been offered to more than 1 million customers in Nigeria.846

 Migo also uses AI to determine best fit for consumers. Its products are offered to banks or other financial services providers, such as mobile operators. It earns a percentage of each transaction. Migo harvests data from those transactions, which helps it create better credit products. Migo’s partners in Nigeria include 9Mobile.847

 
 
 
 Page 212 →Open Banking and Financial Inclusion

 Open banking is a system under which banks, with customers’ consent, securely share financial data and services with third-party providers (TPPs) such as fintech companies. APIs—a set of codes and protocols that decide how different software components interact and allow different applications to communicate with one another—facilitate such sharing.848

 By expanding open banking to include telecommunications, social media, digital wallets, and other types of data, consumers may be able to engage in banking activities with a simple SIM card registration. Prohibitive cost barriers facing unbanked customers due to cumbersome sign-up and KYC procedures can thus be overcome.

 Smartphone penetration is low in many LMICs. However, with only feature phones consumers can take advantage of many open-banking-enabled products, such as automatic savings sweeps and smart loan repayment. These services use data on the back end, so consumers are not required to own a smartphone.849 Another open-banking product is decentralized KYC, which allows users to verify their identities to satisfy regulatory needs and maintain control over their information.

 Users who need identity verification are often required to go through laborious and repetitive process (e.g., filling out the same documents repeatedly). By using blockchain-based solutions, they go through the verification process only once. For instance, the AI-powered identity verification provider Civic offers “on-demand, secure, and low-cost access to identity verification services.”850 Civic has teamed up with public blockchain platform Solana to provide low-cost, scalable identity management solutions in emerging economies.851 To improve blockchain scalability, Solana uses a combination of proof of stake (PoS) consensus instead of proof of work (PoW). It combines PoS with so-called proof of history (PoH). In a PoH Page 213 →approach, a leader node timestamps blocks, which provides cryptographic proof of the passed since the last proof. The new block is then shared with validator nodes, which verify the proofs.852 Solana claims that its systems support 50,000 transactions per second.853 In this way, a reusable identity is created that can be trusted across any platform.854

 An unintended consequence of open banking, however, is that it may lead to an increased exclusion since low-credit-quality customers may be identified more easily. Also, some customers could be technically excluded.855

 
 
 
 The Insurance Industry

 Agricultural insurance can help farmers manage risks that are too large for them to tackle on their own, and thus it is likely to lead to significant welfare gains. Estimates suggest that by removing risk through crop insurance, smallholder farmers’ investment and income can be increased by 20% to 30%.856

 Yet smallholder farmers have dismally low rates of adoption of agricultural insurance. Only 20% of smallholder farmers in developing countries are reported to have agricultural insurance.857 In Sub-Saharan Africa, this proportion is only 3%.858

 The main reason behind the adoption of farm insurance products is that such products are difficult to develop and offer.859 Key challenges from an insurer’s perspective include moral hazard, adverse selection, and high Page 214 →administrative costs.860 First, farmers that face high risk of loss are more likely to invest in insurance. Such farmers may not provide all relevant information to the insurer. The insurer lacks the ability to determine whether the farmer is lying. This state of information asymmetry, in which farmers may strategically withhold information from the insurer leads to an adverse selection problem. Second, farmers who are insured might behave in more risky ways. For instance, the farmer may not undertake sufficient effort to increase farming activities. This leads to moral hazard since the insurer in not able to determine whether the farmer is cheating or acting dishonestly.861 Third, there are high administrative costs for some types of insurance plans. For instance, in a type-specific insurance, the insurer needs to identify various types of farmers and then design individual contracts for each type. Each type of farmer will be offered a contract that reflect the risks facing their type of farms. A drawback of this type of contract is that it results in high administrative costs since detailed information is required about the farmer and farm operation to design an optimal contract.

 Several technological innovations have been developed to address these issues (In Focus 8.5). More recently attention has been focused on the development of blockchain-based crop insurance products for smallholder farmers.

 
 
 In Focus 8.5: OKO’s Agricultural Insurance

 

 As national and international space programs are expanding satellite networks and operating increasingly powerful instruments, more frequent and higher-resolution remote-sensing data are becoming available to provide insurance services.862 Insurance startup OKO makes use of such data to provide agricultural insurance. OKO has developed data-science expertise to do so.

 OKO uses satellite data and mobile payments to create automated insurance products for farmers affected adversely by droughts and floods.863 The satellite resolution has improved, and powerful Page 215 →algorithms analyze data.864 Farmers only need a feature phone to connect to OKO.865

 OKO field agents go to markets to explain the product. The rest of the process can be completed remotely, which has the potential for additional automation. Farmers who have an Orange SIM card dial a code into a basic mobile phone to a free call back from OKO to provide a quote. The quote is based on crop type, field size, and location. Farmers then finalize their registration. The premium is typically 3%–6% of insured value for around 0.5 hectare to 2 hectares. OKO expects that it will become profitable when it scales up to 30,000–50,000 insured farmers, and renewal costs could be as low as €1-€1.50 per farmer.866

 The Market

 Its first official product was launched in Mali in January 2020.867 It later expanded to Uganda. The company had about 7,000 paying customers in Mali in 2021. It compensated more than 1,000 farmers affected by floods in 2020.868

 Strategic Partnership

 OKO has built a strategic partnership with a number of value-chain partners. OKO’s insurance service has been integrated in Orange’s USSD menu in Mali. It has teamed up with Orange Mali to conduct a voice SMS campaign to educates farmers on its insurance service. Mobile money agents help customers set up their accounts and make transactions. It has started own call center to help farmers and supplement their insurance knowledge in local languages.869

 Page 216 →Insurance payout can be collected from an Orange Money collection point in the village. OKO has a partnership with a microfinance company. OKO insurance can serve as a guarantee for farmers to take out microcredit.870 It has teamed up with Allianz in underwriting and reinsuring crop insurance products.871

 A tool provided for free by the University of Reading, England, is used to calculate the amount of rain in areas of 16 square kilometers.872

 
 Crop insurance is not the only type of insurance facilitated by 4R technologies. More than 600 million people in Africa who commute every day lack insurance protection in case of accidents during their trips. The Kenyan startup MotiSure has launched an IoT-based insurance tech platform to provide personal accident coverage for commuters and riders.873 The platform is API powered. IoT sensors are attached to vehicles such as motorcycle, car, bus, or other assets. In case of an accident, an alert is triggered to MotiSure’s telematics platform, which monitors vehicles and other assets with GPS and on-board diagnostics (OBD) using a computerized map. The first notice of loss (FNOL) and claims process starts immediately. For instance, an ambulance could be dispatched and payouts could be made.874

 
 Blockchain-Based Crop Insurance for Smallholder Farmers

 Many of these problems can be largely overcome through the use of a parametric insurance model (also known as index-based cover)—one way to close the protection gap in developed and developing markets.875

 In such models, payouts are made based on the occurrence of clearly defined events. The parties have an agreed-upon payout in case of the event’s occurrence.876 For example, if an earthquake takes place within a five-mile Page 217 →radius of a policyholder’s home, the insurer will automatically pay out US$100,000.

 Examples of such schemes include crop insurance based on area yield and weather. In an area yield scheme, a farmer will receive insurance payout only if there is a general loss in the area. In a weather insurance scheme, an insured farmer is paid in the occurrence of a weather-related loss. In these schemes, every farmer pays the same premium. A farmer is not required to prove a loss. Everybody gets the same compensation in case of a low farming yield or bad weather.

 Recent developments in blockchain technology and related areas have made it possible to design smart contracts, which hold a promising potential to offer affordable index-based crop insurance products to smallholder farmers in developing countries. Of special relevance is the development of so-called oracles, which provide data related to real-world conditions that are needed to enforce smart contracts.

 To take an example, decentralized oracle network company Chainlink, which provides a secure connection between smart contracts and off-chain data and services, has teamed up with several players in the insurance sector such as New York–based parametric insurance startup Arbol, East Africa’s agricultural microinsurance provider for smallholder farmers Agriculture and Climate Risk Enterprise Ltd. (ACRE), and smart contract developer Etherisc. Chainlink provides verifiable data about weather conditions for insurance products targeted at smallholder farmers.877 Chainlink was launched on ethereum in 2019. However, it is agnostic and can be used with other blockchains such as bitcoin, Hyperledger, Polkadot, Cosmos, and Ava.878 Chainlink’s services are used in decentralized finance (DeFi) applications, social networks, nonfungible token (NFT) platforms, and interoperability projects.879 Table 8.1 presents some examples of blockchain-based crop insurance schemes in various stages of development in three LMICs.

 
 Page 218 →Kenya

 In 2014, the social enterprise Kilimo Salama—which had insured over 233,000 farmers in Kenya, Tanzania, and Rwanda880—and had become the largest insurance project in Africa in 2011, transitioned to a commercial business with the new name Agriculture and Climate Risk Enterprise (ACRE).881 The number of insured farmers fell in 2014, which also triggered the transition. ACRE has directed its focus toward developing an insurance policy utilizing blockchain-based smart contracts that is indexed to local weather. The occurrence of an extreme weather event defined in the contract automatically triggers payments. It facilitates timely and fair payouts through mobile money. This new initiative involved new partners such as smart contract developer Etherisc and digital insurance platform provider Sprout Insure. Sprout Insure builds transparent, smart, weather-indexed crop insurance contracts in a distributed ledger system.882

 To improve product quality, ACRE uses localized measurements produced by Global Index Insurance Facility–sponsored weather stations, which validate satellite data (also referred to as ground-truthing).883 GIIF is a program launched by the World Bank Group to facilitate the adoption of index-based insurance among smallholder farmers and provide other catastrophic risk-transfer solutions in developing countries.

 In November 2020, the collaboration between Etherisc and ACRE Africa received a Chainlink Community Grant to develop a decentralized insurance protocol to deliver sustainable, blockchain-based reliable and affordable parametric crop insurance solutions. The goal is to serve up to 250,000 smallholder farmers in Kenya. Farmers can pay premiums in small installments, which could be as low as US$0.50.884 The insurance is built on top of Page 219 →Etherisc’s Generic Insurance Framework (GIF), which is an ethereum-based decentralized insurance protocol. It is indexed to local weather parameters. Chainlink connects to different external weather data sources and broadcasts the data within Etherisc’s smart contracts.885

 As of July 2021, Etherisc and ACRE Africa had covered more than 17,000 smallholder farmers from 17 regions in Kenya under the collaboration. About 6,000 were expected to be compensated for lost or affected crops before the end of the season in 2021.886 A payment is made directly to the farmer’s mobile phone through an API that connects the Etherisc software solution to mobile phone money-transfer service, M-PESA. All payments are notarized on-chain using Etherisc’s GIF for increased transparency and auditability.887

 
 
 Cambodia

 Arbol has teamed up with financial and technical assistance facilitator Agribee Cambodia to offer blockchain-based crop insurance. Chainlink provides decentralized weather data for Arbol.888 A pilot for a parametric extreme weather solution for the Cambodian agricultural sector was launched in October 2020.889 Based on results of the pilot study, the plan is to scale the program to 20,000 farmers in 2021.890 Global Parametrics, a specialty provider of parametric solutions for natural hazard and extreme weather risk in Page 220 →emerging economies, and the reinsurance group Hannover Re supported the initiative.891

 Arbol’s drought coverage charges a premium per hectare of US$13, with a maximum payout per hectare of US$150. The trigger in the insurance contract is 89% of average cumulative rainfall, and the exit is 50% of average cumulative rainfall.892 If the rainfall total during an agreed period exceeds the trigger, no payout will occur. If the rainfall total is less than the exit, the policyholder receives the maximum payout.

 Arbol’s application is built on ethereum smart contracts. It secures data via the peer-to-peer protocol Interplanetary File System (IPFS).893 IPFS allows users to download web pages and content stored across multiple servers. It also provides “historical versioning” to show any manipulation in documents. This is different from the current paradigm of Hypertext Transfer Protocol (HTTP), which sends requests for online content to a single server that stores information and means that, if anything is changed or blocked, there is no reliable way to know or access the content.894

 
 
 Sri Lanka

 In 2018, Etherisc teamed up with Aon and Oxfam to develop a blockchain-based crop insurance system in Sri Lanka. Etherisc and Oxfam reported that they were working with one of the world’s largest insurance brokers to expand the market for their services.895 The initial goal was to automate existing policies and reduce operating costs.896 In July 2019, a blockchain-based microinsurance platform was launched, and about 200 smallholder Page 221 →paddy-field farmers were enrolled.897 In November 2019, the system made first payouts to the policyholders.898

 Table 8.1. Some examples of blockchain-based crop insurance in LMICs
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 Implementation status

 
 

 
 
 
 	
 Kenya

 
 	
 ACRE Africa

 
 	
 Etherisc and Chainlink

 
 	
 July 2021: covered more than 17,000 smallholder farmers from 17 regions in Kenya; 6,000 were expected to be compensated in 2021

 
 

 
 	
 Sri Lanka
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 Etherisc

 
 	
 July 2019: about 200 smallholder paddy-field farmers enrolled

 November 2019: first payouts to policyholders
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 Global Parametrics and Hannover Re

 
 	
 Arbol, Chainlink

 
 	
 October 2020: pilot launched

 Plan to scale up to 20,000 farmers in 2021 based on pilot

 
 

 
 

 
 
 
 
 Increasing Investments in Productive Entrepreneurial Businesses

 Not all investments are created equal and will pay off. Investments in productive entrepreneurial businesses should be encouraged. However, in some cases, the borrower may use the loans in unproductive activities and get stuck in a debt trap because of easily available loans. The following equations show the relationship between financial production and real production and how these two indicators are related to capital and labor. First, the equation for financial production is F = G(Kf, Lf), where Kf and Lf are capital Page 222 →and labor used to produce output in the financial sector, F.899 The equation for real production is R = R(Kr, Lr, F), where Kr and Lr are capital and labor used in production in the real sector, R. The real production function is a function of the output in the financial sector. Note that the real sector of an economy comprises the production of goods and services (e.g., agriculture, industry, construction, wholesale, retail and services sectors). The real production equation indicates that financial externalities exist in the real sector of an economy. However, conflicting findings have been reported concerning the nature of such externalities. A study of 71 LMICs, for instance, found a positive effect of financial intermediation on economic growth in about 85% of the countries.900 Another study, however, found “negligible or negative association between financial development and growth.”901

 Various approaches, such as financial services offered (e.g., liquidity or payment services, wealth management) and products or commodities provided by banks (e.g., loan and deposit products), are employed to define and measure bank output.902 Financial outputs such as credit availability do not necessarily contribute to economic growth. The use of credit from banks to purchase productive resources (e.g., farm assets such as tractors) can lead to economic growth.

 
 
 Financing and Delivering Welfare Programs

 4R technologies are playing key roles in financing and delivering welfare programs to reach the poverty market. As discussed in chapter 4, during the COVID-19 lockdown, the governments of Peru and Togo turned to AI, satellite imagery, and remote-sensing data for help locating households in poverty or extreme poverty to deliver cash payments. Blockchain has also helped in financing and delivering welfare programs (In Focus 8.6).

 
 
 Page 223 →In Focus 8.6: Sarafu in Kenya

 

 A community inclusion currency (CIC) is a blockchain-based open-source solution to facilitate disaster response and recovery through mobile networks, which enables fragile and vulnerable communities to exchange their digital tokens for goods and services. One such example is Sarafu (“coins”), which was launched by the U.S.-based engineering firm BlockScience and Grassroots Economics in 2019 to help low-income families in Kenya. It was developed with funding from global government donors. Anyone with a Kenyan mobile phone line, including a feature phone, can use it.903

 Donors’ financial contributions are put into a community fund that is used to create the community credit.904 The Kenya Red Cross teamed up with the Danish Red Cross and Grassroots Economics to launch a basic income system called Sarafu Network. To use the service, a person dials *384*96# (Safaricom) or *483*46# (Airtel) in Kenya, chooses a preferred language, and enters a PIN. The users then receive 50 Sarafu (KES 50 or about US$0.50) and can immediately start using it.905 Those that do not need a basic income are reported to support others by giving theirs to people in need.

 The system relies on Unstructured Supplementary Service Data (USSD) to enroll users and complete transactions. Thus, no internet connectivity is needed to engage in transactions and there is an easy user interface. Blockchain is at the back end of the application. The existing knowledge of using mobile money technology M-PESA in Kenya makes it simple to use.906

 Page 224 →Usefulness in the Pandemic

 Sarafu helped Kenyan slum dwellers pay for basic necessities such as food, water, and sanitary items during the COVID-19 pandemic. Each week, families were given virtual vouchers worth 400 Kenyan shillings (US$4) to use to buy essential goods. Vendors then sent the vouchers to Nairobi-based social enterprise Grassroots Economics to redeem for cash.

 In Mukuru kwa Njenga, a slum in eastern Nairobi, more than a third of the vendors had signed up for the project by July 2021. Whereas cash aid can be spent on anything, Sarafu can be used to pay for only essential items, such as food, health supplies, and educational resources. Since the platform runs on blockchain, all transactions can be tracked, so it is transparent and receivers can spend aid only to buy necessities. In July 2021, the platform made an average of 1 million Kenyan shillings (US$9,0000) in daily transactions.907

 Stimulation of Economic Activity

 Local cryptocurrencies such as Sarafu are aimed at facilitating “loops” of economic activity and creating a network effect. The more businesses and individuals that use it, the more valuable it becomes. One way to increase the usefulness of a cryptocurrency is to increase its circulation in the community and make it possible for participants to cover as many of their expenses as possible.908

 Sarafu can be used to buy goods in an area. In Kenya’s coastal city of Kilifi, farmers are reported to use Sarafu to sell their vegetables and to buy supplies such as seeds and fertilizer.909 To buy things not available in the local community, Sarafu points can be converted into local currency.910

 Page 225 →Creating Belongingness

 Local cryptocurrencies such as Sarafu can also encourage a feeling of community belongingness. Kilfi vendors think that when they accept Sarafu, they help their customers earn their way out of debt.911

 Sarafu can be earned if people are engaged in income-generating activities. There are weekly Sarafu market days to sell goods and services using basic income (Sarafu ya Jamii) in Kilifi. Such markets are an ideal place to meet other people who support community-driven basic income. These markets provide an opportunity to buy and sell with Sarafu to support the community.912

 A study of intermediary-less markets in Athens where food products were sold directly to consumers found that this model helped fight the food industry’s oligopoly of intermediaries and move to a more economically sustainable model.913 Cryptocurrencies such as Sarafu can play an even bigger role in promoting economically sustainable models since institutions such as banks and credit card companies are not needed to create trust between buyers and sellers.

 
 Fraud, corruption, discrimination, and mismanagement block some money that is intended to reduce poverty and improve education and healthcare from actually helping people. An estimate suggested that about 30% of development funds do not reach the intended recipients due to problems such as third-party theft and mismanagement.914

 Blockchain can improve humanitarian assistance by fighting these problems (In Focus 8.6). For instance, the WFP’s Innovation Accelerator started its Building Blocks pilot in early 2017 to distributes food vouchers to refugees without having to rely on the services of financial institutions. In the first stage, food and cash assistance was provided to needy families in Pakistan’s Sindh province. In 2017, the WFP started distributing food vouchers in Jordan’s refugee camps by delivering cryptographically unique Page 226 →coupons to participating supermarkets. Supermarket cashiers are equipped with iris scanners to identify the beneficiaries and settle payments. UN databases verify biometric data about refugees. Building Blocks’ ledger records the transactions on a private version of the ethereum blockchain: the Parity Ethereum. No banks are involved and beneficiaries thus receive goods directly from the merchants.

 The Parity Ethereum used in the system employs four nodes to validate transactions. This means that transactions cannot be seen by actors that are not a part of the authorized peer nodes. An additional benefit is that cryptocurrency mining is not needed to validate the transactions. This feature removes a key bottleneck to the processing speed and transaction capacity. The system is designed to scale.

 The WFP reported that by October 2017, it had distributed US$1.4 million in food vouchers to 10,500 Syrian refugees in Jordan. As of early 2019, 106,000 refugees in Jordan’s Azraq and Za’atari camps received cash transfers in cryptocurrencies. By that time, 1.1 million cryptocurrency transactions transferred more than US$ 23.5 million to refugees.915 In 2019, the WFP disbursed more than US$64 million through the pilot program, which helped the organization save 98% in financial transaction fees.916 The WFP expects that blockchain-based solutions could reduce overhead costs from 3.5% to less than 1%.917

 Processing speed and efficiency can be increased with cryptocurrencies. For instance, once refugees are registered, the WFP’s blockchain system encrypts their data and transfers vouchers almost instantaneously. In this regard, a key appeal of blockchain-based fintech products and cryptocurrencies is the ability to intervene quickly and efficiently in situations that face difficult environments. For example, when remote places lacking financial infrastructure such as ATM machines and banks face disasters such as earthquakes or storms, blockchain can help humanitarian organizations provide cash assistance faster than other available means.918 Cryptocash (e.g., tokens) Page 227 →can represent local currencies such as Pakistani rupees and Jordanian dinar that can be traded outside the banking system. Recipients can use the cryptocash to buy goods and services in participating shops. Cryptocurrencies can even replace scarce local cash, which allows aid organizations, residents, and merchants to engage in trannsactions7.

 When the applications reach a more advanced development stage in the future, more benefits can be realized. For instance, the WFP expects that refugees may be able to access funds by controlling their own cryptographic keys. This would also allow them to incorporate and integrate personal data from diverse sources. For instance, their medical records could be with the WHO, academic credentials with the UN Children’s Fund (UNICEF), and nutritional data with the WFP. In this way, they can build an economic identity.

 
 
 Chapter Summary and Conclusion

 4R technologies can address concerns related to informational opacity. These technologies also reduce transaction costs and make it profitable for financial institutions to provide small-scale loans to poor borrowers.

 Technologies such as AI, blockchain, IoT, and satellite are also expected to increase adoption of various types of insurance products. Among the most notable of these is that blockchain-based smart contracts offer low-cost crop insurance to smallholder farmers in LMICs. Some insurance companies have started offering index insurance products for smallholder farmers in LMICs that combine on-chain codes with off-chain oracle solutions. In case of an extreme weather event, policies are automatically triggered. While not all challenges farmers encounter can be resolved, smart contracts enhance transparency and help farmers receive insurance payouts in a timely manner. Adoption among smallholder farmers can be further increased by creating more relevant data and facilitating the diffusion of smartphone and other electronic devices and e-payment systems.

 
 
 
 
 
 Page 228 →Page 229 →Part 4
 The Way Forward

 
 
 
 
 
 Page 230 →Page 231 →Chapter 9
 Enablers, Opportunities, Barriers, and Challenges

 
 4R technologies offer significant possibilities for improving the welfare of the B4B. For instance, these technologies have made it possible to adopt sustainable and environmentally friendly solutions in many LMICs. In many African cities, for instance, electricity is expensive, and piped gas supply is limited. Bottled LPG is often the best available alternative to charcoal.919 4R technologies have helped increase adoption of LPG. For instance, Nigeria’s renewable energy startup Nupe Energy’s solution involves an LPG cylinder’s smart meter that controls gas flow, monitors fuel level remotely, and facilitates gas purchase. The solution is compatible with different cellular networks (2G/GSM/GPRS).920

 The digital transformation in LMICs is facilitated by the emergence of innovative local companies such as Nupe Energy, PayGo Energy, M-Gas, and KopaGas in the energy sector; by M-PESA in the payment sector; and by RxAll in the healthcare sector. Even more encouraging, there are some world-class companies in LMICs’ digital sector. In Africa, for instance, Nigeria’s Flutterwave and Kenya’s Gro Intelligence made Time’s 2021 global list “100 Most Influential Companies.” The Gro Intelligence platform “aggregates, normalises and models complex data to illuminate the inter-relationships between food, climate, trade, agriculture, and macro-economic conditions.” It has over 40,000 datasets and processes more than 650 trillion Page 232 →datapoints for different customer segments such as governments, financial institutions, agricultural input companies, retailers, and food and beverage companies.921 Gro Intelligence works with governments, food companies like Unilever and Yum!, and banks like BNP Paribas to provide analysis and forecasts.922

 Digital technologies’ increased affordability has opened up further possibilities in utilizing these technologies to enhance social and economic development. In September 2021, ten African countries offered charges of less than US$1 for a gigabyte of data compared to the global average of US$4.07. The cost of mobile internet in Sudan was US$0.27 per gigabyte of data, the cheapest in the world.923

 Despite all the promises, however, there are many hurdles to overcome to realize the full potential of these technologies. Key barriers are related to lack of technological and infrastructural facilities and lack of political will. Many LMICs are also facing problems of slow internet connectivity and lack of infrastructure. For instance, as of November 2019, the mobile broadband penetration rate in Africa was 47%, and fourth-generation (4G) cellular penetration rate was only 10%. By 2025, the proportion of 2G users is expected to drop from 46% to 12%.924

 Even more important, despite rapidly falling costs of ICT products and services, many products targeted at the poor are beyond the reach of most of LMIC’s population. For instance, many LMICs do not have widespread diffusion of smartphones or other appropriate devices and internet access to benefit from available healthcare solutions. For instance, as of 2021, only 7.5 million Tanzanians own a smartphone capable of downloading Ada Health’s app.925 Such challenges are also currently preventing more widespread adoption of other advanced solutions such as blockchain-based crop insurance. Many farmers in Sri Lanka lacked electronic devices and internet access, Page 233 →which hindered their attempt to register for the policy.926 Likewise, in 2019, only 10% to 20% of Cambodian farmers had smartphones. Some farmers are illiterate or lack internet access and a mobile data plan.

 Small companies in LMICs also face barriers to adopt 4R technologies. Like other technologies, deployment of 4R technologies tends to diffuse from larger to smaller organizations, commonly known as the rank effect.927 Blockchain systems are expensive to implement and manage. For instance, despite some smaller companies’ access to blockchain-based solutions, due to cost and complexity, this technology is out of reach for many organizations. For instance, as of August 2020, the costs per month of using IBM’s enterprise blockchain platform, based on Hyperledger Fabric,928 included a membership fee of US$1,000 and per-peer fee of US$1,000. This translates to an annual peer fee of US$12,000 for each additional member added to IBM enterprise blockchain platform.

 On the entrepreneurship front, while some countries and technology hubs have reported high levels of entrepreneurial activities, a concern has been questionable quality of such activities. For instance, although many companies describe themselves as blockchain companies, few real use cases have emerged. For instance, among China’s 262 public companies that categorized themselves as blockchain companies, as of September 2020, only 23 had mentioned blockchain use cases that had gone live.929

 Among the major obstacles is lack of political will. For instance, some blockchain projects were reported to face opposition from key actors due to the technology’s potential to increase transparency. For example, the Honduran government’s plan to transfer land registry in blockchain was stopped due to political issues.930

 Page 234 →This chapter highlights the enablers and opportunities for low-income people to utilize 4R technologies in enhancing their economic and social welfare. It also analyzes barriers and challenges in adopting these technologies.

 
 Key Enablers

 
 Freely Available Data

 Decision makers can make use of freely available data and open-source software. One such data source is Digital Earth (DE) Africa platform. Using DE Africa, it is possible to translate satellite images into actionable information. Decision makers in various fields—science, policy, agriculture, and industry—can access and use the data.931 DE Africa makes current and historical satellite images available. According to the World Economic Forum, African economies could realize economic benefits of up to US$2 billion by utilizing data from DE Africa. Using the open-source technology Open Data Cube, which has access, management, and analysis functions for geospatial data, raw data can be processed to help decision makers.

 
 
 Local Capacity Building

 One the plus side, a number of capacity-building measures have been introduced in several LMICs that have the potential to improve the digital landscape. Many LMICs have demonstrated capabilities to create technological solutions to address local challenges.932 Kenya’s iHub (Innovation Hub) has brought together innovators and the world’s leading organizations to accelerate startup activity.933 In Kenya, iHub was the first innovation hub; it started in Nairobi in March 2010. By 2015, 152 companies had been Page 235 →formed out of iHub.934 Cofounder Erik Hersman noted that it opened as a “space for the tech community in Nairobi to gather, to call home and build connections to each other and work on ideas from.”935

 Rwanda’s kLab provides an open space for collaboration and innovation. It brings together students, thinkers, and entrepreneurs to turn concepts into products and services. Similarly, Uganda’s Outbox incubation and innovation space provides support to local entrepreneurs. Its kLab was started in 2012 and had more than 1,400 members by 2017. Over 80 companies had been created. It is open 24/7 and offers free space, free mentorship, and free internet to members.936

 Likewise, a recent report has challenged the opinion that the Middle East and North Africa (MENA) region is a technology “desert.” Instead, the region is a “fertile” technological environment with its own independent character and influenced by Western, Eastern, and local cultures.937

 Some LMICs are developing more advanced capacities. To get access to more computing power to run sophisticated AI algorithms, many Chinese companies are designing and building their own AI-optimized chips.938

 
 
 Skills and Exchange to Benefit from the 4R

 Some efforts have also been reported on developing skills in areas such as data training and literacy. Some African universities are offering data science Page 236 →degrees and providing shorter courses for policymakers and professionals.939 In Rwanda, universities have started teaching 4R principles.940 The Rwandan government’s target is to achieve digital literacy for all youths aged 16 to 30 by 2024.941

 Researchers have also started organizing scientific events such as conferences, workshops, and symposia about 4R technologies. To take an example, partly in response to the inaccessibility of prestigious AI conferences in the West, in 2017, a small group of African data scientists created their own conference, Deep Learning Indaba. Attendees at the conference range from experienced AI engineers to graduate students. The conference had 300 attendees in 2017 and more than 600 in 2019.942

 
 
 Rapidly Falling Costs of 4R Technologies

 Rapidly falling costs of ICTs are illustrated in chapter 1 with data comparing the prices of IoT sensors and hard drives for 2009 and 2017. Costs are also falling for solutions based on other 4R technologies. For instance, some drone models can be acquired for as little as US$650.943

 Likewise, innovations around satellite technology have lowered the cost of devices. It is thus becoming possible for low-income nations to design or manufacture their own small satellites. Instead of relying on single-use rockets, which cost US$200 million to launch a satellite, reusable rockets reduce the cost to about US$60 million, and this has the potential to drop to US$5 million. Satellite mass production could decrease costs from US$500 million per satellite to US$500,000.944 In many cases, it could be less expensive to launch and maintain a satellite than to purchase satellite imagery and Page 237 →other services from commercial companies and foreign governments.945 Over the past few decades, there has been significant advancement in space-based technologies in Africa.946

 The rapidly falling costs of some technological solutions have changed the soundness of some arguments related to whether to acquire these technologies. For instance, regarding satellites, one view is that due to high costs of launching and maintaining satellite operations, it is more appropriate for developing countries to build capacity to use and interpret satellite data. The opposite argument is that such operations provide technological autonomy and offer the opportunity to balance consumption and production of satellite data and promote sustainability of resources and environment. All lower-orbit satellites, especially those over the poles, return to the same spot too infrequently. They thus do not adequately or effectively satisfy the needs of many countries. Such satellites often return to a spot every five days, or even every 10 or 20 days. Sometimes, it is not possible for the satellite to see through cloud cover. LMICs should thus develop their own space programs. Moreover, free images are sometimes old. If countries want certain images, they have to pay for a satellite to take it.947 This indicates that decisions about launching a satellite may not be feasible today for a small developing country but may make economic sense a few years down the road when costs further decrease.

 
 
 
 Major Opportunities

 4R technologies provide opportunities in a number of areas. Relevance for the B4B of the four major 4R technologies discussed in chapters 2–5 and opportunities created are presented in Table 9.1. Likewise, three main applications of these technologies and their transformations of key industries were considered in chapters 6, 7 and 8. A few other key opportunities are discussed in this section.

 Table 9.1. Opportunities created by major 4R technologies to the B4B

 
 
 
 	 
 Technology

 
 	 
 Essence of the technology

 
 	 
 Relevance for the B4B and examples

 
 

 
 
 
 	
 AI

 
 	
 Machines can apply logic and reasoning, which would enable intelligent automation of tasks.

 
 	
 Due to decreasing costs and increasing user-friendliness AI applications are becoming accessible to the B4B (e.g., PlantVillage Nuru, chapter 2).

 
 

 
 	
 Blockchain

 
 	
 Decentralized and distributed ledger creates transparency of transactions

 
 	
 Opaque systems facilitate corrupt practices due to the lack of accountability to the public and stakeholders. Such practices are more likely to victimize poor people.1 Blockchain can help fight opacity and hence corruption (e.g., the WFP’s use of blockchain to distribute food vouchers) (chapter 8).

 
 

 
 	
 Remote sensing

 
 	
 Information about an object or a place can be acquired without any physical contact.

 
 	
 Digital Earth Africa offers free satellite data: has partnered with the Ghana Statistical Service (GSS) to build capacities to collect and analyze satellite data, which can be used to fight illegal mining.2

 
 

 
 	
 The IoT

 
 	
 Facilitates constant monitoring of the environment using information created by interconnected “things,” and remotely manage various aspects of the environment by turning the information into actionable intelligence.

 
 	
 Rapidly declining costs of IoT devices and increasing connectivity have made it practical, feasible, and cost effective to deploy IoT. solutions to serve low-income populations (e.g., Sanku’s Project Healthy Children (chapter 6)).

 
 

 
		 	
 1Transparency International Bangladesh, Corruption in Bangladesh. 2002, TIB: Dhaka

 2“Illegal mining depleting Apamprama Forest Reserve” November 17, 2021 https://www.ghanabusinessnews.com/2021/11/17/illegal-mining-depleting-apamprama-forest-reserve/.

		
		

		
 

 
 Page 238 →Marginalized Groups’ Participation in Economic Activities

 4R technologies are facilitating the participation of low-income people in economic activities. One example is the BanQu platform discussed in chapter 1. With BanQu’s software platform, a waste picker is linked with a company that sources recycled materials. Each time a person sells materials, such as a bottle, they receive a text message that validates their existence in the supply chain. The information about the identity of the waste picker and Page 239 →the amount of material they bring is provided to the company that buys the materials.948

 There are also important indirect benefits that firms may experience from their participation in economic activities. For instance, since 4R technologies are making it easier to access foreign markets, it is worth noting that exporters all over the world are more productive than domestically oriented firms in the same location and industry. Unlike in other regions, African exporters are found to improve their relative performance after they enter foreign markets. They have higher post-entry productivity and rates of productivity growth.949

 Solutions based on blockchain and other 4R technologies offer a number of opportunities for increasing smallholder farmers’ access to crop insurance. First, prior research has suggested that information transparency can increase farmers’ confidence in weather index insurance (WII) products.950 Blockchain solutions can provide such transparency since all parties can independently verify relevant data and information in blockchain-based smart contracts. The data cannot be tampered with by the insurer or other actors.951

 Blockchain systems can help make prompt insurance payouts in the case of yield-reducing weather events. For instance, in the previous system used by ACRE, the data from a weather station was aggregated and combined with satellite data at the end of every season to map out rain patterns. The company worked with agronomists to calculate the index and identify locations that experienced too much rain, too little rain, or rain at the wrong time. Farmer payouts were calculated based on crops, location, and the amount invested in seeds.952 ACRE’s experience showed that timely payout after weather adversities can contribute to a 30% increase in policy renewal. Page 240 →ACRE’s blockchain solution makes it possible to send payouts to eligible farmers’ mobile accounts within seconds.953 This can produce more trust among smallholder farmers and increase product demand.954

 Third, smart contract–led automation is likely to reduce operating costs of insurers, which can result in lower premiums for farmers. A study conducted by Etherisc and the Global Innovation Lab for Climate Finance claimed that Etherisc’s smart contract will reduce the costs required to issue a policy by up to 41%.955 It translates into 30% premium reduction.956

 Most WII in West Africa rely on precipitation data alone. In such models, rainfall acts as a proxy for drought. Recent research has found that combining precipitation data with reference evapotranspiration (RefET)—the combined rate of evaporation from Earth’s surface and transpiration from the leaves of plants—could be more useful in guiding insurance payouts.957 Some initiatives have been undertaken on this front. ACRE is adding more data to design a more optimal insurance policy. As of 2020, a soil moisture index was being tested for use in combination with the usual rainfall-based indexes. The company plans to install soil moisture sensors in the weather stations to complement remote-sensing data.958

 
 
 Opportunity for South-South Cooperation

 Many 4R-related innovations originated in LMICs and subsequently have been used in other LMICs. This process is facilitated by South-South cooperation (SSC), which involves the exchange of resources, technology, and knowledge among economies in the Global South. Indeed, SSC is a key force in the digitization of LMICs.

 Many successful examples of internationalization of firms that have developed products based on 4R technologies have been reported. The Page 241 →Nigerian provider of commercial financing and mobile payment services Flutterwave is highly internationalized (In Focus 9.1). PayGo announced a plan to expand operations to Asia, starting with Vietnam and Bangladesh, in partnership with the Japanese company Saisan.959 As of May 2021, the company had started two pilot projects of its LPG solution in Asia.960 Likewise, Brazilian AgTech company Solinftec, which has launched the AI assistant Alice, opened North American offices in Indiana.961 It is also expanding to other South American countries, Russia, and Ukraine.962

 
 
 In Focus 9.1: Flutterwave’s Digital Payment Processing

 

 Flutterwave is a Nigerian provider of commercial financing and mobile payment services. Flutterwave’s API integrates different payment systems and methods. The goal is to make it easy to process payments for banks and merchants in Africa. As of February 2020, the payment platform had processed more than 100 million transactions valued at over US$5.4 billion.963

 As of December 2019, it served over 60,000 merchants in six African countries and the United Kingdom, supported over 150 currencies, and facilitated payment services from over 68 gateways, such as MasterCard, Visa, PayPal, and AliPay.964 Its clients included Arik Air, Uber, and Wakanow.965 Flutterwave operates in Ghana, Page 242 →Kenya, Nigeria, Rwanda, South Africa, and Uganda.966 It plans to enter Cameroon, Egypt, Ethiopia, and Morocco, as well as China and India.967

 In March 2020, Flutterwave teamed up with the Nigeria-based fintech Paga to allow Paga users to access products from merchants using Flutterwave. Paga’s 14 million customers can make payments directly from their wallets to merchants such as airlines, hotels, ticketing companies, media outlets, and fashion retailers.968 Increasing Paga users’ access to useful financial services has promoted financial inclusion.

 Flutterwave teamed up with e-commerce fraud prevention provider Forter, which uses AI and ML technology for merchants to accurately identify legitimate buyers from fraudsters. The technology makes it possible to approve more legitimate online transactions and block frauds.969

 As of April 2021, Flutterwave served more than 290,000 businesses and processed over 140 million transactions worth over US$9 billion worldwide. It is Africa’s largest payment service provider. The partnership with Forter provides increases merchants’ confidence to accept more transactions. Online shoppers get the flexibility to use alternative payment methods and traditional options such as credit cards.970

 
 
 
 
 Challenges, Barriers, and Threats

 
 Shortage of Skills and Talent

 Page 243 →Perhaps the most serious challenge is the lack of 4R skills in LMICs. Indeed, lack of skills is a global problem rather than one centered in LMICs. According to an IDC global survey of 2,473 organizations released in May 2019, 25% of organizations worldwide that were using AI solutions reported failure of 50% of their AI projects.971 The lack of skilled staff and unrealistic expectations were among the top reasons for failure.972 For instance, there has been a problem related to information silos. For instance, in developing AI solution for financial services, there are not many people who understand both AI and finance. Moreover, people with these skills often are from different institutions and departments.973

 According to a study conducted by Tencent Research Institute, there were only about 300,000 “AI researchers and practitioners” in the world in 2017.974 There is a demand for millions of such roles in companies and government agencies worldwide.975 According to the Tencent report, the U.S., China, Japan, and UK account for most AI manpower. The next two countries with the concentration of AI manpower are Israel and Canada. Among these countries, the U.S. is reported to be far ahead of others, mainly because it has the highest number of universities that offer ML-related courses. The U.S. also has more AI startups than any other nation. It was estimated that in 2017 there were 2,600 AI startups worldwide, of which the U.S. had more than 1,000 and China had about 600.976 Element AI, a Montreal-based lab, has argued that Tencent counted too many coders who contribute to projects but lack the expertise to create novel algorithms and applications from scratch.977

 Page 244 →There is an even larger gap between demand and supply for highly skilled AI workforce. According to Element AI, in 2017, there were fewer than 10,000 people in the world with serious AI research skills.978 Among them only about 3,000 were estimated to be looking for a job, and there were at least 10,000 related positions open in the U.S. only. LMICs find it difficult to attract this pool of talent and retaining them. Venture capitalist Kai-Fu Lee, who previously ran Google’s business in China, noted that “Google is paying a million dollars for these superstars.”979

 LMICs other than China are facing a more severe shortage of AI skills. Finding highly skilled AI talent such as ML engineers has been a big challenge for companies in LMICs.980 For instance, one estimate suggested that India had only about 50–75 AI researchers in 2019.981 According to Aspiring Minds’ Annual Employability Survey 2019, 80% of Indian engineers were unfit for an AI job.982 India has also faced a severe shortage of qualified faculty members to teach AI courses in its universities.983

 For blockchain, as of 2018, only 0.1% of 20 million software developers in the world knew about blockchain codes. No more than 6,000 coders were estimated to have the skill and experience to develop high-quality blockchain solutions.984 Out of India’s 2 million software developers, only 5,000 were estimated to have blockchain skills. Some speculate that about 80% of these developers may pursue job opportunities outside the country.985

 The lack of relevant skills also constrains LMICs from using data from satellite and other sources. For instance, in addition to building and launching a satellite, the work on the ground to understand and make use of the Page 245 →data can be prohibitive for many countries.986

 The shortage of technology skills is especially severe in rural and undeveloped areas. It is unreasonable to expect that blockchain solutions be sent into rural Africa for artisanal miners to use them.987 Even if such systems are set up with outside help, small farmers and miners cannot perform technical tasks such as troubleshooting and maintenance.

 Barriers to the free exchange of knowledge with the West affect LMICs’ efforts to develop skills and talent. AI researchers in LMICs are facing various difficulties in accessing the AI knowledge that exists in the West. For example, Vancouver hosted the 2019 Conference on Neural Information Processing Systems (NeurIPS), the world’s largest AI research conference. The Canadian government was reported to have denied visas from many AI researchers from Africa and Asia.988 Fifteen of 44 people planning to attend the “Black in AI” workshop were denied entry. Many volunteers of the Masakhane project, which is working with groups such as Translators without Borders and academics to find language datasets to use machine learning to translate African languages, were also denied visas.989 Immigration officials allegedly feared that the researchers would not return home.990

 
 
 Data Divide

 The data divide—or the gap in data availability for scientific research and decision-making, has adversely affected LMICs.991 It is a major barrier to benefiting from innovations in agriculture, finance, and healthcare. It is difficult to assess the situation of poverty due to the lack of data. An analysis of poverty data using the World Development Indicators (WDI) database, which identifies 1,101 poverty datapoints between 1976 and 2013 based on household consumption surveys, found that 77 countries lacked adequate poverty data.992

 Page 246 →The issue of limited datasets for AI and other projects are of concern. To learn patterns, machine learning and deep learning require massive amounts of relevant training data and huge computing power. If a country’s healthcare system lacks such data and does not allow access to relevant health data to train the algorithm, AI systems cannot function well.993

 In healthcare, one example is undeveloped clinical datasets, such as genomes. For instance, advances in human genomics make it possible to reconstruct population history and identify genes that are likely to make a person vulnerable to specific diseases. However, most genome studies so far have focused on people of European descent. In 2009, 96% of genomes sequenced belonged to the European ancestry.994 The proportion was 19% in 2017,995 which slightly increased to 22% in March 2018.996 For instance, while India represents 20% of the world’s population, only 0.2% of the world’s fully mapped genomes are of Indian origin. Likewise, less than 3% of genetic material used in global pharmaceutical research is from Africa. Africans and people of African descent are reported to be more genetically diverse than any other population.997 Taken together, people of African and Latin American descent and the indigenous population represented less than 4% in the Genome Sequence Database.998 The lack of genome data hampers the B4B’s ability to benefit from exciting advances in the area of human genomics in the past three decades.

 In the agricultural sector, index-based crop insurance has been promoted widely among small-scale farmers. An index-based insurance scheme’s effectiveness in reducing risk depends on how well the actual crop yield and Page 247 →profits correlate with the index.999 Many measurement challenges need to be addressed. For instance, to design an effective weather insurance scheme, a high density of weather stations is a prerequisite.1000 Currently the payment to a policyholder relies on satellite images to detect whether extreme weather has affected a given area. A criticism ACRE faced was that its weather-monitoring stations are primarily installed in heavily farmed areas in Kenya and Rwanda. This means that areas without heavy farming lack data. In Kenya, a weather-monitoring station may cover an area with up to 1,000 farmers. Canada’s International Development Research Centre found that the promised benefits of crop insurance have not materialized because a weather-monitoring station gathers data on wide areas and fails to capture the microclimate that a farmer experiences.1001 It provides general views about the effects of drought or floods but fails to accurately measure local rainfall. There have been cases in which satellite data indicated that an area had sufficient rainfall but farmers in microclimates experienced crop loss and were not offered payouts. Some discontinued their insurance schemes. Likewise, in Sri Lanka, existing data sources provided by weather stations were insufficient.1002

 
 
 Lack of Computing Power

 Many 4R applications are computing intensive and data intensive. Training some ML algorithms requires expensive equipment and computing power.1003 Small LMICs are often unable to afford such luxuries. Because of the lack of Page 248 →sufficient processing capacity, many government agencies are unable to use the data they receive from their own satellites or from free sources.1004 Some AI solutions can take as long as 12 hours to run on typical computers in Kenya.1005

 
 [image: A chart showing available computing power in several countries]

 
 Figure 9.1. Per capita computing power in gigaflops (GFLOPS) (2020). Source: Liang Hua, Ubiquitous computing power: The cornerstone of an intelligent society (position paper), Huawei, February 2020, https://www-file.huawei.com/-/media/corporate/pdf/public-policy/ubiquitous_computing_power_the_cornerstone_intelligent_society_en.pdf.?la=en.
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 In general, except for China, most LMICs lack the required computing power to perform such functions (Figure 9.1). According to the TOP500 project, which ranked systems based on ability to solve a set of linear equations, China had the highest number of supercomputers in June 2021: 186 Chinese machines were listed, compared to 122 in the U.S.1006 In June 2019, Page 249 →India had fewer than five of the world’s 500 most powerful supercomputers, compared to China’s 219.1007

 
 
 Low-Quality Infrastructure

 Low-quality infrastructure also hinders the use of 4R technologies. As discussed in chapter 1, a large proportion of the population in LMICs lives in rural areas, which makes building infrastructure such as a 5G network difficult and costly.1008 The demand for Africa-based data centers to provide low-latency and high-bandwidth connectivity is increasing. Without cheap and reliable power, however, data centers are less likely to be built in Africa.1009 The lack of infrastructure has resulted in the high cost of data in SSA. Due to overburdened networks, data bundles offered are generally smaller. Consequently, the average cost per gigabyte (GB) is higher than in countries with unlimited packages.1010

 
 
 Lack of Research Focus

 While some developing world companies are generating 4R technologies locally, they lack focus on fundamental and basic research. For instance, Chinese AI companies are reported to be more application focused. There has been less emphasis on advancing foundational technologies and research.1011 Likewise, regarding higher value-added innovative activities such as patents and research and development (discussed in chapter 3), while Chinese firms have filed a lot of blockchain patents, they lag the U.S. in granted patents.1012 Page 250 →According to the China Patent Protection Association, as of May 2020, there were 3,924 blockchain patents granted worldwide. China’s share was less than half that of the U.S.

 
 
 Low Resource Languages

 From the perspective of AI, natural language processing (NLP) is arguably the most mature and widely adopted application, having gained enough ML capabilities with real-world experience.1013 ML algorithms for NLP, however, are mainly developed for English, spoken by a small proportion of the population in LMICs. For instance, only 10% of the Indian population speaks English.1014

 The Indo-Aryan or Indic languages are a major language family spoken in India and across South Asia. In 2016, Indic language speakers accounted for 60% of India’s 409 million internet users. According to KPMG, 93% of the next 326 million new internet users in India will be local-language-first users.1015 These languages do not use the Latin alphabet. They use alphabets derived from Brahmic scripts, such as Devanagari, Bengali, Malayalam, Oriya, Sinhala, and Tamil. It is difficult for NLP software to understand these scripts. They also lack lexical resources, such as dictionary databases, terminology glossaries, and user-created content, which makes it challenging to build NLP algorithms. NLP algorithms’ performance depends on the availability of a large amount of text containing all possible permutations and combinations of meaning. Documents such as legal contracts, news articles, and research reports are incorporated into an NLP algorithm to increase its performance. Only small quantities of such documents are available for most Indian languages.1016

 Likewise, a large population speaking African languages has not benefited from voice recognition innovation.1017 Over 2,000 languages are spoken Page 251 →daily basis in Africa.1018 many of which are only spoken and not written.1019 As language technologies such as NLP advance and more sophisticated tools are built using AI, the divide between low-resource languages and others may even increase. This is because the advanced systems depend on the availability of a large amount of digital data. Many African languages that are low-resource languages are likely to be left behind.1020

 
 
 Low Degree of 4R Maturity

 Among the major obstacles is also user-friendly applications.1021 Most AI models currently lack external validity and economic significance. AI can get results in well-defined application domains with no hidden information, such as the games go or chess. AI algorithms, however, perform poorly in navigating questions involving nuance.1022 A systematic review of articles published in the first nine months of 2020 that described ML models to detect and diagnose for COVID-19 from medical images using chest radiographs (CXR) and computed tomography (CT) images found that the ML models had major flaws and biases. The authors concluded that none of the 62 studies included in the review was of potential clinical use.1023

 A related challenge concerns opacity—the lack of interpretability or auditability of AI and ML methods. A growing concern has been expressed by activists and policymakers over the lack of explainability of AI solutions, a major hindrance in the wider acceptability and trust of such solutions. A survey conducted in early 2021 among 100 AI-focused leaders from the financial services sector from the U.S., Latin America, Europe, the Middle Page 252 →East, Africa, and Asia-Pacific that was published in Fair Isaac Corporation’s (FICO) State of Responsible AI report found that about 70% of respondents were unable to explain the way specific AI model decisions or predictions are made.1024 Only 35% of organizations made efforts to use AI in a transparent and accountable manner.1025

 The lower degree of technologies’ maturity also has led to challenges related to interoperability and standardization. For instance, participants on a distributed ledger need to agree on common standards for an invoicing platform. For example, different banks need to agree on the number of data fields from an invoice to generate the hash value. They may also need common messaging standards. The banking industry, among the early adopters of blockchain, is characterized by a culture of competitiveness, which poses a challenge to working together.1026

 
 
 Poor Performance of Foreign Solutions

 Some LMICs are using solutions developed by foreign companies. For instance, a Russian company was reported to be selling face recognition technology in South Africa and Kenya. These systems have low accuracy and precision in Africa and thus limited usability and functionality.1027 AI apps that rely on unstructured medical data need sophisticated NLP algorithms. Much of this technology is developed in the West or in Asia, and transferring it to African markets is challenging. It is important for a technology to be adaptable to the local language so that it can be modified to different languages, language structures, and accents. The medical situations may also be different, such as different diseases and health management systems.1028 Even simpler AI algorithms such as facial recognition have been trained to identify white males;1029 because of this, they have a higher tendency to misidentifyPage 253 → people of other races.1030 This means that they perform less well for most African faces than for Caucasian ones. For instance, facial recognition software is reported to identify the photo of a white man with a 99% accuracy. The error rates were as high as 35% for Black women.1031

 
 
 4R Technologies’ Potential Malicious Use

 The term surveillance capitalism is often used in connection with state-corporate surveillance, commercial exploitation of data, and internet governance. Attention has also been focused on issues of data monetization and algorithmic discrimination. Big data is a key component of surveillance capitalism. Corporations and states collect, store, process, and share large amounts of information, which enables them to infer traits about people (e.g., sexuality, religion, political affiliations, behavioral tendencies).1032

 For instance, social media companies can show contents that promote ideas that they want users to have. If a user’s expressed views are approved by the owners of the social media, bots can “like” them.1033 A possible scenario is that ML algorithm observes social media users with a given psychological profile and delivers content to generate certain political views and behaviors. In general, content is served up based on users’ profiles so that it is most effective. Over time, the algorithm can learn and generate effective content from scratch that is targeted to specific groups.1034 These risks are especially acute for LMICs that lack well-developed regulatory frameworks.

 Some counties are also using 4R technologies, especially AI tools, to conduct surveillance activities on citizens. For instance, surveillance cameras in Chinese cities have AI-based facial recognition software that collects huge amounts of biometric information daily. In general, authoritarian regimes that are more interested in maintaining political control rather than maximizing economic performance and equity may use AI in a malicious manner to manipulate and control citizens’ attitudes and behaviors.

 
 
 Stockholder Centric Bias in Technology Startups

 Page 254 →Tech startups are under pressure to increase profits and shareholder value.1035 A result of this is that philanthropic activities are declining and the actions of technology startups that have launched products for low-income people seem to be more investor-centric. In the context of blockchain, a technology startup writer noted that “many of the highly publicized initial coin offerings (ICOs), which are a capital-raising method involving offers and sales of cryptotokens using blockchain, ICOs have yet to carry out much beyond upgrading the lifestyles of their founders and promoters.”1036

 Many 4R technology systems are designed to benefit big companies rather than marginalized groups. For instance, BanQu developed blockchain systems in India, Uganda, and Zambia to track cassava and barley supplied to Anheuser-Busch. Anheuser-Busch can benefit tremendously from blockchain’s use to promote supply chain transparency and traceability. Blockchain can help guarantee the quality of products with relevant data. Making digital payments to farmers may lower costs associated with payments. However, big firms have done very little to ensure that farmers can genuinely benefit from the integration of blockchain into supply chains.

 Smallholder farmers who supply crops to Anheuser-Busch may theoretically enjoy additional benefits (e.g., low-cost loans from financial institutions). However, constraints related to information flows, transaction costs, and market access likely prevent them from realizing such benefits. For instance, farmers may not be able to present the information in a way that meets banks’ requirements. They may lack persons in their social network who can understand the various available loan services. A lack of education may mean that many potential borrowers cannot fill out loan applications.1037 Poor people often need loans in small amounts. It is costly for financial institutions to deal with small transactions. In some cases, poor people may face prejudice and stereotypes. Some banks refuse their admission to bank branches.1038

 
 
 
 Page 255 →Chapter Summary and Conclusion

 This chapter has provided a glimpse at the promising opportunities the 4R provides for nations, firms, and people. For instance, nations can enhance environmental sustainability, detect and prevent illegal activities, and track students’ educational outcomes. 4R technologies can help increase firms’ access to financing and markets.

 In the past, costs to develop and deploy technology solutions were considerable. The drastic cost reductions of many 4R solutions open up new possibilities for deploying technologies to bring economic and social transformations to LMICs. Several examples have illustrated that LMICs are strengthening technological capability, with local firms playing key roles. Among other things, the emergence of local technology firms can help overcome concerns related to digital colonialism.

 However, there are many obstacles that need to be overcome for the widespread adoption of 4R technologies. A large amount of high-quality data is needed to benefit from the 4R. If ML algorithms are trained with limited sets of features and small datasets, decisions made using those AI systems could be wrong, dangerous, and misleading. If ML algorithms are trained in developed countries, effectiveness likely cannot be achieved in developing countries. Likewise, solutions developed in foreign languages have limited usability for most of the population in LMICs. In general, available data in LMICs is of questionable quality. As a result, many ICT projects targeted at the poor fail to deliver the benefits promised by the initiators of such projects.

 Concerns have also been raised about irresponsible and unethical acts using 4R technologies. In a discussion of AI’s impacts, it is important to consider noneconomic costs such as loss of privacy. Such concerns exist at various stages from data gathering to develop AI applications to actual use of AI. When governments use AI for political gains and corporations use this technology for unethical behaviors and practices, there are often no repercussions for perpetrators.

 
 
 
 
 
 Page 256 →Chapter 10
 Economic Development Implications

 
 4R technologies can help people with limited resources increase economic productivity and engage in economic exchange by reducing transaction costs. These mechanisms have the potential to help vulnerable individuals, households, and communities escape the poverty trap. An important question is how this potential can be better realized.

 Since a large proportion of the B4B population lives in middle-income countries, 4R technologies’ potential impact on the economic growth of these countries is a significant issue that cannot be ignored. In this regard, another question that needs to be answered is whether 4R technologies can help countries get out of the middle-income trap, which is a condition that prevents middle-income countries to achieve the levels of advanced countries.

 4R technologies may also help countries make a jump in economic progress and technological development to pass over of stages in economic growth and modernization, facilitating what is referred to as leapfrogging.1039 Finally, valuable insights can be gained by looking at the 4R’s impact on productivity growth in a country as compared to countries with similar levels of economic development.

 This chapter seeks to address these issues by examining and interrogating key theories of economic development in the context of the 4R. Specifically, it draws on theories and concepts such as the poverty trap, middle-income trap, leapfrogging theory, and the flying geese paradigm (FGP) to present a general overview on the 4R’s impact on the B4B.

 
 Page 257 →4R Technologies and Economic Development

 4R technologies are playing an increasing central role in the economic development of LMICs. There is some evidence that LMICs that make use of digital technologies can overtake their neighbors that rely on traditional resources such as oil (Figure 10.1).

 I compare Angola and Kenya. Not long ago, oil-rich Angola achieved a long period of impressive growth. The country’s oil sector accounts for one-third of GDP and over 90% of exports.1040 Following the end of its 27-year civil war in April 2002, Angola experienced double-digit annual GDP growth.1041 In 2020, Kenya overtook Angola to become the third-largest economy in Sub-Saharan Africa.1042 Over 2015–2019, Kenya’s economic growth averaged 5.7%, making it one of the fastest growing economies in Sub-Saharan Africa (Figure 10.1).1043

 One observation about Kenya is that while the internet’s contribution to GDP in Africa is 1.1%, the corresponding proportion for Kenya is 2.9%, higher than that of Canada, China, Brazil, and Russia. Senegal is the only country in Africa that outperforms Kenya in the internet’s contribution to GDP, at 3.3%. Internet connectivity has been shown to stimulate economic growth.1044 Kenya is thus well positioned to be a leader among SSA economies.1045 Angola, however, is suffering from lower oil prices and decreasing production.

 The availability of high-speed and cheap internet connections in Kenya has enabled even people living in poverty to take advantage of the 4R. For instance, the availability of digital infrastructure has helped Pipeline estate Page 258 →in the Embakasi division of Nairobi attract high-technology 4R jobs such as AI data labeling. The lower-middle-class estate is home to 100,000 people. On March 31, 2022, Reuters published a story about Pipeline resident Daniel Nzoma, a data labeler for AI algorithms related to driverless cars and crop disease detection. Nzoma’s job included “geotagging,” which needs reliable and fast internet connectivity. Pipeline lacked such infrastructure before.1046
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 Figure 10.1. A comparison of the economies of Angola and Kenya (GDP, PPP, billion, constant 2017 international $). Data source: World Bank. GDP, PPP (constant 2017 international $), https://data.worldbank.org/indicator/NY.GDP.MKTP.PP.KD.
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 Kenya has put significantly greater emphasis on modern technological infrastructures than other countries in Africa have. In 2021, the mobile network operator Safaricom launched a 5G network in Kenya, making it the second country in Africa to roll out the technology to customers.1047 As of March 2021, 5G infrastructures were available in Nairobi, Kisumu, Kisii, and Kakamega.1048

 Angola performs much lower than Kenya in the deployment and use of technological innovations. Angola’s mobile or cellular coverage is lower than Page 259 →Kenya’s (Figure 10.2). The gap in coverage is especially large in broadband wireless systems such as LTE (Figure 10.2). As Figure 10.3 indicates, Kenya outperforms Angola in the penetration of various technologies and services. Figure 10.4 makes clear that a significantly higher proportion of the population in Kenya than in Angola uses the internet in key economic activities. In sum, digital technologies have driven economic growth in Kenya while Angola has fallen behind on many key indicators of digital transformation.
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 Figure 10.2. Percentage of population covered by a mobile-cellular network: Angola and Kenya (2020). Data source: The International Telecommunication Union (ITU).
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 Poverty Trap

 A poverty trap is a “self-reinforcing mechanism which causes poverty to persist.”1049 Such a trap is more about staying poor for a long time rather than about being poor at any point in time. Poverty traps result from well-being “basins of attraction” in an economy.1050

 
 [image: Access to various technologies and services in Angola and Kenya]

 
 Figure 10.3. Percentage of population with access to various technologies and services: Angola and Kenya (2020). Data source: The International Telecommunication Union (ITU).
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 Page 260 →Various mechanisms associated with poverty traps operate at different levels: individual, household, community, regional, and national.1051 For instance, the World Bank has classified Colombia as an upper-middle-income country (https://data.worldbank.org/?locations=CO-XT). However, in 2019, monetary poverty in Colombia was experienced by 36% of the population.1052 People are at risk of monetary poverty when their equivalized disposable income—that is, the total household income available for spending or saving (after tax and other deductions) divided by the number of household members—is below the risk threshold. That threshold is 60% Page 261 →of the national median equivalized disposable income after social transfers, or financial help given by central, state, or local institutional units.1053
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 Figure 10.4. Internet use in key economic activities: Angola and Kenya (2020) (% of population). Data source: The International Telecommunication Union (ITU).
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 Pulling People Out of the Poverty Trap

 4R technologies can help lift poor people out of poverty and prevent them from falling into poverty (In Focus 10.1). Innovations can help farmers increase farm productivity, enhance access to formal financing, and earn more from their crops and livestock. For instance, more than half of households in rural cocoa-growing regions of Colombia live in poverty.1054 Farmers Page 262 →in extreme poverty are often inclined to take fast cash by selling incompletely fermented cocoa beans rather than waiting for better cacao and making investment to ferment cacao beans, which can be sold at a higher price.1055 If solutions being developed by technology companies that utilize satellite data, IoT applications, and other apps (chapter 7) lead to increased productivity, many of these farmers can be lifted out of poverty. Likewise, by utilizing 4R technologies such as big data, AI, and blockchain, it is possible to make low-cost agricultural insurance available to farmers, which can help mitigate risk. Such a tool is especially important for households that are vulnerable to poverty due to natural disasters.

 
 Moving People from Farm to Nonfarm Activities

 A study of the poverty trap in rural China found that nonfarm activities produce higher income than farm activities. The study also found that education improves access to nonfarm activities and returns to education are higher in nonfarm than farm activities.1056 In this regard, a recent encouraging trend in rural China is that many farmers are moving into nonfarm activities.

 In China some farmers have transformed themselves into internet entrepreneurs using e-commerce platforms such as Alibaba and JD.com. As early as in 2013, over 22% of the 7 million stores on Alibaba’s Taobao Marketplace and Tmall.com originated from IP addresses in villages and towns. There were 16 Chinese villages that generated 5 billion yuan or more in online sales in 2013. A success story of a farmer from rural Qinghe County was reported by Bloomberg. The farmer made more than RMB 10 million (US$1.6 million) selling woolen yarns.1057 The number of Taobao villages—defined as villages that generate annual e-commerce transaction volume of RMB 10 million or more and have 100 or more active online shops—was 20 in 2013 and 3,202 in 2018.1058 By 2021 it was 5,425.1059

 Page 263 →The government is also encouraging farmers to use online retailing. In 2014, Alibaba signed contracts to help farmers to do e-commerce in the western regions of Xinjiang and Gansu.1060 In 2015, Taobao Marketplace launched a shopping channel dedicated to farm products, where farmers could buy tractors and other machinery, pesticides, fertilizers, and seedlings. As of July 2015, about 100,000 merchants were offering farming products on Taobao’s platform.1061

 It is also important to note that the economic impacts on low-income people may not be as attractive as the impression that Chinese e-commerce companies such as Alibaba are trying to create. For instance, rural Taobao partners reportedly receive a small commission or performance-based bonus from sales on the platform. Even the best-performing partners make less than what migrant workers earn. Rural sellers who want to open an official Tmall account to be a large-scale online business are required to pay about US$29,000. A Taobao partner suggested that the platform functions more to connect city sellers to rural buyers, not the other way around.1062

 
 
 Creation of New Economic Activities

 Some new economic activities created by 4R technologies can help fight poverty. One such example is the evolving data-labeling industry (also known as content labeling or data annotation), which supports AI systems. Data labeling heavily relies on human-powered activities. Data labelers are referred to as the blue-collar workers of the AI age.1063Data labeling is “a new type of blue-collar industry around curating the data that powers AI.”1064

 Most data-labeling training can be completed easily and quickly, although some training may be time consuming. There are many jobs that computers cannot perform as well as humans. For instance, data labelers at the India- and U.S.-based data annotation company iMerit typically take a Page 264 →seven-day online training course via video calls with U.S.-based trainers.1065 On the other hand, to develop an AI app to detect cancer on images from CT scan, experienced radiologists may have to train the algorithms.1066

 In China, which has already gained preeminence in AI, R&D activities are conducted in major cities such as Beijing, Shanghai, Hangzhou, and Shenzhen. Data labeling is performed in smaller towns and rural areas to take advantage of labor costs.1067 Shanxi’s plan is to bring in more than 100 data-labeling companies and train more than 10,000 workers by 2022. It wants to have RMB 5 billion industry by 2025.1068

 
 
 
 Pushing Poor People into the Poverty Trap

 Many technology companies are also using the 4R technologies in a way that will push poor people into further poverty. One such context is the P2P lending industry, which relies on big data and AI to come up with a credit score for people who lack credit history. In Kenya, digital lenders allegedly charge interest rates of more than 100% to borrowers. Users of such apps increased to 2 million in 2019 from 200,000 in 2016.1069

 Low financial literacy has been a key challenge in some LMICs.1070 P2P lenders mostly prey on consumers with low levels of financial literacy by charging extremely high interest rates.1071 Some borrowers lack an understanding of the consequences of not paying loans on time. For instance, Page 265 →during 2014–2017, 2.7 million Kenyans were blacklisted by the country’s Credit Reference Bureaus.1072 About 400,000 of them had defaulted on loans of less than US$2.1073 It is argued that fintech companies have created credit bubbles among poor and vulnerable groups.1074 They extend credit to these groups with less stringent lending standards and without an expectation of a profitable use of the credit by the borrower.

 According to Nabard’s 2018 “all-India financial inclusion survey,” about 30% of agricultural households in India took loans from high-interest private lenders. The RBI viewed this as a “cause of concern” because it suspected that a large proportion of such loans are unproductive, which means that they are not used in generating more farm income. Such loans may end up creating debt traps. Due primarily to poor returns from farming, farmers tend to use cheaper crop loans for their consumption needs. Farmers need to use their farm loans for capital investments or spending on farm assets, for which farmers need to pay higher interest.1075

 
 
 In Focus 10.1: Use of Blockchain and Smart Contracts to Lift Cambodian Farmers out of Poverty

 

 According to official estimates, Cambodia’s poverty rate was 13.5% in 2014. Of the country’s 16.5 million people, about 4.5 million were precariously poor in 2021, which means that if economic and other external shocks hit them, they would be vulnerable to falling into poverty.1076 The agriculture sector employs 60% of the country’s workforce, and many farmers lack contracts with their clients.1077 In April 2018, Oxfam launched the blockchain project Blockchain for Livelihoods Page 266 →from Organic Cambodian Rice (BlocRice). It uses smart contracts to improve Cambodian small-scale rice farmers’ bargaining and negotiating power and digitally connect supply chain participants.1078 Agricultural cooperatives are parties to the contracts.1079 Other key include organic farmers and rice exporters in Cambodia and buyers in the Netherlands. The contract stipulates that the exporter will pay farmers the market price plus a premium.1080 Such a condition guarantees a market for the rice and reduces uncertainties for farmers.1081

 The Project

 It started with organic rice farmers in Preah Vihear province in Cambodia, a province known for organic rice. Farmers own on average 1–2 hectares of land and produce 2.5–3 tons of rice per year.1082 BlocRice’s first phase started with 50 farmers from the Reaksmei cooperative in one agricultural community in the province. Other parties were rice exporter Amru Rice and rice-cake producer SanoRice. The consultancy Schuttelaar & Partners and the Dutch affiliate of the international Oxfam organization and Oxam Novib facilitated the process.1083 By selling directly to SanoRice, intermediaries were eliminated.

 The 50 farmers who participated in the pilot agreed to provide 100 metric tons of rice. Since a late-season drought led to reduced production, they could deliver only 92.5 tons. The shipping took place in two containers to the Netherlands in March 2019.

 Benefits to Farmers

 Each farmer receives a digital identity that can be used to see details such as shipment weights and prices by logging into a website. The Page 267 →information is available in both Cambodian and English.1084 The BlocRice application allows farmers to see the database using their smartphones. In this way, they are informed about prices and other contract terms. Farmers enter their planting and harvest data, which helps AMRU Rice and SanoRice predict future yields.

 The rice farmer and president of the cooperative Lyvoeung Chum noted that BlocRice provided more predictable prices than selling to traders. The farmers participating in BlocRice received US$0.24 per kilogram, and an additional US$.05. The premium amounted to about US$100 for most of the farmers that participated in the first phase of BlocRice.1085

 Plans to Expand

 By July 2020, the project had expanded to 500 households in two communities in Preah Vihear province1086 The goal is to expand to 5,000 farmers by 2022.1087 Plans also include making more data available, such as weather forecasts, rice varieties, and farming practices, to help smallholders improve their yield and profitability forecasts.1088

 Current Challenges

 Many challenges remain. In 2019, 10%–20% of the farmers had smartphones. Some farmers are illiterate or lack internet access and a mobile data plan. The BlocRice project manager Phay Cheth discussed the potential to develop an audio app to help illiterate farmers. Solutions are also being explored to develop apps to allow farmers to update data offline, which can be uploaded when devices are connected to the internet.

 A benefit is that the system can improve farmers’ bargaining position. Also, it is arguably a cheaper social certification mechanism than alternatives such as FairTrade.1089

 Page 268 →The solution overall provides only a small improvement. Farmers suffer other forms of uncertainties, such as weather. The availability of risk sharing and transfer mechanisms such as farm insurance is critical to improving the livelihood and development of farmers. As noted in chapter 8, Arbol has teamed up with Agribee Cambodia to offer blockchain-based crop insurance.

 
 
 
 
 Leapfrogging Theories

 A leapfrog involves making a jump in economic progress and technological development to pass over stages of economic growth and modernization.1090 Key mechanisms involved in leapfrogging include teaming up with more developed countries and copying applications from them.1091 Some argue that real-world examples of leapfrogging are rare.1092 Other have noted that the leapfrogging process requires cultural change.1093 A further observation is that positive effects of leapfrogging can be expected only in the presence of favorable institutional factors. These include strong political leadership, state intervention to create favorable conditions, and the open exchange of technologies and ideas among developed and developing countries.1094

 To illustrate the challenges associated with leapfrogging, I take the example of satellite technology in Nigeria. Prior research has emphasized the need for investment in human resources to make productive uses of the acquired technologies and to reduce reliance on Western countries.1095 Nigeria operates a communication satellite, NigComSat-1R, and an Earth observation satellite, NigeriaSat-2. However, Nigeria’s space capabilities are underutilized. For example, data available from the Earth observation satellites is not used in town planning in most state and local governments.1096

 Page 269 →Some have argued that China has leapfrogged some of the latest technologies. Former Google CEO and chairman Eric Schmidt estimated that China will surpass the U.S. in AI by 2025.1097 Other assessments see China further behind the U.S. on AI.1098 Some put China ahead already.1099 For instance, in perception AI, which involves using cameras, sensors, and other devices to capture faces, motion, people, and objects to derive economic value from them, China is reported to be slightly ahead of the U.S.1100 Some practical uses of perception AI include recognizing returning customers at a store and counting attendance in various settings such as an event or school. Kai-Fu Lee, chairman and CEO of China’s Sinovation Ventures, noted that due to privacy concerns, the development and use of such applications is likely to be limited in the U.S. It is argued that Chinese citizens are willing to trade privacy for convenience, so China is likely to lead in this area.1101

 In his book AI Superpowers, Kai-Fu Lee estimated that, in internet AI, which capitalizes on data that users automatically label when they browse the internet, China and the U.S. were in a head-to-head race. Lee predicted that due to China’s data advantage, Chinese tech companies will have a 60%–40% lead over U.S. companies by 2023. Their technology leverages data from recommendation engines, and algorithmic systems learn from personalized online content. Masses of data related to users’ clicking behavior, time spent on a web page, and video-watching patterns are the key to building this type of AI. Some examples of uses include Amazon’s product recommendation systems, YouTube’s video recommendation, and Facebook’s ad Page 270 →delivery. By building a detailed picture of a user’s personalities, habits, and desires, labeled data can help tailor contents to individual users.1102

 However, China has not leapfrogged the U.S. in the overall AI industry. In business AI, which involves exploit data by businesses, China is far behind the U.S.1103 In general, researchers outside of China more frequently cite U.S. patents and papers than Chinese ones. This indicates that Chinese patents may be of inferior quality.

 Regarding the AI workforce, according to the 2018 China AI Development Report, by the end of 2017, China had 18,200 AI scientists and engineers, which made it the world’s second-largest pool of such people; the U.S. had about 29,000.1104 However, it is reported that some workers in China who claim AI expertise may only have associate or technical certificates.1105

 The open exchange of technologies and ideas among developed and developing countries is needed for leapfrogging and to maximize its positive effects.1106 The tensions between China and the West have hindered such exchanges. Among other factors, the U.S. government’s use of trade policy instruments such as export bans against Chinese technology companies has made it difficult for China to leapfrog and achieve its technological ambition.

 
 
 Middle-Income Trap

 A middle-income trap is referred to a situation in which countries that have got out of the poverty trap and grew to middle-income levels subsequently fail to grow further to achieve the levels of advanced countries.1107 Slowdowns in economic growth are reported to occur in two modes, one in the $10,000–11,000 range and another at $15,000–$16,0000 in PPP dollars, which is adjusted to take into account the cost of living.1108

 Page 271 →Countries are likely to avoid slowdowns if the population has a high level of secondary and tertiary education and if high-technology products account for a large share of exports. It is important to move up the technology ladder to avoid the middle-income trap.1109

 Countries in the middle-income trap face two major institutional and political challenges. First, the policies that are required to upgrade productivity—human capital and innovation—require huge investments in institutional capacity. Second, these institutional challenges arise when political capacity for building these institutions is weak due to the fragmentation of potential support coalitions. Fractured social groups, especially business and labor and inequality, are key challenges.1110

 To better understand the challenges faced by middle-income countries in achieving the levels of advanced countries, I consider the case of China. China’s per capita GDP in 2020 was US$10,500.40;1111 it was US$17,310 in PPP terms.1112 While the Chinese Communist Party (CCP) says it has achieved its poverty alleviation target, the bar has been set very low. In 2021, of China’s 1.4 billion people, 600 million had a per-person income of about US$150 a month or less.

 Despite a significant rural poverty problem, there is a high degree of satisfaction in rural low-income areas for the CCP. A large number of intellectuals, entrepreneurs, migrant workers, and activists, however, have shown their discontent and dissatisfaction with the direction of the CCP. The country’s so-called creative class has emphasized the importance of broader reforms to realize the full potential of the population.1113

 China is nowhere close to fully utilizing modern technologies in achieving high economic growth. In 2021, China was about 50% as efficient as the U.S. in its combination of labor and capital, which, according to Bloomberg Page 272 →Economics, will reach 70% by 2050.1114 The country lags the U.S. in semiconductor development, hardware, research and development, and dynamic commercial AI.1115

 China’s annual imports of semiconductors were expected to exceed US$300 billion in 2020,1116 mostly from U.S. semiconductor companies.1117 China’s chip-manufacturing capability is estimated to be two generations (seven to ten years) behind global leaders such as South Korea, Taiwan, and the U.S.1118 SMIC and other Chinese chipmakers produce chips for lower-end products such as IoT devices. China hoped that SMIC’s foundry services would become a source of export revenue and help the domestic AI industry.1119

 
 The Fallacy of China’s Large Data Pool

 On the bright side, Chinese firms have access to huge amount of data, which is China’s often-touted advantage on the AI front. In a note provided to clients, analysts of the Swiss multinational investment bank UBS noted that China is overtaking the U.S. in access to huge amounts of user data needed to build robust AI systems. Restrictive data collection laws in the U.S. and Europe hinder such efforts. The UBS analysts cited San Francisco’s ban on the use of facial recognition.1120

 Page 273 →Access to data offers advantages in some areas. In the area of cybersecurity, for instance, not all types of data can be obtained to train AI algorithms. Due to privacy concerns and regulations such as the General Data Protection Regulation (GDPR), good and representative training datasets are not always available to test and validate hypotheses related to how user interactions across applications are linked to successful cyberattacks against them.1121

 However, the quality and relevance of data are important. Despite China’s huge amount of data, the domain-specific nature of data means that data collected for one purpose is not of much use for other purposes. This means that a large amount of surveillance data may not give the country an advantage in developing AI algorithms for drug discovery or self-driving cars.1122

 
 
 Institutional, Governance, and Regulatory Barriers

 To avoid the middle-income trap, the approach to policy formulation has to be “pragmatic rather than doctrinaire.”1123 The CCP’s doctrine and ideology have been the most powerful and potent force in China. Following the 1989 Tiananmen Square events, the CCP “has firmly adhered to one core principle: uphold the rule of the CCP at all cost.”1124

 A lesson from some successful countries such as Japan and South Korea is that the decentralization of power and effective institutions is the key to move up the value chain.1125 China clearly lacks such structure. Policymakers need to address local issues of opportunity and distribution, which require a high degree of decentralization in decision-making—not easy in a centralized system.1126 For instance, 4R technologies currently offer limited opportunities for the rural poor in China. It is also critical to reform the hukou system that blocks rural migrants from accessing the same benefits as urban residents.1127

 Page 274 →Improved governance and regulatory agencies are needed to avoid the middle-income trap.1128 In many middle-income countries, firms have to deal with institutional barriers such as obsolete laws and regulations that often favor powerful players.1129 For instance, bankruptcy laws mostly favor creditors and penalize failure instead of providing as a learning experience. Small and new firms have few options for financing. Large and well-connected firms often dominate, which limits growth opportunities for SMEs.1130

 In China’s case, perhaps the greatest barrier is its highly centralized governance structure, which requires the country’s firms to help the government to maintain social and political control, for instance, by facilitating the censorship measures. Unlike in the U.S., where IT companies such as Google and Facebook have shown some willingness to fight for consumers’ privacy, this is not the case in China.1131

 The CCP’s propaganda agencies provide censorship pressures on major Chinese companies. In 2011, then propaganda chief Li Changchun reportedly met Robin Li, chief of Baidu, and other senior propaganda officials had meetings with the chiefs of Youku (a YouTube equivalent) and Sina (which owns microblogging website Sina Weibo). The goal was to harmonize these firms’ commercial policies with the government’s political goals.1132

 Chinese technology companies are expected to work with the CCP’s propaganda apparatus to censor and filter user-generated content.1133 It is also a common practice among big internet firms to seek government input before launching a product or service. In this way, they involve regulators in product development. When Sina was designing Weibo, it worked closely with regulators.1134

 Page 275 →The algorithms and data developed and collected by private companies are also reported to be used in China’s Social Credit System. Ten private companies have permission to launch internet-based credit-rating and credit-ranking systems, which include Alibaba’s Ant Group and Tencent’s paywall.1135 Alibaba’s Sesame Credit is arguably the system that is most admired by government authorities.1136

 China’s state media have acknowledged the costs of censorship to the national economy. They argue, though, that the benefits exceed the costs.1137 While these strategies help the CCP maintain control over society, there are significant costs to the economy.

 The requirement to comply with the government’s censorship policies forms a major component of product development costs for China’s internet startups. Nonetheless, while Chinese technology firms are expected to use their resources to help the CCP achieve its political goals and objectives, these firms also gain political favor. It is argued that the rise of some of China’s big companies can be attributed to government policies that have made difficult for foreign companies to enter.1138 The industries in which these companies operate have been insulated from foreign competitors. The success of China’s biggest internet giants—Baidu, Alibaba, and Tencent (the so-called BAT) could be credited to China’s web filters (the Great Firewall). Blocking of sites such as YouTube, Twitter, and Google provided Chinese internet companies with the space they needed to grow.1139 The Global Times noted that without the firewall, “China would become the realm of Google China, Yahoo China and Facebook China.”1140 This also means that major internet markets in China are dominated by the monopoly of firms such as Alibaba and Tencent.

 
 
 Page 276 →Investment and Capital Accumulation

 To avoid the MT, innovations must accompany investment and capital accumulation.1141 Chinese technology companies have faced barriers raising capital from Western capital markets. In March 2020, the U.S. Securities and Exchange Commission (SEC) adopted the Holding Foreign Companies Accountable Act, which required auditing by a U.S. watchdog of certain companies identified by the SEC. These companies are required to submit documents to prove they are not owned or controlled by a foreign governmental entity. Chinese companies are required to name each board member who is a Chinese Communist Party official. The U.S. regulator can stop the trading of securities of companies that do not satisfy the requirement. Following the adoption of this regulation, shares of U.S.-listed Chinese tech such as Alibaba, Baidu, JD.com, and NetEase dropped sharply.1142

 Many have questioned the morality and ethics of Western capital markets that have funded Chinese companies such as Alibaba and Sina Weibo, which have made the censorship system work. Moreover, Western multinationals have been accused of tailoring operations in China or providing the systems and technologies needed for censorship.1143

 In addition to financial capital, Chinese technology firms have also faced obstacles to accumulating physical capital, such as equipment. In December 2020, the U.S. Department of Commerce’s Bureau of Industry and Security added the SMIC semiconductor company and ten of its related entities to the U.S. blacklist called the Entity List due to its “relationships of concern with the military-industrial complex, China’s aggressive application of military-civil fusion mandates and state-directed subsidies.”1144 This means that U.S. firms cannot do business with Huawei without obtaining a government license.1145 The U.S. concluded that there was an “unacceptable risk” that equipment supplied to SMIC could be used for military purposes.1146

 Page 277 →For one thing, China’s technological ambition cannot be achieved without a developed chip and semiconductor industry. China also lags the U.S. in AI hardware because most of the world’s biggest AI-enabled semiconductor chips companies are U.S. based (e.g., Nvidia, Intel, Apple, Google, Advanced Micro Devices).1147 AI algorithms need to analyze huge datasets extremely fast, which would require tens of trillions of calculations. Sophisticated semiconductors are needed to achieve such capabilities.

 
 
 Capital and Skill Intensiveness

 To avoid the middle-income trap, growth needs to be more capital intensive and skill intensive in manufacturing, which is also referred to as “moving up the value chain.” Growth also needs to be more heavily oriented toward services.1148

 On the skills front, an encouraging trend is that China has been successful in developing domestic AI talent. According to a 2019 study by the Chicago-based think tank MacroPolo, which analyzed authorship of papers accepted to prestigious international AI conferences NeurIPS during 2009–2018, the number of authors who completed undergraduate studies in China had increased by about tenfold. In 2009, there were about 100 Chinese researchers, or 14% of authors, which increased to about 1,000 in 2018, or about 25%. The largest increase was between 2017 and 2018 after the 2017 AI national strategy was released. Many universities had started AI specialization and degree programs.1149 By the end of 2019, the total number of AI authors on arXiv was 57,654, of which 26,818 (48%) were from the U.S. and 6,401 (11%) from China.1150

 China has faced problems in retaining the talent in the country. MacroPolo found that about three-quarters of Chinese authors were working outside China; 85% of those were working in the U.S. at technology companies and universities.1151 Since professional talent is increasingly mobile internationally,Page 278 → middle-income countries, especially small ones, need to be proactive in providing attractive opportunities and lifestyles.1152 Such conditions are lacking in China. In 2012, over 150,000 Chinese, mainly rich and educated elites, obtained overseas citizenship. The main destination countries were the U.S. (87,000), Canada and Australia (30,000 each), and New Zealand (6,000). Many reportedly left China to search for a more democratic society, a cleaner environment, and better educational opportunities.1153

 
 
 Finding New Markets

 To grow exports, firms need to introduce new processes and find new markets instead of relying on sales of the same product to existing markets.1154 It is worth noting that Chinese technology firms have demonstrated a high level of success in finding new markets, especially in LMICs. China has sold AI and facial recognition software in several foreign countries. For instance, the Philippines’ Bonifacio Global City has been equipped with mass-surveillance systems developed by China’s Huawei, which works with police to link cameras to data-collection tools such as a plate recognition system. The system gathers evidence and identifies suspects using facial recognition.1155 Privacy advocates have been concerned about the potential misuse of data.1156 Serbia, Turkey, Russia, Ukraine, Azerbaijan, Angola, Laos, Kazakhstan, Kenya, Uganda,1157 Ecuador, Bolivia, and Peru1158—all these countries are also using China-developed facial recognition software.

 Page 279 →To find new markets, it is important for exporters to understand the quality, price, and consumer preference in each market they want to enter. Most firms develop such understanding in domestic markets before developing into global brands.1159 A main challenge some Chinese technology companies are facing is that, due to the CCP’s censorship activities, it has been difficult for Chinese technology companies to understand true consumer preference in the domestic market, which has been among the key mechanisms affecting Chinese multinationals’ performance in foreign countries. Consider the Chinese search engine Baidu, which is also one of the biggest AI companies in China. Baidu’s Portuguese version, Baidu Busca, went live in Brazil on July 7, 2014.1160 The Chinese president Xi Jinping and Brazil’s then president Dilma Rousseff had jointly pressed a button initiating the Baidu Busca service. A blogger noted that Baidu had applied Chinese political censorship on certain searches on Baidu Busca.1161 Baidu subsequently apologized for the error.

 Fei Chang Dao, who tracks censorship on Baidu and Weibo, provided a comparison of screenshots;1162 this showed that search results for “Hu Jintao” in Chinese on Baidu’s Brazilian Busca and its China-based search engine were almost identical. He noted that Baidu’s China-based search engine told users: “In accordance with relevant laws, regulations, and policies, some search results have not been displayed.” Fei Chang Dao provided a screenshot showing the results of a search for “Falun Gong” on br.baidu.com, which showed only results from the People’s Daily. Likewise, a search for “Xi Jinping” returned results from websites operated by China’s central government and the CCP, while the same search on the Brazilian version of Bing returned tens of thousands of results.1163

 Baidu is also allegedly engaged in censorship activities in other markets. In 2011, eight New York residents filed a lawsuit against Baidu. The plaintiffs alleged that their articles or videos about the Chinese democratic movement had been censored by Baidu. An example cited in the lawsuit involved the 1989 military action against protesters in Tiananmen Square. Page 280 →They blamed Baidu as an “agent and enforcer of the anti-democracy policies” of China.1164

 With the expansion of international service tradability, new ICT technologies to digitize and store services, and easy and cheap transportability through modern telecommunications networks, services have become a powerful engine of growth for many middle-income countries.1165 Some level of success has been achieved by Chinese firms in exporting services based on 4R technologies in LMICs.

 China’s 4R-related products and services, however, are facing political and other barriers to tradability in international service markets, especially in high-income countries in the West. Many high-profile Chinese technology firms have allegedly violated human rights, among the huge obstacles to entering these markets. China’s use of AI and other technologies for surveillance and control has been especially unacceptable in the U.S. and other democratic countries.1166 Concerns have also been raised regarding AI’s implementation in large-scale social schemes such as the use of AI in the administration of social credit programs.1167

 Chinese technology firms’ alleged cooperation with the government to crack down and suppress dissidents has prevented their export to other foreign markets. European Commission president Ursula von der Leyen emphasized the importance of strengthening the transatlantic partnership as a response to “an illiberal China.”1168

 Among a high-profile Chinese technology company sanctioned by the U.S. is Huawei. In May 2019, the Bureau of Industry and Security put the company on its Entity List.1169 For instance, since Huawei is in the Entity List, Google cannot supply Android services, updates, or apps to Huawei 5G handsets.9 Huawei decided to delay sales of its 5G-enabled Mate 30 smartphone series in Europe, its biggest marketPage 281 → outside China. The company noted that the value and usability of these 5G smartphones would be reduced without access to Google apps2. Other countries such as Australia and New Zealand also banned Huawei’s 5G equipment. In December 2018, the Japanese government banned Huawei and another Chinese technology company, ZTE, from network hardware procurement.1170

 In an attempt to place more restrictions on Huawei and ZTE, in October 2019, the U.S. Federal Communications Commission (FCC) put forward a proposal that bans companies receiving government money from purchasing equipment or services from these firms. The FCC argued that if Huawei’s 5G network equipment operates in sensitive locations such as near a U.S. military base, China could ask the company to install a secret backdoor or malware without U.S. officials knowing it.1171

 Many other high-profile Chinese technology companies are on the Bureau of Industry and Security’s Entity List. In October 2019, the U.S. Commerce Department put SenseTime,1172 valued at US$7.5 billion (the highest valuation in the world for an AI startup), and seven others on the Entity List.1173 Hefei Bitland Information Technology was added to the July 2020 Entity List for alleged human rights violations. Hefei Bitland makes graphics cards and liquid crystal monitor (LCM) modules; its main clients include Lenovo and Hewlett-Packard (HP).1174 Likewise, Nanchang O-Film Tech supplies parts to Lenovo, Apple, HP, and other computer manufacturers.1175 Its products include cameras, touchscreens, and fingerprint sensors.1176

 
 
 
 Page 282 →Flying Geese Paradigm

 Japanese economists developed the flying geese paradigm (FGP) to study technological development in Southeast Asia. The model viewed Japan as a leading power.1177 The developing nations could be viewed as “aligned successively behind the advanced industrial nations in the order of their different stages of growth in a wild-geese-flying pattern.”1178 A key point of this paradigm is that Asia’s hierarchical regional order, in which the production of commoditized manufacturing goods moves from more advanced to less advanced countries, makes it possible for Asian nations to catch up with the West.

 It is argued that 4R technologies have challenged conventional wisdom on the path of development. In the past, low-cost jobs such as those in apparel and assembly lines provided the path to industrialization. These are being replaced by robots and AI systems. Low-income countries are no longer in a position to take advantage of their lower wages and export labor-intensive goods. They lack foreign exchange to import infrastructure capital to generate domestic savings to invest in human capital. The “flying geese pathway to development is blocked.”1179

 Many low-income countries’ lack of ability to invest in infrastructure and human capital means that these economies are not well positioned to be among geese on the front. At the same time, while 4R creates new types of jobs requiring new skill sets, the education systems are mostly unprepared.

 
 
 Chapter Summary and Conclusion

 This chapter discussed the 4R with respect to key theories of economic development. The discussion indicates how 4R technologies have various mechanisms that can help poor people get out of the poverty trap. That is, by taking appropriate measures, the 4R can take the B4B out of the “basin of poverty.” Some success stories on 4R technologies pulling poor people out Page 283 →of the poverty trap have been reported, including the evolving data-labeling industry.

 However, the rural population lacks opportunity to benefit from the 4R. Moreover, due to the lack of regulatory oversights, some technologies companies have been using 4R technologies in a way that has forced poor people to fall deeper into the poverty trap. The millions of Kenyans who have been blacklisted by the country’s Credit Reference Bureaus indicates that low-income people have been pushed into deeper poverty by lenders that claim to use AI and big data to assess creditworthiness. To prevent the poverty traps, regulations are needed to prevent companies from engaging in exploitative behavior and to promote productive entrepreneurial activities.

 Whether, and the extent to which, poor people can escape the poverty trap is a function of how stocks of assets and resulting flows of income evolve. Among the most relevant is that 4R technologies have tremendous potential to revolutionize the agriculture and livestock sector. For instance, these technologies can help provide affordable agricultural and health insurance products to poor households to help them increase assets and income. In this way, the 4R can improve poor people’s welfare and prevent vulnerable groups from falling into poverty.

 To analyze the context and mechanisms by which 4R technologies may help economies avoid the middle-income trap, this chapter looked at the situation facing China. China has encountered obstacles in meeting the conditions required to avoid the trap due primarily to the lack of appropriate institutional support. China’s case also illustrates how different institutional conditions may favor the development of different technologies. While some middle-income countries can use 4R technologies such as AI to leapfrog in some areas, they may still fall in the middle-income trap.

 This chapter has illustrated this dynamic by comparing the economic growth rates of Kenya and Angola in the past few years. The integration of digital technologies in economic activities could be crucial as enablers for the economic performance of LMICs and may help explain why some economies grow much faster than other economies.

 
 
 
 
 
 Page 284 →Chapter 11
 Political, Social, and Ethical Implications

 
 4R technologies have attracted growing political, social, and ethical attention. First, the importance of policy frameworks related to 4R technologies in economic and social development is being recognized. In 2019, a specialized technical committee on communication and information technologies of the African Union (AU), held in Sharm El Sheikh, Egypt, expressed the view that Africa’s digital transformation depends on political commitment, appropriate policies and regulations, and the scaling up of investment and dedication of resources. The 2019 Sharm El Sheikh Declaration also emphasized the importance of the harmonization of legal and regulatory frameworks to create a single common digital market.1180

 A related point is that LMICs lag in terms of adequate legislation and enforcement to ensure responsible uses of 4R technologies such as AI and big data. In this regard, it is worth noting that in Europe, 96% of countries had data protection and privacy legislation in place as of October 2021 compared to 52% in Africa.1181 Of the world’s 47 LDCs, only 21 (45%) had such legislation. LMICs that lack data protection laws are especially vulnerable to predatory and unethical practices of technology companies.

 A related point is that some high-income countries are developing regulations to ensure that the uses of AI systems cause no harm to consumers. For instance, the European Commission released its proposed AI regulation on April 21, 2021.1182 The legislation included restrictions on facial recognition Page 285 →technologies.1183 Specifically, it prohibits the use of AI systems that cause or may cause “physical or psychological” harm through the use of “subliminal techniques” or by exploiting vulnerabilities of a “specific group of persons due to their age, physical or mental disability.” It also bans AI systems from providing social scoring for use by public authorities, and it precludes the use of “real-time” remote biometric identification systems, such as facial recognition, in publicly accessible spaces for law enforcement purposes.1184 Most LMICs currently lack such initiatives.

 Second, there are a number of ethical issues associated with the 4R. A key ethical concern posed by the 4R, for instance, is related to collecting, storing, sharing, and accessing personal data. Technology startups desperately need more data. When companies gather an enormous amount of data, among the most pressing ethical issue is protecting people’s privacy and empowering marginalized communities instead of exploiting them.1185 The hunger for data compounded by underdeveloped regulations and the lack of understanding of existing regulations to access personal information can lead to unethical data use.

 It has been recognized that there is no easy short cut to developing and implementing ethical behavior in the AI industry in LMICs. At the First African Region Data Protection and Privacy International Conference organized by the UN Global Pulse, the Ministry of Communications for Ghana, and the Data Protection Commission for Ghana, participants noted that responsible and ethical AI practices require more than just laws. The key ingredients for such practices include increasing investment in AI education, educating technology-savvy lawyers and policymakers, and promoting gender equality in AI education.1186

 Page 286 →Third, while many positive impacts of 4R technologies have been discussed in this book, these technologies also have important negative social impacts. For instance, issues such as AI bias affect some groups more than others. Some also argue that it is “overly simplistic” to describe this phenomenon as algorithm biased. They may be working as intended and predictions they make are accurate. The biases in AI could thus be the result of broader biases that exist in society.1187

 This chapter looks at the current stage of policies and regulations related to 4R technologies from the B4B populations’ perspective. Social and ethical implications are also discussed.

 
 National Policies, Regulations, and Enforcement

 
 Broad Policy and Institutional Processes

 Some countries have turned their attention to broad policy and institutional processes to benefit from the 4R. African economies such as Kenya, Tunisia, South Africa, Ghana, and Uganda are working to develop data protection and ethics strategies as a component of broader AI strategies and policies.1188 Many Latin American economies are also reported to be developing national AI plans1189

 In some economies, institutional capacity is being strengthened to benefit from the 4R. Rwanda’s Centre for the Fourth Industrial Revolution brings together key stakeholders such as government agencies, the private sector, civil society, and academia. These actors work together to design, test, and refine policy frameworks and governance protocols to maximize the benefits of 4R technologies.1190 The center’s main focus areas are AI and data policy.

 
 
 Page 287 →Regulations Enabling the Use of 4R Technologies

 Some LMICs have created regulations enabling the use of 4R technologies to bring economic and social transformation. For instance, in September 2019, a crop-spraying drone passed the South African Civil Aviation Authority (SACAA) regulations. Drones can spray in lands with challenging terrain that traditional aircraft cannot reach. They can also get closer to the crops, one to three meters above them, and programmed to follow mapped routes via GPS.1191

 Similarly, Zipline worked closely with policymakers in Ghana and Rwanda. Zipline reported that policymakers in the two countries were more willing to accommodate delivery drones in their airspace than the U.S., the EU, and other nations.1192

 The Center for the Fourth Industrial Revolution in San Francisco worked together with the Rwandan government to develop a regulatory framework for drone operations.1193 In 2016, the government of Rwanda approved regulations on drones, which made commercial drone delivery services for medical supplies possible.1194

 The government of Rwanda’s policy frameworks around the use of drones is viewed as a model for other countries that want to use this technology. It is argued that developing countries, whose regulatory environments tend to be less robust than their developed country counterparts, can also be ideal places to test emerging technologies uses.1195

 
 
 Page 288 →Legislation on Responsible Use of 4R Technologies

 Legislative measures are being put in place to control irresponsible and unethical business practices involving 4R technologies. One area has been the P2P lending industry. Digital P2P lenders allegedly charge high interest rates.1196 P2P lenders also harvest data from phones and used the data to embarrass debtors by calling family members.1197 The negative consequences of these practices disproportionately affect low-income people living in poverty.

 Kenya is reported to have dozens of mobile phone microlenders such as the Silicon Valley–backed Tala that are not covered by the existing regulatory laws.1198 In August 2021, a parliamentary committee in Kenya backed a law to regulate digital lenders.1199 Likewise, Indonesia’s Financial Services Authority (OJK) introduced draft proposals in 2020 to toughen existing rules by increasing paid-up capital requirements and mandating more frequent board meetings.1200

 
 
 Transforming the Government Sector

 The 4R technologies can help governments in LMICs make intelligent decisions to benefit the poor and vulnerable groups. As discussed in chapter 6, remote-sensing technologies helped deliver vaccines, medical supplies, and equipment to remote areas in Ghana and Rwanda. The ultra-cold-chain technology needs a drop site of about two standard parking spaces. Big data can be used to improve existing services. For instance, in the education sector, data from devices, exams, and other sources can help design innovative ways to monitor student performance and improve teaching practices. Such tools can also be used in crime fighting and law enforcement. In Colombia’s capital Bogotá, researchers are using big data to understand how crimes are related to public infrastructure such as bus stations, hospitals, schools, and drugstores.1201 Technologies such as blockchain can also help fight corruption in public procurement (In Focus 11.1)

 
 
 Page 289 →In Focus 11.1: Blockchain in Colombia’s School Meal Procurement

 

 In Colombia, many corrupt practices have been reported in school meal procurement, and various scandals have arisen in recent years. The Colombian newspaper El Tiempo reported that that chicken breasts were sold to schools prices four times higher than local supermarkets.1202 In some cases, purchased goods are not delivered. The former mayor of the Caribbean port city Cartagena was charged for illegally contracting a deal of over COL$23 million (about US$7,000). Of 2.6 million purchased loaves of bread, 1 million were never delivered to schools. Public figures and officials and a small number of food contractors have been involved in procurement fraud.1203

 In an attempt to address corrupt practices in public procurement, the World Economic Forum teamed up with the Inter-American Development Bank (IDB) and the Office of the Inspector General of Colombia (Procuraduría General de Colombia) to investigate, design, and trial the use of blockchain for public procurement activities. A software proof-of-concept focused on a school meals program (Programa de Alimentación Escolar) for young people from low-income households was developed. A public blockchain procurement system was used to track the process of supplier selection in this program in the city of Medellín. Ethereum blockchain was used.1204

 The WEF’s initial blockchain project in Colombia focused on contractor selection. The goal is to improve transparency, fairness, and competitiveness in a bidding process. A tenderer publicly commits to contract terms and selection criteria prior to eliciting bids. In this way, risks of favoring specific contractors are eliminated. For competing vendors, a blockchain-based solution’s permanent and tamper-proof bid records can ensure that a firm cannot alter submitted bids after learning new information about competing bids. An additional benefit is that by increasing the Page 290 →perception of fairness, blockchain-led transparency can attract more vendors to the procurement process. A set of clearly defined selection criteria would increase the possibility that an outsider can win. During the auction and vendor evaluation processes, actions and decisions are automatically recorded. These records are permanent and publicly viewable, which increases auditability. It is also possible to include a user interface, which can be used by the public to monitor actions and decisions so that risks can be flagged in real time. These enable monitoring authorities such as the inspector general to investigate potential corrupt activity even before an auction concludes.

 Blockchain-based solutions can also be used to monitor the chosen contractor’s performance. For instance, information regarding actual deliveries can be made available to key stakeholders such as parents, teachers, enforcement officials, and the press. Their participants can be used to report meal deliveries and quality in real time. By improving observation in the delivery process and allowing stakeholders to monitor and engage, contractor accountability can be improved.1205 By allowing the participation of diverse groups, such systems can promote informal accountability, which, as prior research has shown,1206 can improve public procurement.

 
 
 
 Efforts of Multilateral Organizations and Western Governments

 Multilateral organizations, such as the African Development Bank and Western governments, have also provided support to undertake measures to strengthen national policies and strategies for utilizing 4R technologies and improving regulatory systems and enforcement measures. In March 2021, the African Development Bank approved a grant of US$1.024 million for AI to develop systems to process customer complaints on behalf of the national banks of Ghana and Rwanda and also Zambia’s Competition and Consumer Protection Commission. The project aims to develop multilingual chatbots and artificial intelligence for financial regulators to handle complaints. It will incorporate key local languages for ease of use, Page 291 →record customer complaints, and track their resolution. Audio complaints will be used for those unable to read and write. The solution’s deployment is planned in Kinyarwanda, Swahili, French, and English in Rwanda; English and Nyanja/Chewa in Zambia, and English and Twi in Ghana.1207 If successfully developed and deployed, the solution is likely to benefit linguistic minorities in these countries that are among the poorest groups.

 International cooperation in law enforcement has also accelerated. The U.S. law enforcement authorities trained over 50 Nigerian investigators and prosecutors to handle cryptocurrency-enabled organized crimes. In August 2021, the International Computer Hacking & IP Attorney Advisers (ICHIP) in Addis Ababa, Ethiopia, and Abuja, Nigeria, and the Federal Bureau of Investigations (FBI) had organized a webinar focusing on cryptocurrency basics for investigators and prosecutors in Nigeria.1208

 
 
 
 Areas Needing Regulatory Attention

 While recent developments on the policy and regulatory fronts are encouraging, some areas need regulatory attention. This section focuses on two key areas in which such attention is particularly needed.

 
 Data Protection and Data Ownership Laws

 Many people hold ill-informed or misguided views on the importance of data privacy for low-income people. Some argue that only wealthier and more privileged people need to worry about their privacy and have the ability to afford privacy- and security-enhancing measures such as encryption. It is argued that the digital divide has extended to become a “privacy divide.”1209 For instance, one commentator noted that about 90% of the discussion at the 2013 internet Governance Forum (IGF) referred to big data as a surveillance tool. At the same time, the debate focusing on developing countries treated big data as a means to “observe” people to fight poverty. The argument provided by IGF participants was that Page 292 →data can help provide access to clean drinking water, healthcare, and other necessities.1210

 It might be argued that poor people need more—not less—privacy for their data. In countries where interethnic or tribal tensions and violence exist or where people live in the aftermath of a civil war, privacy is a genuine concern. Moreover, in countries characterized by conflict, crisis, and weak law enforcement, privacy breaches may lead to physical security risk.1211

 Of special concern is the data of 500 million smallholder farms worldwide, which employ more than 2 billion people. Such farms produce about 80% of food products consumed in Asia and SSA economies.1212 Farmers’ personal data, such as demographic characteristics and household size, and crop and livestock farming data, such as land size, land ownership, average productivity and production value, number and value of inputs (e.g., seeds, fertilizers), livestock holding, and irrigation capability are highly valuable to businesses involved in the farm supply chain and financial institutions. Unsurprisingly, these data are highly sought after by the providers or technological solutions to farmers. For instance, the EcoProMIS project in Colombia (chapter 7) involves selling farming data to external partners, such as the service industry, government agencies, NGOs, and food processors.1213 Likewise, the Nigerian precision farming technology company Zenvus encourages farmers to share their farm data with banks to get loans. However, adequate protection of farmers’ data is far from guaranteed.

 To provide further insights into farmers’ perceptions and responses to possible misuse of their farming data by various actors, it is important to contrast the situations in LMICs with those in high-income countries. In developed countries such as the U.S., farmers’ awareness and activism is pushing the privacy agenda. Some farmers are concerned that big agricultural firms such as Monsanto might influence them to buy specific seeds, sprays, and equipment and be likely to profit from the costs of their services Page 293 →and higher seed sales.1214 Another key concern that farmers have expressed is that their data and information could be used by competitors. For example, other farmers’ access to crop-yield information may create direct and unwanted competition to rent farmland, which may cause a new spike in land values and seed prices.1215 The issue regarding who owns farmers’ crop data is of equal concern.1216

 Another fear is that Wall Street traders could use the data to make bets that hurt farmers. For instance, if conditions early in the growing season lead to lower futures contract prices, it may reduce the profits farmers could have made from crops.1217 Likewise, farmers are concerned that hedge funds or big companies might use real-time data at harvest time from many combines to speculate in commodities markets long before official crop-production estimates are available.1218 Such fears indeed rely on facts, as technology makes it possible to do so. For instance, a group at the MIT Media Lab used location data from mobile phones to estimate the number of people in Macy’s parking lots on Black Friday. The model they developed made it possible to estimate the retailer’s sales on that day even before Macy’s had recorded sales. Insights like this are expected to provide competitive advantage to Wall Street analysts and managers.1219

 U.S. farmers also have raised additional concerns. For instance, if agriculture-related companies misuse or accidentally release their information, government auditors may scrutinize their finances or environmental activists may protest fertilizer and pesticide use.1220 However, such concerns have not yet been substantiated in LMICs.

 Data security breaches in the U.S. have been eye-opening events for U.S. Page 294 →farmers. In 2013, the Environmental Protection Agency, which gathers farm and livestock information to monitor air and water quality, inadvertently released to environmental groups personal information of 80,000 farmers.1221 Such events have provided the U.S. farmers with an environment to learn and become more familiar with data security and privacy issues. Such mechanisms are yet to evolve in many developing countries. Farmers in LMICs, who are often poor and less educated, often lack awareness and understanding of potential privacy and security risks.

 Another challenge is related to data ownership. First, it is worth noting that in some advanced countries, insurers provide a high degree of privacy. For instance, in June 2019, the insurance firm Wakam (formerly La Parisienne Assurances) and Sigfox France announced a first usage-based insurance solution using connected objects, which focused initially on the mobility market (e.g., cars, motorcycles, electric scooters). It minimized data collection for General Data Protection Regulation (GDPR) compliance.1222

 Data misuse by service providers, third-party intermediaries, and other players is a concern due to underdeveloped data privacy regulations in LMICs. For instance, data created and made available through IoT makes it possible for insurers to better understand risk. The question is, Does the data belong to the insurance company or the customer? Customers may argue they have rights over their personal data. They might need access to historical data to switch insurers at renewal.1223 However, insurers may not give such data to consumers.

 
 
 Regulations of Cryptocurrency Transactions

 There has been a rapid rise in cryptocurrency transactions to facilitate business activities in LMICs. For instance, cryptocurrency transactions to and from Africa are primarily related to remittances and other legitimate business dealings.1224 As discussed in chapter 3, crypto-denominated international commerce has become increasingly common in LMICs.

 Page 295 →Some have developed innovative approaches based on blockchain that help employees receive faster payment from their employers. The Kenya-based blockchain startup BitPesa is helping speed the flow of cash from businesses in China to their African employees, who send money to their families. Launched in 2013, BitPesa uses bitcoin to facilitate low-cost instant payments.1225 As of the end of 2016, BitPesa operated in Kenya, Nigeria, Uganda, and Tanzania.1226

 It is important for governments in LMICs to ensure that crypto service providers have sufficient mechanisms in place to tackle money-laundering risks. Crypto businesses also should work with law enforcement to flag suspicious activities and help in the investigation.1227

 
 
 
 Digital Colonialism: Political and Social Consequences

 It is argued that the operations of developed world technology companies competing for economic advantage in the cyberspace is akin to European colonial powers’ competition over claiming the resources and control over colonies.1228 In this regard, it is helpful to begin by pointing to important political and social consequences of colonialism. For instance, colonialism involves political domination by colonialists, which leads to a significant reduction of the level of political sovereignty of the colonized. Likewise, “colonially-induced social transformation through immigration, proselytization and partition” has been reported in SSA economies.1229

 These long-standing concerns have been exacerbated by the activities of Chinese and Western technology firms in Africa and other LMICs. This phenomenon is often referred to as digital colonialism, defined as the “use of digital technology for political, economic and social domination of another nation or territory.”1230 A primary goal of digital colonialism is data extraction.

 Page 296 →To take an example, Berlin-based crypto startup Worldcoin uses metallic orbs to scan people’s irises and collect other biometric data on faces and bodies. Worldcoin recruits country-level operators to collect biometric data. The operators receive commission in the stablecoin Tether for each person’s biometric data that they collect. It conducted field testing mostly in LMICs such as Indonesia, Sudan, and Kenya. A civil engineer in Kenya’s Nakuru city reported that he recruited between 150 and 200 people, at KES 50 (US$0.44) per scan. Likewise, in Indonesia’s West Java province, an elementary school madrasa was used as a Worldcoin registration site to scan irises and other biometric data. The principal of the school was paid 2,000 Indonesian rupiah (IDR) ($0.14 US) for each person successfully scanned.1231

 In recent years, concerns have been mainly directed at Chinese and U.S. technology companies. In Africa, for instance, these technology companies frame their digital infrastructure projects as a humanitarian endeavor. Their ulterior motive, however, is arguably to extract data.1232 Their motivations are clear: the bigger and more diverse the dataset is, the more valuable the AI algorithm will be.

 
 The Chinese Approach

 Chinese AI corporations are leveraging global infrastructure projects initiated by the government, such as the Belt and Road Initiative, to secure contracts with African governments. In these deals, AI and other technology solutions are provided for free or at a low cost in exchange for access to local citizens’ data. Chinese AI firms are relatively transparent about their goals. There is virtually no check or accountability as to how the information extracted from Africa will be used.1233

 To take an example, the Chinese company CloudWalk works with the Zimbabwean government to develop a facial recognition program. China described this as a “win-win” deal. Chinese AI companies can train ML algorithms on Africans to diversify their datasets, and Zimbabwe gets access to use the latest technology to monitor its population.1234

 Page 297 →Regarding the motivation of Chinese technology companies’ operations in Africa, the mass surveillance program implemented in Xinjiang has allowed Chinese companies to achieve some diversity in the data pool since the population of the province is mainly composed of Muslim Uyghurs, who are of Turkic descent.1235 But the datasets are still far from diverse enough. The CloudWalk deal in Zimbabwe provided access to a data pool with a much higher degree of diversity than China’s ethnic composition can offer. It is the first Chinese AI project in Africa.

 In terms of the upfront payment, it is possible that the Zimbabwean government paid for the technology and tools at a lower cost than it would have on the open market. However, CloudWalk received much more than monetary payment: data on the Zimbabwean people, which will provide the company an opportunity to improve its facial recognition systems. The Zimbabwean government failed to consider—or ignored—that high-dimensional biometric data such as faces are highly valuable. Natasha Msonza, cofounder of the Digital Society of Zimbabwe, noted: “It feels like [CloudWalk] is looking for guinea pigs. I don’t believe that the Zimbabwe government gave this proposition much thought before volunteering its citizens to be subjected to racial facial recognition experiments.”1236 Eric Olander, founder of the China Africa Project, noted that many Western companies “aren’t willing to make that step that the Chinese are willing to do. . . . [The Chinese] are willing to make an investment in a market as volatile as Zimbabwe, where companies from other countries are not.”1237

 In such a situation, what Gregory Unruh refers to as the techno-institutional complex (TIC) arises.1238 The idea is that radical systems such as those facilitated by the 4R should be viewed as a complex system of technologies embedded in a conditioning social context of public and private institutions. They should not be seen as a set of discrete technological artifacts.1239 Page 298 →The development of TIC takes place through a path-dependent, coevolutionary process. Such a process entails positive feedback among technological infrastructure and the organizations and institutions (e.g., regulatory agencies, and domestic and foreign creators) involved in creating and using them. Once countries and organizations are locked in, it becomes difficult to displace the existing system, which can lock out alternative technologies for a long period.1240

 To put things in context, in the long run, existing data projects increase Africa’s dependence on China (and the West) and their technologies for policy formulation. For example, as Chinese firms accumulate data related to the movement of people and vehicles, African policymakers are more likely to rely on this private market information to develop solutions to infrastructure and transport problems.1241 African researchers referred to this as a form of digital neocolonization, similar to the exploitation of Africa by Western countries. China’s “digital neocolonialism” in Africa arguably consists of three principal elements: promoting the Chinese model of internet sovereignty in African nations, exporting surveillance technologies that support authoritarian regimes, and deploying AI and data-mining techniques.

 
 
 The Western (U.S.) Approach

 Western corporations’ approach is arguably more covert and embedded in seeming corporate social responsibility (CSR) activities. U.S. technology companies, for instance, are establishing digital hubs and providing free internet access. Some examples include Google’s Internet Balloons and Facebook’s Undersea Cable. It is argued that these initiatives “encourage more Africans to get online, use their services, and, by convenient coincidence, relinquish their data in the process.”1242

 Some argue that through the domination of digital technology, the U.S. has reinvented colonialism in the Global South.1243 Commenting on U.S. technology companies’ educational technologies in Brazil, Giselle Ferreira and her coauthors state that “when GAFA [Google, Amazon, Facebook, Apple] companies generously offer technologies to disadvantaged students, Page 299 →data is unimpededly extracted and subsequently treated in a manner that renders local specificities devoid of importance.”1244

 To illustrate this, it is helpful to consider Google’s approach. It is important to stress that Google’s facial recognition project was alleged to be engaged in deceptive tactics targeting racial and ethnic minorities. Some of the contract workers, referred to by the company as temporary, vendor, and contractor (TVCs), which make up more than half of its total staff, were assigned to collect biometric data from minorities. They offered US$5 gift cards as incentive to collect face scans from minorities, which included homeless people in Atlanta, students in various universities, and attendees at the BET Awards event in Los Angeles.1245

 Tech companies such as Google lack access to data of diverse populations to realize the full benefits of AI-based facial recognition technology. One way to tackle this problem is to use the populations, such as those in Africa for data extraction. In 2019, Google opened an AI lab in Accra, Ghana.1246

 Some critics have questioned the motivation of Google’s parent firm, Alphabet’s Project Loon, which utilized a fleet of balloons to beam high-speed internet to some remote parts of the world. The project was shut down in early 2021. The defense company Raven Aerostar had built Google’s balloons and flight-control systems. Raven Aerostar also manufactures balloons for the U.S. government’s Columbia Scientific Balloon Facility, run by NASA. Raven Aerostar stated that its super-pressure balloons’ “mission possibilities” include “scientific data collection, remote communications, GPS augmentation, intelligence gathering, persistent surveillance, reconnaissance, radar calibration, satellite simulation, incremental testing, and research and development of sensor.”1247 The editor and wireless technology analyst Brad Reed at “Boy Genius Report” was quoted as saying: “If Google’s claims about the Loon balloons’ navigability are true, it is in fact an ‘unmanned aircraft,’ sometimes more pejoratively referred to as a drone. And what’s worrisome is not so much Google’s stated goal, but that with unprecedented proprietary technology, Page 300 →scant law on the books, and a few key government connections, Project Loon may only be a harbinger of a new era in our relationship to the skies overhead, one that our laws are dramatically unprepared for.”1248 The editor and wireless technology analyst Brad Reed at “Boy Genius Report” was quoted as saying: “It’s easy to understand why Google is working to bring mobile broadband connectivity to Africa: The company wants to get an early start on securing its next generation of customers.”1249

 Another complaint is that Western technology companies are not providing their services to poor people who need them urgently. For instance, Loon had secured the government of Kenya’s approval to launch balloons to provide commercial internet connectivity services. Some critics suggested that the balloons would have been better in another African country because Kenya already has an estimated 39 million out its 48 million people online.1250 Many technology companies want to extract as much valuable data as possible from their operations in LMICs.

 U.S. technology companies have also been criticized for providing inferior products and services in LMICs. For instance, Facebook in India allegedly lacks key mechanisms to fight misinformation and hate speech that the company has deployed in the U.S. and other mostly-English-speaking countries for many years. For instance, Facebook had not developed algorithms to detect hate speech in Hindi and Bengali, the fourth and seventh most spoken languages in the world. It was also reported that some nefarious political actors had used multiple Facebook accounts to spread anti-Muslim messages across people’s news feeds that clearly violated Facebook’s rules.1251

 
 
 
 Government Surveillance and Espionage

 Several counties are using 4R technologies to conduct surveillance activities on citizens. For instance, China is reported to have about 630 million Page 301 →AI-based facial recognition cameras.1252 Chapter 9 discussed the Chinese government’s, extensive surveillance mainly targeting the Uyghur community living in Xinjiang.

 In the global debate over technology, the proliferation of AI-based surveillance systems and other aspects of exportable techno-authoritarianism have been among the major issues.1253 In recent years, China has exported AI-based surveillance to authoritarian markets and liberal democracies.1254

 Data and information services provider IHS Markit estimated that China accounted for nearly half the global facial recognition business in 2018.1255 Freedom House documented that 18 countries purchased AI surveillance tools from China in 2018:1256 These include Serbia,1257 Turkey, Russia, Ukraine, Azerbaijan, Angola, Laos, Kazakhstan, Kenya, Uganda,1258 Ecuador, Bolivia, and Peru.1259 Others suggest that only Huawei provides AI surveillance technology to at least 50 countries worldwide (In Focus: 11.2). No other company comes close.1260

 
 
 Page 302 →In Focus 11.2: Huawei’s AI Surveillance

 

 Privacy advocates are concerned about the potential misuse of data collected by AI-based surveillance systems provided by Chinese companies such as Huawei.1261 Deployment of China-developed solutions in countries with poor records on human rights is a concern.

 In 2020, Ugandan police used Huawei’s facial recognition systems to identify and arrest 836 suspected supporters of opposition leader Bobi Wine.1262 There is a lack of any judicial oversight and concerns of backdoor access to the system for illegal facial recognition surveillance. The system can be used to stifle anti-regime comments and peaceful civil action.1263 Through its Safe City projects, Huawei has supplied surveillance technologies to 16 African countries, often funded by China Exim Bank loans.1264

 The Philippine’s Bonifacio Global City has been equipped with mass-surveillance systems developed by Huawei. The cameras are linked to data collection tools such as plate recognition. Huawei works with the police to fight crimes. It gathers evidence and identifies suspects using facial recognition technology.1265

 Nur Sultan, Kazakhstan, had over 2,000 cameras installed by Huawei working with Kazakhtelecom, Kcell, Beeline, and Tele2. The Tajikistan government implemented Huawei’s “Safe Cities” system in Dushanbe in 2013. Over 800 cameras were reported to be watching monuments, parks, and other public spaces.1266

 Page 303 →In December 2020, Myanmar rolled out the first phase of its “Safe City” initiative using a system of 335 surveillance cameras in eight townships in the capital, Naypyidaw.1267 In Myanmar, the launch of facial and license plate recognition was approved without public consultation or transparency. It is unclear how authorities plan to mitigate the technology’s potential impact on human rights and the right to privacy.1268

 
 In Russia, rights groups say that migrants, particularly from Central Asia, are often subjected to racial profiling, arbitrary detention, and violence. The Russian IP video surveillance software company AxxonSoft’s cameras have ethnicity analytics. The company said this feature was included in its product “inadvertently” when integrated with third-party software.1269

 Brazil is also allegedly sliding toward techno-authoritarianism.1270 In October 2019, then President Jair Bolsonaro signed a decree that requires all federal bodies to share their data they hold on Brazilian citizens, which will be consolidated in a centralized database. They include huge amounts of data, such as employment and health records, and biometric information such as face and voiceprint. While the government’s stated goal is to use the data to improve public services and fight crimes, due to Bolsonaro’s government’s authoritarian path, critics have been concerned that the data may be used to spy on political dissidents1271

 
 
 Page 304 →Ethics of Companies’ Questionable Practices

 Many companies are carrying out highly questionable practices from an ethical perspective. In this section, I illustrate some such practices.

 
 Global Sweatshops

 The emergence of global sweatshop factories of the 4R era has been a concern. One area that is especially important to consider is the data-labeling industry. The so-called ghost workers who do data annotation or labeling are distributed across the world.1272 They use online annotation platforms or work in annotation companies. In some cases, prisoners1273 and other economically vulnerable groups1274 do the labeling in jurisdictions that have limited labor laws. Some data-labeling firms have been accused of paying low wages. In this way, organizations engaged in this industry are allegedly facilitating a “new kind of slavery in the digital era.”1275

 Although some data-labeling firms have claimed to produce positive social effects, such claims cannot be easily verified. There are virtually no regulations that govern the working conditions of data labelers. Industry standards related to ethical sourcing are weak. There is also a lack of third-party validation. We cannot thus really take self-reported information provided by these firms as proof that they are creating positive economic and social impacts in the developing world. There is little hard evidence to counter critics’ concern that the firms claim that they engage impact sourcing is nothing more than marketing gimmicks or “impact washing.”1276

 Another daunting challenge in getting data-labeling firms to engage in ethical practices is that the firms provide their services to businesses so face little public pressure. By contrast, fair-trade goods are directly sold to consumers.1277

 Page 305 →Some data-labeling firms, such as CloudFactory, DDD, iMerit, and Samasource, are members of the Global Impact Sourcing Coalition (GISC), founded in 2016. The GISC established an “impact sourcing standard” that defines minimum requirements and voluntary best practices for employment. The GISC requires member performance on criteria such as nondiscrimination and equal pay to be assessed every two years. Some well-known data-labeling firms such as Alegion are not GISC members.1278

 When it comes to promoting ethical and socially responsible behaviors, however, the GISC is at best of questionable effectiveness and value. For instance, violators face no penalty or sanction; they do not lose GISC membership. GISC members also differ significantly in the information they publish.

 Samasource’s impact audits report includes indicators such as workforce demographics and number of people lifted from poverty. DDD’s reports contain information about employees’ earnings and increase in lifetime income. CloudFactory had not published a social impact report since 2015. As of 2019, iMerit had not published any such reports3. The U.S.-based provider Alegion, which is not a GISC member, has outlined broad targets that it seeks to achieve but lacks specific metrics3.

 
 
 Moral Distance

 Researchers have come up with the concept of moral distance, which refers to the use of data by organizations far from where it was collected.1279 For instance, human genome studies often ask participants to sign a form that gives them little direct control over the use of their data.1280

 There are concerns that international research-funding agencies and researchers from high-income economies set research priorities and establish data-sharing rules in Africa. Research participants in Africa are vulnerable to exploitation due to illiteracy and disease that are common in Africa. Also, many people have poor access to medical care. People participate in research to access doctors and other health professionals, when they are unwell.1281

 The argument is that if data is collected from an African village, the Page 306 →primary beneficiaries of that project should be the community in the village that serves as the data source. In most cases, the way data is collected and shared reflects the values and interests of organizations that are neither connected to nor have a vested interest in creating value for the communities providing the data. Many data initiatives in Africa are driven by well-intentioned efforts to fight against poverty and inequality. These initiatives, however, are driven by “deficit narratives,” which means they focus on the continent’s negative perception and ignore its positive contributions and assets. Data sharing is often inherently extractive. That is, data is collected from African communities without considering how communities where data is extracted from should be paid back. Data-sharing initiatives are mostly driven by non-African stakeholders. Data subjects themselves are not even viewed as stakeholders in the data-sharing process. There is also “data colonialism” where data of African communities is accessed and shared by heterogeneous geographies of people due to non-African organizations’ unfair data-sharing practices. Local communities realize little benefits and are mostly harmed by these practices. Data sharing should be considered just like the farm-to-table movement, which involves growing and harvesting local ingredients and using them to serve meals to the local community. Data should contribute to fight poverty and help local communities rather than extract resources from them.1282

 Some initiatives are being taken to address the situation. In February 2021, the report Recommendations for Data and Biospecimen Governance in Africa was published by a committee of 13 African scientists.1283 The committee was formed by the African Academy of Sciences, based in Nairobi, and the African Union Development Agency, based in Addis Ababa, in June 2019. The report argues that the current way of data use can fuel distrust between researchers and participants, which needs to change.1284

 
 
 Workplace Surveillance

 There has been a significant increase in workplace surveillance in recent years. It is argued that China’s technology company workers are facing an environment similar to sweatshops. They work long hours to meet objectives Page 307 →set by big data analytics. They are constantly monitored, which, due to poor labor regulations, has created the potential for abuse.1285

 
 
 
 Adverse Social and Welfare Effects

 Regarding the differential welfare effects on sophisticated and unsophisticated consumers, the median voter theory, developed and refined by Hotelling and others is of interest.1286,1287 These authors specified the conditions and mechanisms under which competition between political parties would lead to an outcome that favors the median voter. Extending a median voter model in the context of big data, Strahilevitz predicted that the U.S. laws will “systematically favor the interests of sophisticated consumers, which are congruent with those of data miners, since sophisticated consumers are on the whole more politically engaged people who pay attention to legislative policy proposals and vote their interests.”1288 Note that sophisticated consumers tend to be wealthier and better educated and have a higher tendency to vote. These consumers arguably think they will lose nothing from policies that allow firms to access their data,1289 and they are likely to make the necessary efforts to fight businesses’ informational advantage. Some argue that the general public outside this group may not necessarily be a “winner” in economic or other terms in corporations’ big data initiatives that rely on “data accessibility and manipulation.”1290 Others maintain that gains associated with data-driven personalization primarily accrue to businesses that are resourceful and can see clear benefits of big data.1291

 Key aspects of the median voter theory can be extended to apply at the global level. A deduction from the median voter theory is that B4B populations face more adverse conditions for privacy protections. That is, they are more susceptible to privacy violations and face other social costs. 4R technologies are being used to exploit vulnerable populations in LMICs.

 
 Page 308 →P2P Lenders and Fintech’s Questionable Practices

 P2P lenders and other fintech companies have engaged in unethical and questionable activities. In China, for instance, Ant Group uses its vast data and AI to analyze credit risk, which enabled the company to offer cheaper loans.1292 Ant Group and other Chinese fintech companies that use AI and big data analytics in extending loans are being accused of abusing personal data to collect debts. One such example is Ant Group’s Ant Check Later, which allows users to delay payments and pay in installments. An online user reported being contacted by Ant Check Later for information about a friend who owed money to the payment service. Ant Group reportedly said that the practice of contacting a borrower’s friends or relatives to help with collecting debts is common in the financial sector. TMTpost cited a China Youth Daily poll, which showed that 76% of respondents believed there was data abuse.1293 Users of JD.com reported similar problems. The JD.com financial unit operates JD Baitiao, similar to Ant Check Later. In a question posted on the online legal advice site 110.com, a JD.com user asked if it was legal for JD.com to give a third-party service his personal information for the purpose of debt collection. Fintech companies in Kenya are also reported to use “societal shaming” for debt collection.1294

 Customers have reported that friends and family were harassed after they were late in repaying loans offered by Silicon Valley–based personal credit startups in Kenya. Debt shaming has led to at least one suicide in Kenya.1295 A January 2021 Wired article reported that at least eight people in India who had been the victims of harassment by quick loan apps had committed suicide in the previous two months.1296 In China, it has been reported that Page 309 →many women were required to share their nude pictures as collateral. In 2016, a student from Jiangsu Province reported that she agreed to provide nude photos to private lenders in exchange for a loan of 120,000 RMB (US$18,781) to start a small business.1297

 
 
 
 Global and Regional Norms

 It is important to look at the role and importance of global norms in influencing the use of 4R technologies. For instance, global and national money-laundering regulations including customer due diligence, reporting of suspicious transactions, and record keeping are needed to increase the adoption of payment systems such as cryptocurrencies.1298

 A complaint that is often heard is that developed countries are disproportionately benefiting from global norms, which are being shaped to benefit them. LMICs arguably have not been given an opportunity to participate in discussions involving global AI governance.1299 LMICs are highly underrepresented in international AI advisory boards, expert panels, and councils appointed by international organizations, which has resulted in the lack of regional diversity. This underrepresentation in AI governance can be attributed to geopolitical power imbalances of the colonial era.1300 For instance, in the UNICEF’s AI for Children project’s expert advisory group, there are no representatives from regions that have the highest concentration of children and young adults, including the Middle East, Africa, and Asia.1301

 Some have refused to participate in international data agreements.1302 In the 2019 G20 Summit held in Japan, India did not sign the Osaka Track Page 310 →declaration, launched by Japan’s then prime minister Shinzo Abe to promote cross-border data flow.1303

 The dominance of the EU and other developed economies in the development of global AI governance and ethical frameworks has been a concern for LMICs that lack institutional capacity. For instance, it is argued that such frameworks are harder to adhere to for Latin American companies. Since the EU has stricter regulations, it could hamper the development of the Latin American AI industry. It is argued that while countries such as Japan, despite having different regulatory regimes, have negotiated agreements with the EU, Latin America lacks such negotiating strength.1304

 The global AI ecosystem can also benefit from regional collaboration. For instance, it is argued that due to the disjointed regulatory and policy environment, countries in Latin America lack a unified voice on this issue.1305

 
 
 Chapter Summary and Conclusion

 The discussion in this chapter makes it clear that the 4R has important political, social, and ethical dimensions that policymakers, businesses, consumers, and other actors should consider. It is encouraging that new regulations are being enacted in some LMICs to benefit from the 4R. Some countries are also putting in place legislative measures to control irresponsible and unethical business acts utilizing 4R technologies.

 Nonetheless, there is a divergence between LMICs and high-income economies in some key regulatory areas related to the 4R. Weak and underdeveloped regulatory environments in many LMICs have facilitated the misuse and abuse of personal data. Poor people’s lack of capability and resources to defend themselves would make data privacy more—not less—important for them. Due to such environments, in many cases, big technology companies are enriching themselves using data obtained from low-income people and small businesses. In some cases, these companies’ activities bring little or Page 311 →no benefits to these vulnerable groups. A related point is that some uses of 4R technologies have adverse welfare effects on unsophisticated consumers. A core concern is that there is a relative lack of voice and representation of the B4B in the global AI industry.

 Some governments have identified an opportunity to use data to achieve their political agenda. Surveillance and espionage have also increased because 4R technologies have greatly increased the ease with which these activities can be performed. They are misusing 4R technology to conduct espionage on citizens and engage in activities that violate their privacy and human rights. These concerns have been especially strongly voiced against countries that have used China-developed solutions. This chapter also illustrated businesses’ certain questionable practices related to the uses of 4R technologies from an ethical perspective.

 This chapter has provided an account of how LMICs are playing key roles in the global AI industry: However, due to global technology companies’ practices of ethics dumping and ethics shirking, minimal benefits have been observed in LMICs. Many companies are going for a data grab under cover of helping poor and marginalized groups. Currently, the nascent technology industries of most developing countries cannot compete globally with those from China or the U.S. However, companies from China and the U.S. can maintain control over local policies.

 
 
 
 
 
 Page 312 →Chapter 12
 Conclusion and Recommendations

 
 Low-income populations in LMICs have already started experiencing the economic and social impacts of 4R technologies. These technologies are facilitating low-income consumers’ access to diverse products and services, ranging from LED solar home systems and clean-burning LPG to bank loans to buy agricultural inputs and low-cost crop insurance. But what is coming is even bigger.

 There are many new and promising developments on the horizon that are aimed at fighting poverty by enabling the B4B population (also known as the poverty market or submerged market) to participate in the market economy. These technologies can also help LMICs provide the evidence required to demonstrate product quality and comply with various sustainability standards to improve their firms’ access to foreign markets.

 LMICs’ use of 4R technologies to provide evidence of product quality has become necessary since the adverse-selection problem often put them in disadvantage due to greater information asymmetry. In the absence of sufficient information to judge a product, buyers rely on indirect indicators and cues to assess a product.1306 These include brand name and country of origin as extrinsic cues, which work against firms based in LMICs. 4R technologies can help provide direct and objectively verifiable indicators quality as well as means of verification.

 Among the encouraging developments are several examples of leapfrogging facilitated by 4R technologies in a number of industries and economic sectors in the LMICs. These include solar power’s roles in leapfrogging the Page 313 →lack of a fully deployed power grid in India, Kenya and other African countries, and drone delivery’s roles in leapfrogging the lack of well-developed roads and refrigerators for storing vaccines and temperature sensitive pharmaceutical products in Ghana and Rwanda. Regarding the last point, Zipline’s cofounder and head of product and engineering Keenan Wyrobek put the issue this way: “We leapfrog broken refrigerators, we leapfrog the lack of roads.”1307 These examples indicate that even LMICs may leapfrog in a specific industry. Firms’ entrepreneurial activities and political leadership may help countries to leapfrog in one or more economic sectors.

 In rich countries, the 4R has raised some fears that machines will displace humans. For instance, among the obstacles facing Gulf Cooperation Council (GCC) countries’ acceptance of the development of AI include the fear that robots will take people’s jobs and the fear of Western dominance in the technology market.1308 Such concerns are less relevant in most LMICs. First, in Africa, most industries rely on low-paid workers, so machines are less likely to replace jobs. It is not economically feasible to replace or augment low-paid labor until the cost of robotic labor reduces dramatically. Second, the impacts of AI on the informal sector, which employees a large proportion of the population in these countries, are likely to be minimal. Third, there is relatively little R&D in AI in Africa.1309

 As mentioned, the B4B population is likely to differ from richer consumers in the ways the 4R technologies are used. Due to the lack of huge investments, AI-enabled robots and intelligent machines may not be as relevant and important in most LMICs. The most valuable uses of AI would be in performing tasks that humans are not currently capable of doing, such as detecting dangerous gas leaks in mines, dealing with traffic congestion, and providing real-time actionable recommendations to farmers. In the financial sector, for instance, AI-driven customer service is focused more on enabling inclusion in Africa.1310 In the GCC economies, however, AI is being used to Page 314 →provide financial services such as wealth management, which is primarily targeted at high-net-worth individuals.

 Having said that, it is apparent that AI-based systems in LMICs are also being used to deliver high-quality and personalized financial services. In Nigeria, Diamond Bank’s chatbot Ada uses AI to provide personalized experience to customers. It is deployed on Facebook Messenger.1311 The chatbot can be used to conduct transactions such as airtime purchase, bill payment, and stock trading. Ada interacts with customers in English and Pidgin. Likewise, Kenya’s Absa Bank announced a plan to launch a digital platform that will use AI, ML, and analytics to gauge and anticipate customers’ needs and requests. It offers multiple solutions through core systems and delivery platforms. The customers get access to a 24/7 “digital personal banker” that can help perform transactions. The customers receive instructions on WhatsApp chat.1312

 4R technologies can also provide effective enforcement mechanisms. As illustrated in the case of South African Breweries, as a self-enforcement tool, IoT devices can monitor and measure machine performance in real time. Examples such as M-KOPA solar panels have suggested the value of the IoT as a low-cost mechanism for second-party enforcement.

 However, much more needs to be done to stimulate the adoption of 4R technologies to bring positive economic and social change in LMICs. While many bold claims have been made about the effectiveness of solutions based on 4R technologies such as AI in addressing many socioeconomic challenges, supporting evidence has not been convincing and conclusive. In the healthcare sector, for instance, a systematic literature review of research articles published in PubMed, which comprises biomedical literature from Medline, life science journals, and online books, found that only 66 articles included the terms cost effectiveness, economic impact, or cost saving, and only six provided detailed assessments. The authors found that even the six articles met the criteria for detailed assessment had provided only fragmented cost or cost-saving aspects but none provided a complete cost-benefit analysis.1313

 Page 315 →Many technology companies’ business models currently often work against marginalized groups such as small businesses, low-income people, and rural households. Many solutions offered by big technology companies to these groups are often seemingly promising and useful, but in reality, they are mostly useless. In some cases, poorly performing apps developed in high-income countries are being exported to LMICs. Such apps are likely to exhibit even worse performance in serving poor people in LMICs.

 Some unethical and corrupt government administrations and large companies make use of these technologies to take advantage of vulnerable groups. For instance, some authoritarian governments are using these technologies to intimidate and suppress oppositions and to protect their regimes.

 Data is one of the most important ingredients in achieving competitive advantage at the organizational and national levels for various reasons. For instance, AI algorithms need to be trained and tested on distinct datasets. Commenting on the role of data in the growth of the Chinese AI industry, a New York Times article put the issue this way: “If China is the Saudi Arabia of data, its data factories are the refineries, turning raw data into the fuel that can power China’s goal of A.I. supremacy.”1314 The 4R’s potential to transform LMICs hinges on the availability of useful data.

 A related problem is that low-income populations are often delivered poor-quality products and services thanks to the lack of high-quality data or limited availability of local data. For instance, ACRE’s weather-monitoring stations (chapter 8) are primarily installed in heavily farmed areas in Kenya and Rwanda. This means that areas that are not heavily farmed lack required data.

 
 The 4R’s Effects on Industries and Markets

 As discussed throughout this book, the various technologies that comprise the 4R are having dramatic impacts on diverse industries and markets in LMICs. A sample of examples discussed in this book are presented in Table 12.1. In addition to the three industries and economic sectors covered in detail in chapters 6, 7, and 8, the 4R is likely to have impacts on a wide range of economic and social outcomes. These technologies have created many other positive effects, some of which are described in this section.

 Table 12.1. The 4R’s effects on diverse industries and markets: some examples

 
 
 
 	
 
 	 
 Healthcare and pandemic preparedness

 
 	 
 The agricultural sector

 
 	 
 Finance, banking, and insurance

 
 

 
 
 
 	
 AI

 
 	
 Aravind Eye Hospital’s diagnosis of diabetic retinopathy (chapter 2)

 
 	
 Demetria’s sensors to assess biochemical markers of coffee taste (chapter 7)

 
 	
 MyBucks’ banking and lending software (Haraka) in Malawi (chapter 5)

 
 

 
 	
 Blockchain

 
 	
 Uthabiti’s system to enhance traceability and trackability of pharmaceutical supply chain in Kenya

 (chapter 6)

 
 	
 Sarafu used by farmers in Kenya (chapter 8)

 
 	
 Insurance products offered by ACRE in Kenya and Arbol in Cambodia (chapter 8)

 
 

 
 	
 Remote sensing and satellite imagery

 
 	
 China’s use to track patients’ position, monitor cargo transports and for large-scale disinfection missions during COVID-19 (chapter 4)

 
 	
 EcoProMIS in Colombia and Acquahmeyer in Ghana (chapter 7)

 
 	
 OKO’s agricultural insurance in Mali and Uganda (chapter 8)

 
 

 
 	
 IoT

 
 	
 Sanku’s Project Healthy Children (chapter 6)

 
 	
 Kenya’s smart irrigation system Illuminum Greenhouses (chapter 5)

 
 	
 ACRE’s plan to install soil moisture sensors in the weather stations to complement remote-sensing data in its crop insurance program (chapter 8)

 
 

 
 

 
 Page 316 →Detecting and Preventing Illegal Activities

 4R technologies are effective in detecting and preventing illegal activities. For instance, the prevention of unregulated gold mining makes a promising use case for DE Africa data, with an economic impact of US$900 million or more thanks to the potential reduction in environmental damage and fiscal evasion. According to a 2016 study, tax losses associated with illegal mining were US$550 million in Ghana and US$2.2 billion in South Africa.1315 As Page 317 →to the environmental impact, illegal gold mines are estimated to account for the loss of over 1% of primary forest in Ghana. In 2016, the country’s Western Region spent US$250 million to recover lands and water bodies damaged by illegal gold mines.1316

 Satellite data have also been used to fight illegal mining activities. In Ghana, data from a population census, aerial technology such as drones, and satellite images are combined to fight illegal mining. To identify galamsey activities,1317 government agencies utilize data from satellite images of concession maps and vegetation areas in high-risk areas.1318

 
 
 Protection of Environment

 The previous section discussed how the prevention of illegal gold mining can contribute to the protection of environment in countries such as Ghana and South Africa. Likewise, in Brazil, 20% of areas officially designated as protected have been already destroyed to use for agriculture and cattle farming. Brazil’s newest satellite, Amazonia 1, which orbits 752 kilometers above Earth to monitor the rain forest, is expected to reduce such activities. Brazil’s Amazon monitoring program relied on flyovers from the U.S. satellite Landsat, which provides high-definition image data every 16 days. Two satellites codeveloped by Brazil and China—CBERS-4 and CBERS-4A—provide more timely alerts, every three to four days. Amazonia-1, whose cameras cover an 850-kilometer swath at 65-meter resolution, provides timely and better-quality data. It generates new images every day or two. That frequency gives authorities faster alerts about deforestation. A near-real-time monitoring can help enforcement teams to go to the right place at the right time.

 There was also a “data blackout” in 2012 due to a problem with Landsat. The National Institute for Space Research or Instituto Nacional de Pesquisas Espaciais (INPE) was forced to buy expensive satellite data from the UK government that had poorer image quality.1319 The new satellite is expected to help Brazil overcome these challenges.

 
 
 Page 318 →Tracking Educational Outcomes

 4R technologies are also being used in tracking educational outcomes. In April 2021, Ethiopia’s minister of education reported that the country started working with IOHK to develop a blockchain-based system to track student performance in the country’s schools.1320 IOHK is research and development (R&D) company behind the Cardano blockchain. The plan is to use IOHK’s Atala PRISM identity solution to create records of educational performance across 3,500 schools consisting of 5 million students, and 750,000 teachers. The goal is to identify the causes of underachievement and allocate resources effectively. The country also launched Digital Ethiopia 2025. A component of this digital transformation strategy is to develop a blockchain-based national identity system. The government has issued a national identity standard. The Atala PRISM blockchain ID is expected to be the first system to issue IDs based on this standard.1321

 
 
 
 Taking Advantage of the 4R

 The potential benefits of 4R technologies have not been fully realized because of several barriers discussed in chapter 9. Economic barriers are among the key factors that prevent a large proportion of populations from using solutions based on 4R technologies. For instance, by adopting solar power, developing countries such as India should be able to leapfrog the lack of a fully deployed power grid.1322 While solar power offers leapfrogging opportunities, economic barriers prevent low-income people from taking advantage of such opportunities. High costs are the main reasons many households do not use solar systems. An Indian farmer who earns about US$75 per month for a family of six was reported to pay US$10 to rent the solar unit from Simpa. To cover that expense, he rents out his tractor for a nominal fee to neighbors, who are too poor to afford solar technology.1323

 Page 319 →A similar point can be made about the adoption of LPG. For instance, in the Tanzanian capital Dar es Salaam, KopaGas’s US$150 gas stove and canister is half the average monthly wage.1324

 Underdeveloped financial infrastructure such as payment systems is also a concern. While some developing countries such as Kenya have well-developed mobile payment systems, many LMICs still have a low penetration of electronic payment methods, which would prevent the development of solutions such as a fully automated crop insurance scheme. For instance, most farmers in Sri Lanka managed transactions with cash or check only, which inhibited the process of automated payouts.1325

 Policymakers and key decision makers in some countries lack motivation and initiative to optimally utilize 4R technologies despite their capabilities. For instance, India has its own satellite systems and data-processing capacity, which has the potential to address many poverty-related problems facing the country. The challenge has been to convince health, water and environmental agencies to accept and use the data.1326

 Even worse, some authoritarian regimes are using 4R technologies for nefarious purposes. They lack commitment to the general welfare of the broader population. For instance, China has been exporting its techno-authoritarian models to other countries, especially with regimes that are sympathetic to Chinese policy. These regimes use the same combination of solutions, equipment, and ideology to monitor and control citizens at home.1327

 While entrepreneurial activities related to 4R technologies in LMICs are encouraging, it is very difficult, if not impossible, for firms in these countriesPage 320 → to compete with established companies such as Facebook, Google, and Amazon. Three challenges have been identified. First, the lack of network effects creates considerable barriers to entry for Global South firms. The more users online platforms have, the bigger the network effect is. A second barrier concerns the economies of scale. It is costly to operate centralized social networks because of costly cloud infrastructure, the lack of teams of skilled programmers to develop quality products, and the inability to curate data effectively and monetize the service to cover costs. In addition, global technology giants that already dominate the market have accumulated brand equity and trade secrets, and they possess the power to acquire smaller companies.1328

 Many 4R applications developed in labs suffer from low external validity. A key challenge to address real-world problems and increase the external validity of lab experiments is to bring different types of data together, which are controlled by different entities.1329 However, there is an unwillingness to share data. For instance, while universities and research centers constitute a key source of data and knowledge, scientists working in these institutes can be against making relevant data accessible due to security, privacy, and other concerns. They often use reasoning against data sharing such as “I don’t want to share it,” “It’s mine,” or “It’s government property.”1330

 A further problem is the nascent development of solutions based on 4R technologies. Despite digital tools’ potential to support more people’s healthcare needs affordably and efficiently, critics have raised concerns that claims about digital tools such as AI can be overhyped and unproven. Much of the analyses of such systems are funded by the companies themselves. They are not published in peer-reviewed journals. The studies are conducted under tight restrictions on the medical conditions that are examined. The analyses that are publicly available are limited in scope, often providing no comparison with competing products or not discussing the final outcomes for patients.1331 For instance, as of 2021, the Babylon system was still a more “rudimentary” form of telemedicine. It had plans to test AI within a few months.1332

 Page 321 →There is also no level playing field for researchers from LMICs. For instance, researchers in these countries have reported that they have experienced barriers in knowledge exchange due to Western governments’ actions, such as visa denial to attend prestigious conferences. This is in contrast to Western multinational companies’ access to a wide range of resources in the Global South. As noted in chapter 9, Google’s Loon balloons and flight-control systems involved extensive data collection in Africa. Likewise, Google researchers trained their deep-learning system using a deidentified dataset of 248,445 patients from India’s multicity hospital network Apollo Hospitals.1333 The model’s generalizability to distinguish normal from abnormal chest X-rays across datasets and settings was assessed using six independent datasets from India, China, and the U.S.1334

 In addition to disparities in skills from LMICs’ economic situations and institutional arrangements, there is also a racial disparity. It was reported that at a 2016 conference in Barcelona, which had more than 5,000 participants, there were fewer than 10 black people.1335

 
 
 Policy Implications

 The 4R has no how-to manual for countries and policymakers to copy from.1336 A well-developed national strategy is the key to benefiting from the 4R. However, each country’s case is unique, and its 4R strategy should be based on careful analysis of economic, social, environmental, and political situations. As discussed in chapter 11, whereas some LMICs have developed national digital strategies, most lack such initiatives. LMICs that lack such strategies can use other economies’ strategies as a model to develop national 4R strategies.

 Due to the lack of appropriate regulatory frameworks, many LMICs are not currently in a position to take advantage of the 4R’s potential in banking,Page 322 → finance, and insurance. For instance, as of mid-2021, no African country had clear legislation for open banking.1337 In early 2021, the Central Bank of Nigeria (CBN) released the Regulatory Framework for Open Banking. Among other things, the framework discusses risk-based data access levels and exchange of data and services, and standards for data exchange among financial services sector participants.1338

 Governments in LMICs can take measures that have a great impact on their digital landscapes. For instance, in 2014, the Bank Verification Number, a centralized biometric banking identification number, was introduced in Nigeria. It allowed fintech companies to remotely recruit and perform regulatory checks on customers. It is far more common to make payments via mobile banking app in Nigeria than it is in most Western countries. The country’s demographics help. About 70% of Nigerians are younger than 30 and tech-savvy.1339 Policymakers need to promote 4R technologies in a way that benefits the B4B by providing economic incentives (e.g., the Government of Togo’s 50% subsidy to buy IoT-based solar irrigation systems) as well as using of legal instruments (e.g., Kenya’s proposed a law to regulate digital lenders). Reform measures should be introduced to stimulate competition among service providers to ensure more affordable energy sources such as solar units to low-income households.

 Especially since P2P lenders’ unethical business practices have led to painful experiences such as suicides among people in poverty, appropriate regulations to require some degree of explainability in AI algorithms are needed. For instance, P2P lenders claim that their algorithms capture the aspects of social capital that are relevant to the ability and willingness to pay. The lack of explainability means that the algorithms instead may tell the lenders whether they can make the borrower repay the loan by engaging in harassment or by applying public pressure by shaming the borrower. For instance, lenders can impose higher social costs on the borrowers with higher number of contacts by shaming them in the eyes of social media friends. The social costs are likely to be even higher for borrowers with more reputable Page 323 →contacts or those that interact with their networks more frequently. To make enforcement through public shaming more effective, borrowers are also asked to provide sensitive content. The serious adverse economic and social consequences of quick loan apps are associated and facilitated by regulators’ indifference toward misuse and abuse of personal data. Fintech companies in many Global South economies face little regulatory scrutiny.1340

 Stricter data privacy and data protection regulations may discourage such practices. Countries should also enact regulations that prohibit or impose restrictions on lending money to borrowers who lack proven entrepreneurial skills. Policy reforms are needed to ensure that low-income people can benefit from these solutions. Financial institutions using AI to make lending decisions should be required to develop algorithms that reliably and accurately detect borrowers’ capability to profitably utilize the loans. It is important to ensure that individual borrowers are responsible and that microentrepreneurs borrowing money have sufficient knowledge and skills to start and manage a business.

 Jimson Olufuye, the former president of African Information Communication Technology Alliance (AfICTA), noted that embracing 4R technologies requires a critical mass, which is lacking in countries such as Nigeria.1341 One important way forward is to increase international collaboration in the 4R technologies. A number of areas of collaboration can be proposed. As noted, due to their low research output, most Global South economies rely on technology systems developed by countries in the Global North. Such technologies often perform poorly in the Global South. Global South economies can pool together research resources and teams to develop solutions based on latest technologies to address various poverty-related issues facing the B4B. Multilateral agencies and global North economies also need to help Global South economies in such initiatives.

 Many innovative digital solutions developed in LMICs—such as Safaricom’s Jubilee Insurance’s, and United Bank’s chatbots—are being used mainly in their home countries. It is likely that these solutions with, or without, slight modifications can be used in other LMICs to address the diverse challenges facing these economies. These solutions have not been internationalized mainly because the companies that developed them often lack resources to internationalize them. Governments and multilateral agenciesPage 324 → in the Global South can help these companies internationalize their solutions to other Global South economies.

 Regarding the question of how LMICs can take advantage of advancement in satellite technologies, two competing views have been expressed: they should launch their own satellite systems to achieve technological autonomy and balance consumption and production of satellite data, and they should only focus on building capacity to use and interpret freely available as well as paid for satellite data. The latter argument may have had some validity several years ago when the costs of developing and launching satellites were prohibitively high, but the data presented in this book should largely render this either-or argument obsolete. LMICs must do both if their economies are to prosper.

 China’s efforts to transform its economy with digital technologies offers useful lessons for policies in other middle-income countries, which can use 4R technologies such as AI to leapfrog in some areas, even though they may still fall in the middle-income trap. The discussion in chapter 10 makes clear that institutional reforms should be a priority to avoid being stuck in the middle-income trap. Institutional reforms can also help fulfill other conditions required to achieve the status of a high-income economy. For instance, meeting longer-term AI goals would require China to increase contributions to fundamental theories and develop enabling technologies such as semiconductor electronic devices and integrated circuits. In 2018, China ranked sixth in terms of number of top AI researchers based on an index that measures research productivity and citations.1342 Reform measures such as more democratic political culture and better educational opportunities will play a role in improving this situation by luring educated elites and scientists back home.1343 Some measures have been initiated to achieve this goal. For instance, China’s highly publicized government program Thousand Talents Plan, launched in 2008 and expanded in 2011 to include younger and foreign researchers,1344 attracted an estimated 7,000 Chinese scientists back home by 2018.1345 Nonetheless, China’s current intervention measures are far Page 325 →from satisfactory given that hundreds of thousands of Chinese are obtaining overseas citizenship annually in the Global North economies such as the U.S., Canada, Australia, and New Zealand.1346

 It is important to ensure that low-income people have access to the highest levels of connectivity, bandwidth, and internet access. New generations of telecommunications and technologies such as 5G have diffused slowly in LMICs compared to high-income countries (Figure 12.1). Policy measures are also needed to improve connectivity by increasing investments.

 Finally, benefits of the 4R cannot be effectively realized with an overreliance on foreign companies for technological solutions. For instance, there are concerns regarding whether efforts by China and the West to facilitate Africa’s leapfrogging are genuine or just data colonialism. Many critics have argued that foreign technology companies’ main objectives in Africa include extraction and monetization of data and the creation of a technology monopoly.1347 The AI applications developed in other regions lack contextual relevance, particularly due to different cultural and infrastructural factors. For example, a self-driving lorry developed in the U.S. cannot effectively function in African countries for a variety of reasons and is unlikely to be successful on the roads without substantial adaptation.1348 Local capacity building should thus be another key policy area.

 4R technologies can also help overcome some of limitations of the current data-collection techniques. For instance, Somalia’s official COVID-19 death count as of October 2021 was about 1,100. But other stakeholders and movement actors such as media and NGOs have argued that actual numbers are much higher. Thus, the official data may not capture the accurate and full picture of the impact of COVID-19. The London School of Hygiene & Tropical Medicine used data from satellite imagery to identify deaths associated with the pandemic. High-resolution satellite data from the space technology company Maxar was used to count the number of burials in the capital Mogadishu’s Banadir district for the period January 2017–September 2020. A comparison of burials during the COVID-19 with those before COVID-19 indicated that COVID-19 deaths were highly Page 326 →underreported in the official source.1349 Earth observation data such as satellite imagery data thus can be used for monitoring impacts of public health issues and other societal problems.

 
 [image: Mobile subscriptions of different generations of technologies]

 
 Figure 12.1. Mobile subscriptions by region and technology (%, estimates for 2026). Data source: Ericsson, Ericsson mobility report, 2021, https://www.ericsson.com/49f7c7/assets/local/mobility-report/documents/2021/june-2021-ericsson-mobility-report.pdf.

 
 
Follow for extended description

 Studies have found that people who are able to escape from extreme poverty may again fall back into it. Some key mechanisms to help people escape Page 327 →permanently from poverty include increasing investments in education and associated infrastructure, creating opportunities for employment and self-employment, and ensuring that farmers make productive use of their land.1350 4R technologies can help achieve these goals in a number of ways. Technologies such as drones and AI can help smallholder farmers better use their land and increase agricultural productivity (chapter 7). AI and other 4R technologies can also ensure access to finance for educational needs (chapter 8).

 
 Facilitating Inclusive Democratic Participation

 A study of 317 presidential elections in 40 African countries from 1960 to 2016 found that voter participation is low during times of slow economic growth.1351 People suffering from adverse economic conditions feel they need to deal with more urgent “bread-and-butter” issues. Concerns related to politics become a much lower priority for them.1352 When conditions such as broadband access and digital user skills improve and 4R technologies such as AI and blockchain develop further, voting access in poor and marginalized communities can be increased. For instance, eligible voters can cast a ballot anonymously using a computer or a smartphone. Blockchain uses an encrypted key and tamper-proof personal IDs.1353 Facial recognition can help verify a voter’s identity. In this way, 4R technologies can also facilitate inclusive democratic participation.

 
 
 
 Implications for Businesses

 I now turn to the implications of the discussion of this book to businesses from LMICs and from rich countries. Regarding technology firms in LMICs, such firms are latecomers, characterized by relatively lower technological capabilities. A strategic-asset-seeking strategy is more likely to be Page 328 →pursued by such firms,1354 as their access to strategic assets is critical in gaining competitive advantage in the marketplace. Strategic assets are resources and capabilities that can help a firm gain competitive advantages.1355 Such a strategy can help these firms reduce gaps with competitors by acquiring needed resources.1356

 Firms based in LMICs firms may need to utilize different strategies in the 4R era than did firms in earlier technological revolutions. For instance, to get superior resources and skills not available at home, Asian firms tend to seek such assets in advanced host countries.1357 In new industries such as AI, the gaps between firms in LMICs and rich countries are relatively low compared to in established industries.

 Data are a key strategic asset in 4R technology industries such as AI. Increasing access to high-quality and relevant data thus should be one of the key focus areas to succeed in the 4R era. Organizations and people should be open to changing business processes and adopting new ways of thinking. According to a survey conducted by the MIT Technology Review Insights for its report The global AI agenda: The Middle East and Africa, for instance, changing business processes around AI was the greatest challenge worldwide. Globally 51% of the respondents considered this a challenge, compared to 58% the Middle East and Africa.

 Among the major obstacles that technology companies from LMICs face are lack of education and information about 4R technologies.1358 Technology companies need to develop effective education and awareness programs to help key stakeholders understand the economic and social transformation potential of 4R technology. For instance, there has been a lack of awareness of blockchain among key stakeholders. The company Saldo needed to educate underbanked communities. The company also worked with the Mexican foreign ministry to hold financial literacy events. Saldo found that it is too complex to talk about blockchain. It started educating financial institutions first, which are more familiar with blockchain.1359

 For multinational firms from advanced economies, 4R technologies can Page 329 →also help respond to some of the major environmental, social, and governance (ESG) issues that companies typically face in dealing with the B4B. This issue is becoming more significant today as investors are increasingly using ESG compliance to screen potential investments. This is understandable; according to some estimates, of the 2.7 billion unbanked and underbanked people, about 1 billion are supply 5,000 global brands in some way.1360 Media coverage has shed light on highly unethical practices in mineral and metal extraction activities (especially cobalt), including child labor, human rights violations, and environmental damages.

 Blockchain in combination with other technologies can help in ESG compliance (In Focus 12.1). The proponents of this technology have claimed that blockchain-based traceability initiatives are more effective than major other nonblockchain traceability programs. The traceability-as-a-service (TaaS) provider Circulor has developed solutions based on blockchain and other 4R technologies to reduce unethical behaviors in the supply chains of minerals such as cobalt and tantalum (In Focus 12.1).

 Likewise, Anheuser-Busch InBev’s legal and compliance teams worked with BanQu to help reduce contract workers’ harassment or discrimination risk. In a pilot project in South Africa, a distributed ledger platform captured secure, traceable information on risks faced by mostly female brand promoters.1361

 Multinational firms’ can also bring their resources such as technologies and skills in LMICs, which can result in a win-win situation. Some Western companies with expertise in 4R technologies have developed solutions to address economic, environmental, and societal challenges in LMICs. To take an example, in 2017, the government of Andhra Pradesh, India, collaborated with the Swedish startup ChromaWay to implement a blockchain-based land recording project in the capital city of Amaravati. ChromaWay had gained significant experience working with Sweden’s land registry authority, Lantmäteriet.1362 Regarding the involvement of ChromaWay, it is worth noting that a complaint raised against the company is that it has merely proved the concept of blockchain-based land records again and again, failing to show traction and scalability.1363 ChromaWay’s project in Andhra Pradesh attained some degree of scalability that had been missing.

 Likewise, LMICs are suffering from a severe skill shortage. According Page 330 →to a study by the IFC, 230 million jobs in Africa need some level of digital skills by 2030.1364 This requirement also creates 650 million training opportunities and an estimated US$130 billion market.1365 Western firms are well positioned to lead efforts to help these countries develop required skills.

 
 
 In Focus 12.1: Circulor’s Blockchain-Based Cobalt Supply Chain Traceability Solution

 

 Circulor operates a blockchain platform across the supply chain of China’s Contemporary Amperex Technology Co.1366 The automotive company Volvo is a participant in CATL’s supply chain, operated by Circulor.

 Circulor utilizes the Oracle’s blockchain platform (OBP), based on Linux Hyperledger Fabric. Oracle is a BaaS provider. OBP sets up, manages, and maintains the blockchain platform for enterprises.1367

 OBP is combined with AI algorithms to perform due diligence and identify data anomalies and actions that need further investigation. Data captured include the ore’s origin, attributes (e.g., weight, size), chain of custody, and information to establish supply chain participants’ compliance with globally recognized supply chain guidelines.1368

 When a registered mining company that has a concession applies Page 331 →to use Circulor’s mine-to-manufacturer traceability, the coordinates of the mine’s operations and its historical production are entered in the system. Satellite data is used to verify that the mine is working1369 Circulor’s plan is to use machine learning models and aerial imagery to ensure that child labor has not been used in the production process.1370

 The application’s field test was carried out for tantalum mined in Rwanda and then for cobalt used in Volvo Cars’ electric vehicle batteries. For the project in Rwanda, Circulor teamed up with the government of Rwanda and Power Resources Group (PRG), which has mining and refining operations in Rwanda and Macedonia.1371 In 2014, Rwanda accounted for 50% of the production of global tantalum concentrates.1372 As of November 2019, Volvo, CATL, and other supply chain participants were reported to record about 28 million material scans and other production events per month on the Oracle platform.1373

 The combination of AI and blockchain can be an effective way to address information and knowledge gaps, which represent a major challenge for supply chains.1374 There is the lack of reliable, authentic, and credible information about sustainability impacts at various phases of supply chains. Reliability and authenticity of data in the first mile of the supply chain, the most crucial step in assuring the quality of the ore,1375 are a key challenge. For instance, blockchain systemsPage 332 → can be corrupted if the government agents whose role is to tag bags collude with smugglers and enter incorrect data.1376 In Circulor’s system, miners enter the data, and their identities are confirmed by facial recognition software.1377

 
 
 
 Future Research Implications

 In this section, I suggest several potentially fruitful avenues for future research. Many big companies have clearly benefited from the use of 4R technologies. Zambian Breweries streamlined its buying process and optimized supply chain. Its revenue increased by 17% to reach US$114.8 million 2019 from US$98 million in 2018.1378 In Colombia, AB InBev’s subsidiary Bavaria Breweries uses BanQu’s technology to meet its sustainability goal: to use 100% returnable or recyclable packaging in its products by 2025.1379 However, regarding the question of whether technological solutions designed and initiated by these companies have also benefited marginalized groups, these companies tend to provide cherry-picked and sometimes misleading data. For instance, Zambian Breweries noted that smallholder farmers that supplied the company earned more than US$1.5 million in 2019.1380 Zambian Breweries has not reported earning per farmer, but its plan was to have 4,500 cassava farmers by the end of 2019,1381 which translated to per-farmer earnings of about US$333. Zambian Breweries also noted that a 53-year-old farmer and mother of 13 increased sales from 3,800 kilos of cassava to more Page 333 →than 12,000 kilos in a year.1382 A few success stories such as this do not offer adequate information to assess the potential of 4R technologies in improving the welfare of the B4B. Without more detailed information such as the amount Zambian Breweries paid to the farmers before implementation of the system, earnings per farmer, and knowledge of whether farmers actually used their blockchain-based sales records to connect with NGOs, local cooperatives, MFIs, and banks to receive loans, it is not possible to assess the real impact of these solutions. Thus, what remains to be fully explored is the extent of true benefits of such solutions to farmers and other marginalized groups. This is among the issues to be considered in future research.

 There has been arguably a lack of a reliable theory of growth to help countries navigate the transition from middle- to high-income status.1383The proper utilization of 4R technologies may help middle-income countries maintain a high growth trajectory to help their transition to a high-income status. To provide a systematic understanding of the potential of the 4R in helping countries get out of the middle-income trap, future research is needed to further develop theory and enrich the understanding of middle-income countries’ development of their capacity to benefit from the 4R.

 One issue that was raised in this book is how 4R technologies are likely to be used differently by low-income and rich people. An intriguing avenue for future research is to more systematically examine how populations in different categories (e.g., poverty market, submerged market and exchange market or poor, vulnerable to falling into poverty, middle class and rich) differ in how they use different 4R technologies explored in this book such as blockchain, IoT, and remote sensing. The benefits that these different groups of people perceive from these technologies are also a worthwhile target of study.

 Technology solutions for the B4B discussed in this book have been initiated and supported by various entities and actors. These include foreign technology companies, local startups, and international actors such as UN agencies. Future research also needs to evaluate the varying competences, capabilities, resources, and motivations of these different groups in designing solutions based on 4R technologies to serve the B4B.

 The 4R has led to the emergence of new economic activities in LMICs. One such example is the data-labeling industry. Social and ethical issues in Page 334 →this new industry has not been examined. For instance, what is not clear is whether data-labeling firms in developing countries are operating in more or less ethical ways compared to other foreign firms operating in these countries. Some critics have claimed that this industry has features that are akin to slavery. While data-labeling firms claim to engage in activities that have positive social impacts, it is not easy to assess the validity of such claims. Data labeling companies have their own definitions of ethical and fair practices. Moreover, the definitions vary widely across them. Thus, we may not be able to take self-reported information by data-labeling firms as proof that these firms are creating more positive social impacts in developing countries than other foreign firms. In many cases, the problem of assessing such claims is made more complex by the fact that they do not publish any information or fail to provide relevant information on such impacts. Future researchers might conduct systematic and in-depth analyses of these new industries vis-à-vis other modern industrial sectors such as the business process outsourcing industry.

 
 
 Final Thoughts

 Currently, major 4R technologies have various limitations, such as bias and lack of explainability in AI and of interoperability and standardization in blockchain solutions. Most LMICs also lack technological expertise and absorptive capacity to benefit from these technologies. A related point is that many technology startups in these economies perform poorly in indicators relating to level and quality of entrepreneurial activity. 4R technology projects also suffer from the lack of education and information and opposition from key actors. It is reasonable to expect that over time, many of these challenges are likely to diminish. 4R technologies thus hold the potential to fight the extreme poverty that has resulted from corruption, mismanagement, inefficiency in public infrastructure, and weak institutions in LMICs.

 4R technologies can help firms in LMICs to utilize direct and observable quality signals of their products. Technologies such as blockchain provide mechanism to reward socially and environmentally responsible activities and make it possible for the B4B populations to participate in the global market. However, the adoption of these technologies among the B4B and economic productivity achieved are far from the full potential.

 The analysis of this book highlights both positive and negative social impacts associated with 4R technologies. Negative impacts of 4R solutions have led to social problems as serious as a large number of suicides. FactorsPage 335 → such as immature technologies and the lack of regulatory oversights have contributed to these adverse outcomes. For instance, it is likely that the algorithms currently used by lenders favor potential borrowers that are more susceptible to shaming and not necessarily those with ability to pay loans. The shaming strategy to collect debt is likely to be more effective if the borrowers have a large number of people in their networks. In addition to economic harm, the strategies used by fintech companies to collect debts entails many indirect costs, including emotional stress for borrowers. This means that in many cases, some marginalized groups are better off not borrowing money at all. Governments should work with technology companies to address these challenges. For instance, it is critical to develop AI algorithms and build models for evaluating financial literacy and entrepreneurial skills of borrowers. P2P lending regulations must be put in place to ensure that lenders refrain from offering loans to financially illiterate individuals or those that lack entrepreneurial skills.

 Big companies’ needs are often the key determinant when technological solutions are developed to connect the poor. Big companies have skills, resources, and financial capacity to benefit from these technologies. However, those benefits are conditional on poor people having skills to utilize the technologies and the existence of opportunities for them. Most LMICs also have lower awareness and underdeveloped ethical systems related to data privacy and ownership, which usually benefit big technology companies. The lack of a well-developed ecosystem around these technologies (e.g., payment systems) also hinders low-income people’s ability to take full advantage of these technologies.

 Developed world firms can easily access resources from LMICs, but not vice versa. For instance, as discussed in chapter 9, some industrialized countries’ actions such as denial of visas for researchers and scholars to attend scientific conferences have inhibited the free flow of ideas that is essential for scientific progress and long-term development of the 4R technologies.

 Various examples discussed in this book, such as Babyl in Rwanda, indicate that some firms in the Global North are exporting their solutions to LMICs despite the products’ poor performance in their home countries. The functionality worsens because data are wrong or irrelevant in a different setting. Among the most important lesson is that LMICs must develop their own digital solutions and rely less on rich countries. This is because most solutions imported from industrialized countries tend to have a low degree of usefulness and high costs in the context of LMICs. This requires introducing 4R-friendly policies, intensifying R&D activities, and developing local digital manpower.
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 3D printing

 A computer-aided design (CAD) model to build a three-dimensional object, usually by adding material layer by layer.

 Agricultural technology

 The use of technology such as sensors, devices, machines, and AI in agriculture to improve yield, efficiency, and profitability.

 Algorithm

 A process or set of rules and instructions, typically used to solve specific problems or to perform a computation.

 Anti-money laundering

 The activities and processes that financial institutions perform to comply with laws and regulations intended to stop criminal financial activities.

 Application programming interface

 A set of programming codes that works as an intermediary to allow two applications to talk to each other.

 Artificial intelligence

 Simulation of human intelligence by machines to perform tasks that seemed to be possible only with human thinking and logic before.

 Augmented reality

 The use of sensors and algorithms to help a computer determine the position and orientation of a camera from whose viewpoint 3D graphics are Page 338 →made available and computer-generated images are superimposed into a user’s view of the real world.

 Big data

 Huge amount of structured and unstructured data that can be processed to enhance insight and improve decision-making.

 Blockchain

 A decentralized ledger that maintains digital records of a transaction simultaneously on multiple computers and mathematically connects block of records entered into the ledger to other blocks to form a chain of immutable records.

 Business process outsourcing

 Long-term contracting of a firm’s noncore business processes to an external service provider.

 Central bank digital currency

 A country’s fiat currency’s digital form, similar to cryptocurrencies in many ways but not necessarily based on blockchain.

 Chatbot

 A software application that simulates human conversations via text messages on chat using artificial intelligence and natural language processing to understand what a user wants.

 Cloud computing

 Hosting applications on servers and delivering services via the internet (software, platforms, and infrastructure) for users to access computing power and resources and pay for services based on usage.

 Country of origin

 The country where a product is manufactured, produced, or designed.

 Cryptocurrency

 A currency that uses blockchain and is encrypted using cryptography and functions like money, which means that it defines value, serves as a value transfer and can be used for making and receiving payments.

 Data labeling

 Adding target attributes to training data and labeling them to make it possible for a machine learning model to learn the predictions it is expected to make and prepare data for supervised machine learning.

 Page 339 →Data divide

 The gap among countries of various levels of economic development in the availability of data needed for scientific research and decision-making.

 Data privacy

 The use and governance of personal data, which is concerned with individuals’ rights to control their personal information and how such information is used.

 Digital colonialism

 The use of digital technologies to dominate another nation or territory politically, economically, and socially.

 Digital twin

 Providing a virtual representation of and describing a physical entity accurately both at micro and macro levels.

 Environmental, social, and governance criteria

 A set of standards often used by investors to assess a company’s operations in terms of environmental criteria (e.g., pro-environmental initiatives undertaken in managing natural resources and the natural environment), social criteria (relationships with employees, suppliers, customers, and communities) and governance (e.g., leadership, executive pay, shareholder rights).

 Ethereum network

 A public blockchain-based open software platform, in which each node can be discovered by and known to other nodes in the network.

 Explainable artificial intelligence

 Processes and methods that make it possible for human users to comprehend the results and output that machine learning algorithms create.

 Financial technology

 Computer programs and other technologies such as mobile money or contactless payments, nontraditional credit-scoring models based on information from consumers’ social media behaviors, cryptocurrencies, and AI-enabled chatbots used by financial institutions to help customers that aim to improve and support the delivery and use of banking and financial services.

 Page 340 →Fourth Industrial Revolution

 Merging of advanced and emerging technologies such as artificial intelligence, autonomous vehicles, and the internet of things with humans’ physical lives.

 Gateway

 A network node that connects two networks that have different transmission protocols.

 General Data Protection Regulation

 Regulation in the European Union to governs personal data in the member countries.

 General-purpose technology

 A technology that possesses potential to generally transform a wide range of household as well as business activities.

 Genome editing

 Making changes to the DNA of a cell or an organism.

 Global North

 An alternative term to refer to developed countries.

 Global South

 A value-free alternative to “Third World” used to refer to economies in Africa, Latin America, and developing Asia including the Middle East.

 Group of Twenty (G20)

 An intergovernmental forum that consists of 19 countries and the European Union.

 High-income economies

 According to the World Bank, economies that had a per capital gross national income of $12,696 or more in 2020.

 Hyperledger fabric

 An open-source blockchain platform from the Linux Foundation, provided by IBM as “Blockchain as a Serv ice” and is targeted at businesses.

 Industrial internet of things

 The extension internet of things applications such as smart sensors and actuators in industrial sectors and applications.

 Page 341 →Information and communications technology

 A technological tool and resource that can be used to transmit, store, create, share, or exchange data and information.

 Internet of things

 The network of physical objects or “things” (e.g., machines, devices, appliances, animals, people) embedded with electronics, software, and sensors, which are provided with unique identifiers and possess the ability to transfer data across the web with minimal human intervention.

 Know Your Customer

 The process of verifying identity and risks of customers to ensure compliance with money-laundering laws.

 Leapfrogging

 Occurs when a developing country skips the stages of the path taken by industrial nations and hence catches up sooner in terms of technology adoption or economic growth.

 Least developed countries

 Low-income countries that are vulnerable to economic and environmental shocks and have low levels of human assets and thus face severe structural barriers to sustainable development.

 Light-emitting diode

 A light source made of semiconductor materials that emits light when current flows through it.

 Long-term Evolution

 A wireless broadband communication standard for mobile devices and data terminals, which is based on the GSM/EDGE and UMTS/HSPA standards

 Low-income economies

 Economies that, according to the World Bank, had a per capita gross national income of $1,045 or less in 2020.

 Low-Power, Wide Area Networks

 A low power wide area network protocol promoted by the LoRa Alliance, which is built on top of Semtech Corporation’s long-range wireless radio frequency.

 Page 342 →Mainnet

 A blockchain protocol that is fully developed and deployed for actual cryptocurrency transactions with value, which means that transactions are broadcasted, verified, and recorded on a blockchain

 Median voter theory

 A theory arguing that competition between political parties would lead to an outcome that tends to favor the median voter.

 Microfinance institution

 A provider of loans that are smaller than those traditional banks normally grant.

 Middle-income economies

 Economies that, according to the World Bank, had a per capita gross national income between $1,046 and $12,695 in 2020 (specifically, between $1,046 and $4,095 as lower middle-income economies and between $4,096 and $12,695 as upper-middle-income economies).

 Middle-income trap

 A situation in which countries that have got out of the poverty trap and grew to middle-income levels subsequently fail to grow further to achieve the levels advanced countries.

 Multinational corporation

 A corporation that is registered and operates in two or more countries.

 Natural language processing

 A subfield of artificial intelligence that deals with the ability of computer programs to understand process and analyze spoken and written human languages, referred to as natural language.

 Parametric insurance

 An insurance model in which payouts are made based on the occurrence of clearly defined events.

 Peer-to-peer lender

 Helps connect borrowers to entities that are willing to fund their loans.

 Permissionless blockchain.

 An open blockchain platform functioning like a shared database, which Page 343 →means that anyone can join, everyone can read everything, and a user cannot control who can write.

 Poverty trap

 Mechanisms that serve to strengthen themselves, which cause poverty to persist.

 Proof of history

 A mechanism to let users create a historical record, which provides a way to cryptographically verify a passage of time between two events.

 Proof of stake

 A consensus model in blockchains in which only a small group of nodes can validate transactions.

 Proof of work

 A consensus model in blockchains in which all users can compete to verify transactions.

 Quick response code

 A type of two-dimensional barcode, that is, a machine-readable optical label which contains information about the item to which it is affixed.

 Remote sensing

 Use of cameras installed in satellites or aircrafts to detecting and monitor an area’s physical characteristics with radiation that is reflected and emitted from the area.

 Robotics

 Design, construction, and use of robots.

 Sensor

 A device that may contain some or all elements of a computer (e.g., processor, memory, storage, inputs and outputs, software) and responds to some type of stimulus input (e.g., location, atmospheric pressure, altitude, velocity, light, heat, temperature, pressure, illumination, motion, moisture, power, humidity, blood sugar, air quality, soil moisture, vehicular movement) from the physical environment by emitting a signal.

 Small and medium-sized enterprises

 Businesses whose number of employees fall below certain limits, typically fewer than 250.

 Page 344 →Smallholder farmers

 Farmers that operate fewer than two hectares of cropland.

 Smart contract

 A contract that executes automatically when certain conditions are met.

 Stablecoins

 Cryptocurrencies whose values are pegged to a traditional fiat currency such as the US dollar.

 Stockholder centric bias

 The tendency to take actions that favor stockholders more compared to other stakeholder groups

 South-South cooperation

 The exchange of resources, technology, and knowledge among economies in the Global South.

 Supervised machine learning

 Training or teaching computers regarding what to look for.

 Third Industrial Revolution

 The shift from mechanical and analogue technology to digital electronics such as digital computers and digital record keeping that began in the second half of the twentieth century.

 Total factor productivity

 A measure of productive efficiency that focuses on the amount of output that can be produced from a given amount of inputs

 Traceability-as-a-service

 A blockchain-based traceability solution, which is often combined with the internet of things to enable the traceability of products from source to consumer by connecting all relevant points in a supply chain.

 Validator

 A network node in a blockchain that helps process and validate transactions so that they can be added to the permanent ledger.

 Page 345 →Virtual reality

 The use of computer technology to place the user inside an experience with the simulation of senses such as vision, hearing, touch and smell by creating a simulated environment or experience, which could be similar to or different from the real world.

 Wearables

 Electronic devices powered by microprocessors with the ability to send and receive data via the internet, which can be worn as accessories, embedded in clothing or implanted in a human body.

 Wide area network

 A large network of information that is used to facilitate communication and sharing of information between devices that are not in a single location.
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Extended Description for Figure 1.1
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The horizontal axis lists the years 2009 and 2017 and the vertical axis is scaled from 0 to 1 in increments of 0.1 unit. The estimated data in the graph are as follows: average cost of IoT sensor - 2009, 0.89 and 2017, 0.45; cost per 10 gigabytes of a hard drive - 2019, 0.6 and 2017, 0.25. 
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Extended Description for Figure 2.1
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The diagram is divided into three boxes labeled training, validation, and testing. Validation has a two-way relationship with training and testing. The sequence of the boxes in training is: running training data through algorithms, evaluating model performance, adjusting variables to enhance model performance. The sequence of the boxes in validation is: running validation data against the trained model to verify the algorithm, evaluating model performance, adjusting variables to enhance model performance. The sequence of the boxes in testing is: evaluating model performance, unsatisfactory (return to validation) and satisfactory (ready).

Navigate back to Figure 2.1






Extended Description for Figure 3.1
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The illustration has boxes connected via arrows depicting information and product flow in a blockchain network. The information flow is two-way between miner, two cutters, and polisher. The product flow connects miner to cutter, cutter to polisher, polisher to cutter, cutter to consumer. Miner, cutters, and polisher are connected to blockchain network.
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Extended Description for Figure 3.2
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Data in the graph are as follows: O E C D high income, cost (% of claim value) 21.5 and time (in days) 590; Latin America and Caribbean, cost (% of claim value) 32 and time (in days) 774; Sub-Saharan Africa, cost (% of claim value) 41.6 and time (in days) 655; and South Asia, cost (percentage of claim value) 29.8 and time (in days) 1102.

Navigate back to Figure 3.2






Extended Description for Figure 4.1
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In the illustration, on the top left, the sun is labeled energy source slash illumination. An arrow from it points at target. Two arrows from target point at sensor to record the energy and receiving and processing station for remote-sensing data. An arrow from them points at a box labeled analysis and interpretation of the processed image. An arrow from it points at a box labeled application: applying the information extracted from the imagery about the target.
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Extended Description for Figure 5.1
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Data in the chart are as follows: mobile-cellular telephone subscriptions - developing countries 105.1, least developed countries (L D Cs) 75.6, world 109.9; active mobile-broadband subscriptions - developing countries 73.9, least developed countries (L D Cs) 38.8, world 83.2; population covered by a mobile-cellular network - developing countries 96.4, least developed countries (L D Cs) 90.1, world 96; population covered by at least a 3 G mobile network - developing countries 94.3, least developed countries (L D Cs) 83.2, world 95; and population covered by at least an L T E slash WiMAX mobile network - developing countries 85.4, least developed countries (L D Cs) 53, world 87.6.
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Extended Description for Figure 5.2
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In the diagram, a box on the top left reads IoT edge device. An arrow from IoT device points at a box labeled gateway. An arrow from gateway points at a box labeled data storage. An arrow from data storage points at a box labeled data analytics. A box on the left labeled user (IoT implementation) is connected to data analytics via a double-headed arrow.
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Extended Description for Figure 9.1
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Data in the chart are as follows: the U.S. 2522; China 553; India 103; Indonesia 222; Brazil 441; and Colombia 457. 

Navigate back to Figure 9.1






Extended Description for Figure 10.1


[image: ]

Data in the chart are as follows: Angola - (1990, 55), (1991, 56), (1992, 53), (1993, 40), (1994, 42), (1995, 50), (1996, 54), (1997, 55), (1998, 67), (1999, 70), (2000, 75), (2001, 77), (2002, 87), (2003, 92), (2004, 100), (2005, 110), (2006, 140), (2007, 148), (2008, 175), (2009, 178), (2010, 185), (2011, 194), (2012, 201), (2013, 210), (2014, 223), (2015, 228), (2016, 208), (2017, 206), (2018, 203), (2019, 200), and (2020, 195). Kenya - (1990, 60), (1991, 62), (1992, 66), (1993, 70), (1994, 72), (1995, 77), (1996, 83), (1997, 85), (1998, 89), (1999, 93), (2000, 95), (2001, 98), (2002, 99), (2003, 104), (2004, 100), (2005, 102), (2006, 104), (2007, 110), (2008, 125), (2009, 180), (2010, 141), (2011, 146), (2012, 153), (2013, 160), (2014, 174), (2015, 183), (2016, 191), (2017, 200), (2018, 203), (2019, 225), and (2020, 224). All values are estimated.
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Extended Description for Figure 10.2
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Data in the chart are as follows: mobile-cellular network - Kenya 96.8 and Angola 93.5; at least a 3 G mobile network - Kenya 94.9 and Angola 78.9; and at least an L T E slash WiMAX mobile network - Kenya 62.4 and Angola 22.4.

Navigate back to Figure 10.2






Extended Description for Figure 10.3
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Data in the chart are as follows: smartphone - Kenya 70.7 and Angola 50.7; wireless broadband - Kenya 56.3 and Angola 24.5; households with access to internet - Kenya 39.9 and Angola 14.2; and households with access to broadband internet - Kenya 36.0 and Angola 10.6.

Navigate back to Figure 10.3






Extended Description for Figure 10.4
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Data in the graph are as follows: internet banking - Kenya 0.3 and Angola 0.1; selling goods or services - Kenya 0.6 and Angola 0.3.

Navigate back to Figure 10.4






Extended Description for Figure 12.1
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Data in the graph are as follows: 2 G plus 3 G - S S A 65 and North America 0; 4G - S S A 28 and North America 16; 5 G - S S A 7 and North America 84.

Navigate back to Figure 12.1
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